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Abstract—the smart security system has become indispensable in modern daily life. The proposed security system has been 
developed to prevent a robbery in highly secure areas like home environment with AWS EC2 which provides the recognition on 

AWS. The security of home is implemented by using face recognition technology, which grants access to only authorized people to 

enter that area. 

In this paper, the proposed system is introduced where an attempt is made for classification of the faces and recognizes and send 

message to WhatsApp and maintain the records with log file.   
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I.  INTRODUCTION 

Face recognition is a difficult task in video and does not give the accuracy. Face recognition with higher accuracy can be achieved 

with proper training of faces considering the environmental effects like brightness of light, darkness, various angles of persons 

face etc. Face recognition is achieved with suitable algorithms like haar , LBP, detect multiscale etc. can be used to achieve the 

recognition.  
  

An efficient and accurate home security system which is based on face recognition is very important for a wide range of security 

application. Security is an major aspect or characteristics in the smart home applications. The most important major part of any 

door security systems is identifying accurately the persons who enter through the door. Face recognition is probably the most 

natural way to perform authentication between human beings. In advance, it is the most popular biometric authentication trait, 

after fingerprint technology. 

 

In this paper we initially detect the face from the video with suitable algorithm, the key problem as Human Faces Classification in 

the video. In that, we can use the haar , LBP algorithm for detecting the faces and extracting the features from the face.  

The difficulty of finding faces can be viewed as a segmentation problem in machine vision or as a detection problem in pattern 

recognition. It refers to the identification of all regions in the scene that contains a human face. The image processing steps for the 
facial recognition process can be divided into stages shown in figure 1. 

 

 
 

Figure 1:- Face Recognition Process 

 

Face recognition is an enrolment process where the unique features of a person’s face will be stored in a database. At the time of 

image obtained from the camera will be compared with the previously stored faces captured at the time of enrolment for the 

identification and verification process. 

II.  LITERATURE REVIEW 

Xiang-Yu L et al. [1] proposed a face recognition system based on gradient direction histogram (HOG) features extraction and 

fast principal component analysis (PCA) algorithm [2]. The Haar-feature classifier is used to extract the background interference 
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data and then the HOG features are extracted from the image data. The PCA algorithm is used to extract the main feature 

components of the data. The Support Vector and not as an independent document 

 
Timo Ahonen et al.  Presents an efficient facial image representation based on local binary pattern (LBP) [3][4] texture features. 

The face image is partitioned into different domain from which the LBP feature distributions are extracted and concatenated into 

an enhanced feature vector to be used as a face descriptor. The invariance to monotonic gray-level changes and computational 

efficiency, make LBP, suitable for demanding image analysis tasks. The LBP can use the texture descriptor to build several local 

descriptions of the face and combining them into a global description which can be used for face recognition. 

 

B. Udaya Kumar and et al. present the implementation of a low-cost wireless home security system using ZigBee protocol and 

remote access through the internet [6]. A ZigBee is the star network with couple of nodes had been established employing Xbee 

radio, ARM7, PIC, and MBED microcontroller. The recognition of the intruder motion as well as gas leakage detection and visual 

surveillance of the home were provided with the help of Passive Infrared Sensor (PIR), Gas sensor (GH-312) and Camera 

(LS_Y201). Problem is here multiple microcontrollers are used, usage of ZigBee based network to communicate with the base 

station is limited to 100-150 meters long distance only. The base station is dependent on the only Ethernet for internet 
connectivity. 

 

Francisco et al. [5] in used another statistical technique known as LBA (local binary algorithm) and weighted mask, which is 

based upon the local or feature-based approach of face recognition. In this system, they extracted facial features such as nose, 

eyes, and mouth, etc. Face recognition was done by local binary patterns were used to build up the masks through which the areas 

to be matched were separated. These masks were then applied techniques of data mining, from which weighted masks were got. 

These weighted masks show that the grayest area had more significance to recognize the face which focuses upon the main 

features of the face such as the nose, eyes, lips, cheeks, and forehead, etc. 

 

J. Shankar Kartik et al. [7] Have proposed two systems are proposed, one is based on GSM technology and other uses a web 

camera to detect the intruder. The initial security system utilize the web camera, installed in house premises, which is operated by 
software installed on the PC and it uses the Internet for communication. The camera detects motion of any intruder in front of the 

camera dimensions or camera range. The second security system is SMS based and uses GSM technology to send SMS to the 

owner [9]. 

 

Mae .Y and et al.[8] presented the system; it monitors everything by moving cameras. The system can enhance the efficiency of 

monitoring and can eliminate the blind spots of fixed cameras. In this system, a mobile manipulator is developed which is 

equipped with cameras at the arm end for monitoring [6].  

 

III. PURPOSED SYSTEM 

Implementation of home security using Face Recognition 

 

This project work proposes an idea of for face recognition concept for security of home and it implemented with the help of Open 

CV which is a popular computer vision library. Face recognition is a key application for image processing owing to its use in 

many fields. An effective face recognition system based on Open CV is developed in the project. Face recognition has been the 

best choice after the problem of biometrics and it has various types of applications in our present life. An efficient face 

recognition system can be of great help in forensic sciences, identification for law enforcement, authentication for banking and 

security system, and giving preferential access to authorized users i.e. access control for secure areas, etc.  

A real-time home security system by the face recognition system is presented in the project. 

1. User 
2. Admin 

 

1. Frame Extraction / Live Camera: 

User uploads video/grabs images using the live camera on the application, the application then extracts frames from the video. 

These frames are saved on the local machine. Frames are usually 640x480 formats. 
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Figure 2. Structural Design 

 

2. Face Detection: 

Apply the Haar cascade Classifier for the face detection in images. 

3. Pre-Processing on images: 

Once we get the faces to apply the preprocessing on images like noise removal, normalization, etc. 

a.      RGB to Gray Scale Image: 

Convert the image into the Gray scale by taking the average of each pixel RGB. 

b. Local Binary Patterns Histograms: 

1. Divide the examined window into cells (e.g. 16x16 pixels for each cell). 

For each pixel in a cell, compare the pixel to each of its 8 neighbors (on it's left-top, left-middle, left-bottom, right-top, etc.). 
Follow the pixels along a circle, i.e. clockwise or counterclockwise. 

2. Where the center pixel's value is greater than the neighbor's value, write "0". Otherwise, write "1". This gives an 8-digit binary 

number. 

3. Compute the histogram, over the cell, of the frequency of each "number" occurring. This histogram can be seen as a 256-

dimensional feature vector. 

1. Optionally normalize the histogram. 

2. Concatenate (normalized) histograms of all cells. It gives a feature vector for the complete window. 

3. The feature set is then saved to a model for later matching process. 

  

4. Face Recognition on AWS and Record-Keeping: 

 

 Amazon Elastic Compute Cloud, allows the users to have their disposal a virtual cluster of computers, available all the time, 
through the Internet. AWS's version of virtual computers reproduce most of the attributes of a real computer including, 

hardware central processing units (CPUs).  
AWS allows multiple local hosts with only one server and results can be sending to their respective destination. In the purposed 

system co]mparison of stored features and live face features is carried on Linux server, and the results are sending to WhatsApp 

and to local machine. By applying algorithm of LBP facial features we can identify the face of the user. After identification of the 

person, the message is send to WhatsApp and maintains records in log file.  

 

IV. ALGORITHMS USED 

 

1.     Haar cascade Classifier for Face Detection: 

In this system we used Haar classifier algorithm for face detection when one of these features is found, the algorithm allows the 

face candidate to pass to the next stage of detection. A face candidate is a rectangular section of the original image called a sub-

window. Generally, these sub-windows have a fixed size (typically 24×24 pixels). This Sub-window is often scaled in order to 

obtain a variety of different size faces. The algorithm scans the entire image with this window and denotes each respective section 

a face candidate. The algorithm uses an integral image in order to process Haar features of a face candidate in constant time. It 
uses a cascade of stages which is used to eliminate non-face candidates quickly. Each stage consists of many different Haar 

features. Each feature is classified by a Haar feature classifier. The Haar feature classifiers generate an output which can then be 

provided to the stage comparator. The stage comparator sums the outputs of the Haar feature classifiers and compares this value 

with a stage threshold to determine if the stage should be passed. If all stages are passed the face candidate is concluded to be a 

face. 

 

a) Haar Feature Classifier  

A Haar feature classifier uses the rectangle integral to calculate the value of a feature. The Haar feature classifier multiplies the 

weight of each rectangle by its area and the results are added together. Several Haar feature classifiers compose a stage. A stage 
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comparator sums all the Haar feature classifier results in a stage and compares this summation with a stage threshold. Each stage 

does not have a set number of Haar features. Depending on the parameters of the training data individual stages can have a 

varying number of Haar features.  
 

b)           Haar Features: 

Haar features are composed of either two or three rectangles. Face candidates are scanned and searched for Haar features of the 

current stage. Each Haar feature has a value that is calculated by taking the area of each rectangle, multiplying each by their 

respective weights, and then summing the results. 

  

2.      Local Binary Patterns Histograms: 

The LBP feature vector, in its simplest form, is created in the following manner: 

1. Divide the examined window into cells (e.g. 16x16 pixels for each cell). 

2. For each pixel in a cell, compare the pixel to each of its 8 neighbors (on it's left-top, left-middle, left-bottom, right-top, etc.). 

Follow the pixels along a circle, i.e. clockwise or counterclockwise. 

1. Where the center pixel's value is greater than the neighbor's value, write "0". Otherwise, write "1". This gives an 8-digit binary 
number (which is usually converted to decimal for convenience). 

2. Compute the histogram, over the cell, of the frequency of each "number" occurring (i.e., each combination of which pixels are 

smaller and which are greater than the center). This histogram can be seen as a 256-dimensional feature vector. 

3. Optionally normalize the histogram. 

4. Concatenate (normalized) histograms of all cells. This gives a feature vector for the entire window. 

  

The feature vector can now be processed using the Support vector machine, extreme learning machines, or some other machine-

learning algorithm to classify images. Such classifiers can be used for face recognition or texture analysis. 

 

 

V. EXPERIMENTAL RESULTS 
 

Here we used the real time dataset of every person images. C1, C2, C3, C4,C5,C6,C7,C8 are the classes (different persons). The 

confusion matrix is generated by using the runtime observations and log file for different classes are given in table I 

TABLE I: CONFUSION MATRIX 

 

 
The accuracy and precision is calculated based on TP, TN, FP and FN i.e. Truly Positive, True Negative, False Positive and False 

Negative images. False positives, which are items incorrectly labeled as belonging to the class and false negatives, which are 
items which were not labeled as belonging to the positive class but should have been. The true positive, false positive and false 

negative images from each user are given in below table. 

TABLE II: TP, TN, FP and FN 

 
 

The precision is calculated using the formula 

 Precision = TP / (TP + FP) 

 Accuracy = (TN + TP) / (TN+TP+FN+FP) 

 F-score = 2* Precision*Recall/(Precision  + Recall) 

 Recall = TP/(TP+FN) 

 

The overall evaluation of the system for face recognition in terms of precision, recall, f – score and support is given in below 

table. 
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TABLE III: PRECISION and RECALL CALCULATION 

 
  

The Class wise distribution of the all images used in the system is given in below figure. 

 

 
 

Figure 3: Plot for Class wise Distribution 

 

The class wise graph of f1- score from C1 to C4. 

 
 

Figure 4: Class Wise f1-score 
 

 

CONCLUSION 

In this proposed home security system by using a face recognition on AWS Ec2 has been presented. This system has been tested 

successfully with higher accuracy rate with Haar and LBP algorithm. The accuracy depends on training of faces and 

environmental conditions.  

Face recognition is the most challenging issue in the area of image analysis that has received much attention over the last few 

decades because of its many applications present in various domains. This paper has made an attempt to review a significant 

number of papers to deal with the present development in face recognition in a different fields like as banking sectors, military 

areas etc. 
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