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Abstract 

Radio Frequency IDentification is one of the famous wireless induction system. It consists of tag, 

reader and application. Each RFID tag in this system is assumed as a unique ID itself. When an 

independent tag approaches antenna then the induction takes place between them. Where the 

antenna reads the information and content is recorded in the tag. The information is then translated 

into the computational data by the reader. Due to the tag portability and untouched data 

transmission in wireless applications for tracking based on these systems were proposed. These 

tags are small transponders that respond for the user queries from a reader by transmitting a serial 

number or some identifier wirelessly. They are frequently used to track items in production 

environments as an advanced barcode and to label items in supermarkets. This paper presents a 

few applications that are possible using RFID technology by tracking lost items, identify moving 

objects etc. Due to the usage of such technology there is need to provide privacy and propose 

certain solutions. In recent years, RFID systems are used to trace objects and asset worldwide. In 

addition, few supply chain management systems can be combined with RFID to form goods tracking 

systems and help enterprises to manage their raw materials and utilisation of products.  More 

number of applications were introduced by people for their quick processing of objects in a short 

time efficiently.  
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Introduction 

For the purpose that the right of intellectual property and the right of the valid users are further 

protected and maintained, integration of the software and hardware encryption is needed. Since 

each RFID tag with a unique ID (UID) which records the on demand information can be used as the 

individual identification, the small and cheap RFID tag can be considered as the hardware/software 

encryption/decryption key corresponding to the files or applications. In the next section, we give 

some descriptions for related RFID application and system. RFID tags are used to identify hardware 

in any application. They are used in health care where patients must always wear the tag designed 

for identification. The location and condition of the patient is monitored regularly at all times within 

the health unit due to the short distance wireless signal. To protect such hardware many software 

applications are introduced to adopt software encryption as the identification to protect the 

intellectual property of the applications. By considering the serious situations of pirate, intellectual 

property protection is important and famous issue. Password protection is the best method to 

protect any application. Software is designed in such a way that it is assigned a serial number or 

some calculated function to process it. Through a valid authentication only one can access the 

software to enable the application.  
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Password protection is the popular encryption method to protect the applications. Each application 

or file of software is assigned an on demand given serial numbers or calculation function. People 

who use this application have to input the correct serial number then enable the application. 

Considering today’s applications, personal multimedia services or software applications are popular. 

Customers use the personal multimedia devices such as MP3, PDA, iPod, Laptop, etc., to download 

the multimedia or application files from the server or website via Internet. In other words, many files 

or data are disseminated and exchanged via Internet. In addition, many hackers can crash the 

software encryption with fewer costs. It makes that the piratical files are transmitted widely and the 

protection of intellectual property exists in name only. 

RFID encryption and decryption for intellectual property protection 

Authentication 

The goal of authentication is to make sure that an entity is what it claims to be. In the context of 

RFID it means that tags can distinguish authorized readers from other readers. This can be done by 

using encryption with a preshared key. The other way around is much more difficult. Here a reader 

has to ensure that the tag it is reading is not altered or copied. As it turns out it is a rather hard 

problem. Encryption is typically used to establish some trust between both participants of a 

conversation (in addition to privacy). The main problem for this approach is the very limited 

resources on the tag itself. Most tags have only a few hundred logic gates, but most encryption 

Scheme. In addition to weaknesses in encryption algorithms themselves, RFID tags provide 

unwillingly more help to break those algorithms. Many current tags "export" lower layer properties, 

such as the power and timing of the back scattered signal and the processing delay which differ 

from input to input. That extra information can be used to break encryption even more easily. Newer 

tags try to fix that problem by two independent circuits for computation and back scattering. 

Due to the demand of existed system integration, some applications related to RFID Encryption and 

Decryption for Intellectual Property Protection includes: PnP Middleware, RFID Hardware, End User 

RFID Device and End User RFID Tag, and Encryption/Decryption Procedure. For a normal user, 

there are two types of RFID devices for the encryption/decryption on RFID system (E/DonRFID 

system): End User RFID Device for digital content or multimedia information gaining, and End User 

RFID Tag for in dentifying the legal user. E/DonRFID not only provides the RFID based protection 

procedure but also includes the Encryption/Decryption method based on RFID character. The 

encryption and decryption can be implemented by hardware or software solution. The original digital 

data is encrypted by hardware, software, or combination of hardware and software, 

The expected proliferation of RFID tags into the billions has raised many privacy and security 

concerns. A common concern is the loss of privacy when companies scan tags to acquire 

information about customers and then using data mining techniques to create individual profiles. 

This section describes possible scenarios where RFID tags can be exploited. Then it describes 

what mechanisms exist to defeat those threats or at least make them harder to execute. After that 

the section concentrates on attacks that are directed against RFID systems. 

As RFID technology becomes more sophisticated and item level tagging promises more control and 

large savings in the supply chain management, companies are tagging items within their production 

process. To maximize the benefits companies start to require their suppliers to label all items 

delivered to the company.  Anti-RFID activists created a few scenarios to show possible exploits if 

no precautions are taken. The most common one the unauthorized scanning of tags in order to 

create user profiles. Other scenarios are scanning the medication a person is carrying to conjecture 

what illness the person might suffer, or a mugger scanning a crowd of people and singling out a 

person carrying many valuable items (even money, if tagged as proposed). If tags are replacing 

credit cards eavesdropping becomes also a problem and must be addressed. The above mentioned 

issues are privacy concerns, but they are not the only issue. Authentication is also needed. For 

example, newer tags have rewritable memory available to store extra information during the 

production process. If stores rely on that information to determine the sales price for example, care 
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must be taken so that customers do not change the type of the item to a cheaper one using portable 

readers. Also the kill command, a mechanism to permanently disable a tag, must be protected from 

unauthorized access. Recently a paper raised some concerns in the RFID community that claimed 

that cell phones can be reprogrammed to disable HF tags. In case that tags carry personal 

information (such as medical history, credit card numbers) a reader has to be authenticated and 

authorized before it is allowed access the data. In the previous examples the reader has to 

authenticate to the tag, there are also scenarios when the tag has to authenticate to the reader, for 

example to detect forged tags. 

Corresponding to the encryption method, suitable RFID tag of user for decrypting is needed. Since 

three possible ways to protect the digital content are proposed, for the end users, there will be at 

least three possible states and method of E/DonRFID Encryption/Decryption, to gain the protected 

digital data, shown as follows: 

 Encryption and Decryption by Hardware and Software combination, 

 Encryption only by Hardware with Hardware and Software combination Decryption 

 Encryption only by Software with Hardware and Software combination Decryption 

 Encryption only by Hardware with Hardware Decryption 

 Encryption only by Software with Hardware Decryption 

 

Figure 1 

The framework of RFID Encryption and Decryption for Intellectual Property Protection 
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Process 

First, depending on the digital content storage hardware such as CD-ROM disk, the commercial 

RFID tag can be embedded into the disk when the disk is made. According to the characteristic of 

RFID tag, each RFID tag can be set with different individualities. The different encryption code, 

unique ID, information of the digital content, or authentication serial number can be recorded in the 

RFID tag. In addition, the RFID tag embedded in the disk is not rewritable. Hence, different disks 

equip the different IDs of RFID tag. When the RFID reader inducts the tag, the information about 

this storage can be scanned and presented. In other words, only the digital storage with the valid 

RFID tag is legal and true. 

Second, since the content or data are digital, these software, content or data, can be encrypted as 

the secret codes or cipher. The key for encryption and decryption can be recorded in the RFID tag. 

Without the specific key, these secret codes or ciphers cannot be recovered as the original data. In 

other words, the digital content that recorded in the storage device (such as CD-ROM disk) can be 

secured. The decryption key can be recorded in the RFID tag embedded in the storage or a palm 

RFID tag (such as a RFID toy). 

For the end users, End User RFID Device/Tag is used. The storage, whether hardware (CD-ROM) 

which includes the encrypted digital content, or software (files or ciphers), is called End User RFID 

Device. If the End User RFID Device is hardware, the third party RFID Hardware can induct the 

RFID tag embedded in the hardware. After identifying the End User RFID Device, the application or 

user can execute and read the digital content if only Hardware - Encryption/Decryption is used. 

According to three possible states, the end user must have the decryption key for executing the 

digital content. In this paper, the hardware (RFID tag) or software for the decryption key is 

called End User RFID Tag. After identifying the End User RFID Device, the end user has to provide 

the End User RFID Tag for the Embedded Service Middleware Application. Only the information or 

password of End User RFID Tag is correct and can be used to gain the secured decryption key 

which recorded in the End User RFID Device, the digital content recorded in the End User RFID 

Device can be presented. 

Considering that the three possible states are based on the RFID induction, the RFID Hardware is 

divided into two types of equipments: for End User RFID Device and for End User RFID Tag. 

According to the three possible ways to protect the digital content, when the protection is based on 

the combination of Hard/Soft- Encryption/Decryption and Only Hardware-Encryption with Hard/Soft 

–Decryption, the RFID Hardware for End User RFID Device is needed. Due to that the digital 

content is protected by the RFID tag embedded in the hardware, the information recorded in the tag 

has to be inducted before using. For example, if a tag is embedded in the CD-ROM disk, the user 

should have a CD-ROM driver with the RFID Hardware when reading the disk. In other words, if the 

protection is based on the hardware belongs to End User RFID Device, the corresponding reader 

with RFID Hardware is necessary. The RFID Hardware can be embedded in the CD-ROM driver, 

reader, or other multimedia devices. 

In opposition to End User RFID Device, when the decryption is based on the End User RFID 

Tag key, end user has to own the valid RFID tag for decrypting the digital content. For example, the 

decryption code is recorded in the RFID tag of End User RFID Device. However, the decryption 

code is secured by the password which locks the data slot of RFID tag. Without the correct 

password, end user cannot gain the decryption code that secured in the RFID tag of End User RFID 

Device. To provide the password, the end users should have the RFID Hardware such as the USB-

RFID reader, etc. 

To manage the RFID information, Embedded Service Middleware Application is proposed to parse 

the information from the RFID Hardware. Due to that there are different RFID product, an RFID 

parser is needed for analyzing and parsing the information from RFID Hardware. After gaining the 
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requirements or response, the Embedded Service Middleware Application searches the 

corresponding applications and passes the information.  Possible ways to retrieve the protected 

digital data 

The whole framework of location-aware RFID application service system 

In the location-aware RFID application service system, the RFID antennas and reader are deployed 

1) at the specific area or location such as the entrance of the rapid transit system or the information 

service machine, or 2) within the handheld devices such as PDA or mobile phone. When a user is 

given a readable RFID tag, the related information or the user’s on demand service conditions about 

the user is given by himself and on demand recorded in the database. When the user requires the 

local area public or personal services, the user should be at the tiny induction area such as a local 

area information center or a service station. Then, the RFID system placed in the specific area 

inducts the RFID tag and gain the information such as UID from the RFID tag. The reader of RFID 

system then sends the information to the local area server via Internet. 

After receiving the information and parsing the message from RFID system, the content of RFID tag 

can be identified. If end user RFID tag is used, the embedded server service middleware can 

search and present the local information such as local area shopping information, traffic information, 

or the customization information, recorded in local database that match the on demand conditions of 

the RFID tag user. In other words, the RFID user can be directly served with sufficient local area 

related information. If other further information needed, the embedded server service 

middleware can send the user’s request to the remote main server to obtain the requested service 

or to the other business applications via Internet for extra service obtaining. At last, the user can 

gain the location-aware information or services via user interface. In opposition to end user RFID 

tag, when a user of end user device with RFID System actively scans the RFID tag of the 

commercial advertisement, the handheld device can send the scanned RFID tag information via 

wireless network or cellular mobile system to the local area server with embedded server service 

middleware embedded. Then, as the procedure of end user RFID tag, the embedded server service 

middleware searches for the requested services and transmits these services to the user’s 

handheld device by wireless network or cellular mobile system. 

In addition, the users can use handheld device middleware application to select the tag content 

recorded in handheld device database if needed. Then, the RFID API controls the RFID system 

embedded in the handheld device to re-write the content (such as UID) of the tag of the handheld 

device. At last, the RFID content requirement from other business applications or systems can be 

provided through the RFID tag of the handheld device. 

In addition, the database can record the history of the user’s requirements. The statistic user 

requirements can be used to classify that what kind of the service the user requests most. Next time 

the system can provide the personal services according to the classified results. In other words, the 

users can be served with the services they most pay attention to. 

Current RFID Technology 

This section describes out of which parts RFID tags consist of, how they work in principle, and what 

types of tags do exist. It focuses on how tags are powered and what frequency ranges are used. 

The section concludes by covering a few important standards. 

RFID transponders (tags) consist in general of: 

Micro chip 

Antenna 

Case 

Battery (for active tags only) 
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The size of the chip depends mostly on the Antenna. Its size and form is dependent on the 

frequency the tag is using. The size of a tag also depends on its area of use. It can range from less 

than a millimeter for implants to the size of a book in container logistic. In addition to the micro chip, 

some tags also have rewritable memory attached where the tag can store updates between reading 

cycles or new data like serial numbers. 

A RFID tag is shown in figure 1. The antenna is clearly visible. As said before the antenna has the 

largest impact of the size of the tag. The microchip is visible in the center of the tag, and since this 

is a passive tag it does not have an internal power source. 

 
Figure 3: A passive RFID tag 

 

In principle an RFID tag works as follows: the reading unit generates an electro-magnetic field which 

induces a current into the tag's antenna. The current is used to power the chip. In passive tags the 

current also charges a condenser which assures uninterrupted power for the chip. In active tags a 

battery replaces the condenser. The difference between active and passive tags is explained 

shortly. Once activated the tag receives commands from the reading unit and replies by sending its 

serial number or the requested information. In general the tag does not have enough energy to 

create its own electro-magnetic field, instead it uses back scattering to modulate (reflect/absorb) the 

field sent by the reading unit. Because most fluids absorb electro-magnetic fields and most metal 

reflect those fields the reading of tags in presence of those materials is complicated. 

During a reading cycle, the reader has to continuously power the tag. The created field is called 

continuous wave, and because the strength of the field decreases with the square of the distance 

the readers have to use a rather large power. That field overpowers any response a tag could give, 

so therefore tags reply on side-channels which are located directly below and above the frequency 

of the continuous wave. 

RFID Systems 

A RFID reader and a few tags are in general of little use. The retrieval of a serial number does not 

provide much information to the user nor does it help to keep track of items in a production chain. 

The real power of RFID comes in combination with a backend that stores additional information 

such as descriptions for products and where and when a certain tag was scanned. In general a 

RFID system has a structure as depicted in figure 2. RFID readers scan tags, and then forward the 

information to the backend. The backend in general consists of a database and a well defined 

application interface. When the backend receives new information, it adds it to the database and if 

needed performs some computation on related fields. The application retrieves data from the 

backend. In many cases, the application is collocated with the reader itself. An example is the 

checkout point in a supermarket (Note that the given example uses barcodes instead of RFID tags 

since they are more common; however, the system would behave in exactly the same way if tags 

were used). When the reader scans the barcode, the application uses the derived identifier to 

lookup the current price. In addition, the backend also provides discount information for qualifying 

products. The backend also decreases the number of available products of that kind and notifies the 

manager if the amount falls below a certain threshold. 

http://www.jetir.org/


© 2019 JETIR June 2019, Volume 6, Issue 6                                                                www.jetir.org (ISSN-2349-5162) 

JETIR1907N93 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 398 
 

 
Figure 4: A simplified RFID system 

This section describes how RFID tags work in general, what types of tags exist and how they differ. 

The three frequency ranges that RFID tags typically use are LF, HF, and UHF. Also the difference 

between passive, semi-passive, and active tags was explained and their advantages and 

disadvantages were compared.  

Conclusion 

In this chapter, we show applications and systems based on RFID technology which integrated into 

the existed service systems. The RFID technology can enhance the automatic management 

procedure. Identification and tiny information exchanging can be achieved. Individual or personal 

services can be provided to different consumers. However, to establish the RFID embedded 

systems and applications, the cost, convenience, feasibility should be considered. To adopt RFID 

system, some extra costs such as RFID tag and hardware should be overcome by the enhanced 

performance of management. In other words, to implement the RFID systems for the consumers, to 

enhance the convenience for consumers will be an important issue than the cost. 
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