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Abstract:Cloud computing offers a replacement approach of service provision by re-arranging various 

resources over the net. the foremost necessary and well-liked cloud service is information storage. so as to 

preserve the privacy of information holders, data are often hold on in cloud in associate encrypted type. 

However, encrypted information introduce new challenges for cloud information deduplication, that becomes 

crucial for giant information storage and process in cloud. ancient deduplication schemes cannot work on 

encrypted information. Existing solutions of encrypted information deduplication suffer from security 

weakness. they can't flexibly support information access management and revocation. Therefore, few of them 

is promptly deployed in apply. during this paper, we propose a theme to deduplication encrypted information 

hold on in cloud supported ownership challenge and proxy re-encryption. It integrates cloud information 

deduplication with access management. we have a tendency to judge its performance supported in depth 

analysis and pc simulations. The results show the superior potency and effectiveness of the theme for potential 

sensible readying, particularly for giant information deduplication in cloud storage. 

Keywords: Cloud storage, Cryptography, Data security,  Public audit, Secure deduplication, Regeneration of 

data. 

 

Introduction: In cloud storage services, purchasers 

source information to a remote storage and access 

the information whenever they have the data. 

Recently, due to its convenience, cloud storage 

services became widespread, and there's a rise in the 

use of cloud storage services. Well-known cloud 

services such as Dropbox and iCloud area unit 

utilized by people and businesses for varied 

applications. A notable modification in information-

based services that is going on recently is that the 

volume of information employed in such services 

because of the dramatic evolution of network 

techniques. as an example, in 5G networks, gigabits 

of information may be transmitted per second, 

which implies that the dimensions of information 

that's dealt by cloud storage services will increase 

because of the performance of the new networking 

technique. during this viewpoint, we will 

characterize the amount of data as a main feature of 

cloud storage services. several service providers 

have already ready high resolution contents  for their 

service to utilize quicker networks. For secure cloud 

services within the new era, it's vital to organize 

appropriate security tools to support this 

modification. Larger volumes of information need 

higher price for managing the various aspects of 

information, since the dimensions of information 

influences the cost for cloud storage services. the 

dimensions of storage should be hyperbolic per the 

number of information to be stored. during this 

viewpoint, it's fascinating for storage servers to 

reduce the amount of knowledge, since they will 

increase their profit by reducing the price for 

maintaining storage. On the opposite hand, 

purchasers area unit in the main curious about the 

integrity of their data keep within the storage 

maintained by service suppliers.To verify the 

integrity of keep files, purchasers have to be 

compelled to performcostly operations, whose 

complexness will increase in proportionto the scale 

of knowledge. during this viewpoint, purchasers 

might want toverify the integrity with a coffee price 

in spite of the scale ofdata. due to the strain of 

storage servers and purchasers,many researches on 

this subject area unit offered within the literature. 
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Architecture Diagram: 

 

 

Literature Survey: 

Paper 1.Secure Auditing and Deduplicating Data 

in Cloud 

Author Name :Jingwei Li, Jin Li, DongqingXie 

and Zhang Cai 

Description: As the cloud computing technology 

develops throughoutthe last decade, outsourcing 

information to cloud service for storagebecomes a 

gorgeous trend, that advantages in scotch effortson 

significant information maintenance and 

management. notwithstanding, sincethe outsourced 

cloud storage isn't absolutely trustworthy, it 

raisessecurity issues on a way to understand 

information deduplication in cloudwhile achieving 

integrity auditing.In this work, we have a tendency 

to study the matter of integrity auditingand secure 

deduplication on cloud information. Specifically, 

aiming atachieving each information integrity and 

deduplication in cloud, wepropose 2 secure 

systems, particularly SecCloud and 

SecCloud+.SecCloud introduces associate degree 

auditing entity with a maintenance of aMapReduce 

cloud, that helps purchasers generate information 

tags beforeuploading in addition as audit the 

integrity of knowledge having been keepin cloud. 

Compared with previous work, the computation by 

userin SecCloud is greatly reduced throughout the 

file uploading andauditing phases. SecCloud+ is 

meant motivated  by the actual fact thatcustomers 

continuously wish to cipher their information 

before uploading,and allows integrity auditing and 

secure deduplication onencrypted information. 

Paper 2.A Verifiable Data Deduplication Scheme 

in Cloud Computing 

Author Name :Zhaocong Wen, JinmanLuo, 

Huajun Chen, JiaxiaoMeng, Xuan Liand Jin Li 

Description:Deduplication is a very important 

technique to avoid wasting the storage value at the 

cloud storage server. Image is associate degree 

important knowledge kind hold on in cloud, 

however seldom mentioned in previous work on 

deduplication. This paper studies the matter of 

validatory the deduplication of image storage in 

cloud. In particular, we tend to take into account the 

task of permitting a cloud server to verify the 

correctness of deduplication. Our theme consists of 

several blessings over the previous work, whose 

framework can be delineate through the subsequent 

algorithms. Firstly, before every user uploads 

associate degree encrypted image, he calculates its 

hash worth because the fingerprint. Secondly, the 

fingerprint is sent to each cloud servers for 

checking duplicates. If the storage and verification 

servers each reply to the user with ‘no 

deduplication’, the user transfers his knowledge to 

the servers. Otherwise, once the fingerprint is 

systematically found, the user gives up uploading 

knowledge for deduplication. Specially, when the 

fingerprint is just found in one server, it implies that 

the results are inconsistent and a minimum of one 

amongst servers is invalid. The security and 

potency analysis is additionally bestowed during 

this paper. 

Paper 3.Publicly Verifiable Inner Product 

Evaluation over Outsourced Data Streams under 

Multiple Keys. 

Author Name: Xuefeng Liu, Wenhai Sun 

Description: Uploading information streams to a 

resource-rich cloud server for scalar product 

analysis, an important building block in many well-

liked stream applications (e.g., applied math 

monitoring), is appealing to several firms and 

people. On the opposite hand, substantiative the 

results of the remote computation plays an 

important role in addressing the problem of trust. 

Since the outsourced data assortment seemingly 
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comes from multiple information sources, it's 

desired for the system to be able to pinpoint the 

conceiver of errors by allotting every information 

supply a novel secret key, which needs the scalar 

product verification to be performed underneath 

any 2 parties’ completely different keys. However, 

the current solutions either rely upon one key 

assumption or powerful however practically 

inefficient fully homomorphic cryptosystems. 

during this paper, we have a tendency to 

concentrate on the tougher multi-key situation 

wherever information streams area unit uploaded 

by multiple information sources with distinct keys. 

we have a tendency to initial gift a unique 

homomorphic verifiable tag technique to in public 

verify the outsourced scalar product computation 

on the dynamic information streams, so extend it to 

support the verification of matrix product 

computation. we have a tendency to prove the 

safety of our theme within the random oracle 

model. Moreover, the experimental result 

additionally shows the usefulness of our style. 

Paper 4.Scalable and Efficient Provable Data 

Possession 

Author Name :Giuseppe Ateniese, Roberto Di 

Pietro 

Description:Storage outsourcing may be a rising 

trend that prompts varietyof fascinating security 

problems, several of that areextensively 

investigated within the past. However, obvious 

knowledgePossession (PDP) may be a topic that 

has solely recently appearedin the analysis 

literature. the most issue is a way to oft,efficiently 

and firmly verify that a storage serveris reliably 

storing its client’s (potentially terribly large) 

outsourceddata. The storage server is assumed to be 

untrustedin terms of each security and 

responsibleness. (In different words, itmight 

maliciously or accidentally erase hosted data; 

would possibly also relegate it to slow or off-line 

storage.) the matter isexacerbated by the shopper 

being alittle computing machinewith restricted 

resources. previous work has self-addressed this 

downsideusing either public key cryptography or 

requiring theclient to source its knowledge in 

encrypted type.In this paper, we tend to construct a 

extremely economical and incontrovertiblysecure 

PDP technique primarily based entirely on biradial 

key cryptography,while not requiring any bulk 

cryptography. Also, incontrast with its 

predecessors, our PDP technique 

permitsoutsourcing of dynamic knowledge, i.e, it 

with efficiency supports operations,such as block 

modification, deletion and append. 

Mathematical Model: 

System Description: 

System S is defined as 

S = {I,P,O,S,F} 

where, 

 I=Input 

 O=Output 

 P=Process 

 S= Success 

 F=Failure 

 

 I= I:Set of outsourced data sets by 

corresponding data user 

 O:store unique file on cloud server 

  P: Identify the set of processes as P 

P={PRE,TPA,Uo,SE,CSP,Sk} 

where, 

PRE= proxy re-encryption that store Re-encrypted 

Files as a backup. 

TPA=Third Party Auditor: Perform auditing on 

users request. 

Uo=set of owners that upload data files, if file is 

duplicate then send POW 

to the user that means user can access that file. 

SE=Symmetric Encryption 

CSP=Cloud Service Provider that store all users re-

encrypted data 

Sk=Symmetric Key used to encryption and 

decryption of the File 

 

 Identify the initial condition as Ic 

Ic= Outsourced data with its privacy privileges to 

be maintain 

 Success Conditions:s 

s=check duplicate file that is already store on cloud 

server If file already 

exist then duplicate file is not stored on cloud only 

give reference to new file. 

 

 

 Failure Conditions:F 
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F=store duplicate file on cloud server and unable to 

find file ownership. 

Conclusion:  

When storing information on remote cloud 

storages, users wish to beassured that their 

outsourced information area unit maintained 

accuratelyin the remote storage while not being 

corrupted. additionally,cloud servers wish to use 

their storage a lot of expeditiously. To satisfy each 

the necessities, we tend to planned a theme 

toachieve each secure deduplication and integrity 

auditing in an exceedinglycloud surroundings. to 

stop outpouring of vital infoabout user information, 

the planned theme supports a 

clientsidededuplication of encrypted information, 

whereas at the same timesupporting public auditing 

of encrypted information. we tend to used 

BLSsignature primarily based homomorphic linear 

critic to work outauthentication tags for the 

prisoner of war and integrity auditing.The planned 

theme glad the safety objectives, andimproved the 

issues of the prevailing schemes. additionally,it 

provides higher potency than the prevailing 

schemes inthe viewpoint of client-side machine 

overhead. Finally,we designed 2 variations for 

higher security and higherperformance. the primary 

variance guarantees higher securityin the sense that 

a legitimate user is associate degree someone.The 

second variance provides higher performance from 

theperspective of the purchasers, by allowing weak 

purchasers to perform transfer procedure terribly 

expeditiously by passing ontheir expensive 

operations to the CSS. 

References: 

[1] Zhaocong Wen, JinmanLuo, Huajun Chen, A 

Verifiable Data Deduplication 

Scheme in Cloud Computing, 978-1-4799-6387-

4/14 31.00 2014 IEEE, DOI 

10.1109/INCoS.2014.111 

[2] Jin Li, Yan Kit Li, Xiaofeng Chen, Patrick P.C. 

Lee, A Hybrid Cloud Approach 

for Secure Authorized Deduplication, IEEE 

TRANSACTIONS ON 

PARALLEL AND DISTRIBUTED SYSTEMS, 

VOL. 26, NO. 5, MAY 2015. 

[3] MihirBellare, SriramKeelveedhi, DupLESS: 

Server-Aided Encryption for 

Deduplicated Storage, 22nd USENIX Security 

Symposium. August 1416, 

2013 Washington, D.C., USA ISBN 978-1-

931971-03-4. 

[4] Kun He, Jing Chen, Ruiying Du, Qianhong Wu, 

DeyPoS: Deduplicatable 

Dynamic Proof of Storage for Multi-User 

Environments, DOI 

10.1109/TC.2016.2560812, IEEE Transactions on 

Computers. 

[5] Chao Yang, JianRen and Jianfeng Ma, Provable 

ownership of files in deduplication 

cloud storage, Security Comm. Networks 2015; 

8:24572468 Published 

online 19 July 2013 in Wiley Online Library 

(wileyonlinelibrary.com). DOI: 

10.1002/sec.784 

[6] GiuseAteniese, Roberto Di Pietro, Scalable and 

Efficient Provable Data Possession, 

SecureComm 2008 September 22 - 25, 2008, 

Istanbul, Turkey Copyright 

2008 ACM 978-1-60558-241-2. 

[7] D. Boneh and M. Franklin, Identity-based 

encryption from the weil pairing, in 

Advances in Cryptology CRYPTO 2001, ser. 

Lecture Notes in Computer Science, 

J. Kilian, Ed. Springer Berlin Heidelberg, 2001, 

vol. 2139, pp. 213229. 

[8] YevgeDodis, SalilVadhan, Proofs of 

Retrievability via Hardness Amplification, 

O. Reingold (Ed.): TCC 2009, LNCS 5444, pp. 

109127, 2009. c 

Springer-Verlag Berlin Heidelberg 2009. 

[9] Dan Boneh, Ben Lynn, and HovavShach, Short 

Signatures from the Weil 

Pairing, C. Boyd (Ed.): ASIACRYPT 2001, LNCS 

2248, pp. 514532, 2001. c 

Springer-Verlag Berlin Heidelberg 2001. 

 

 

http://www.jetir.org/

