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Abstract- Steganography is the art of hiding the fact that communication is occurring by concealing data in some other data. 

A wide range of carrier file formats can be used, yet digital images are the most prominent because of their high frequency on 

the web. For hiding secret information in images, there exist a large variety of steganography techniques. This paper addresses 

the challenges and devises the implementation of LSB technique used for hiding data inside an image. 

I. Introduction 

     It is very important to secure any important information that has to be transferred from a sender to a receiver. Intruders can 

disclose the information to others, change it to misrepresent an individual or organization, or use it for an attack. This problem 

can be solved through the use of steganography. Steganography is technique of hiding information in the digital media. In 

contrast to cryptography, it is not to encrypt the information so that attackers may not get it, but it is used to hide the existence 

of the information itself. Steganography is an art of concealing information in the ways that prevents detection of hidden 

information. Steganography includes secret communication methods that hide the information from being seen or discovered. 

[4] 

     Digital images are widely used to cover objects for steganography. An image is a collection of bytes containing different 

light intensities in different areas of image. When dealing with the digital images for use with Steganography, 8-bit and 24-bit 

per pixel image files are generally used. Both have some advantages as well as disadvantages. 8-bit images are of great format 

because of their relatively small size. The drawback is that only 256 possible colors can be used that can be potential problem 

during its encoding. Usually a gray scale color palette is used while dealing with 8-bit images because its gradual change in 

color would be harder to detect after the image has been encoded with the secret message provided. 24-bit images offer more 

flexibility when used for Steganography. The large numbers of colors that can be used go well beyond the human visual 

system, which makes it very hard to detect once the secret message has been encoded. [6] 

     This paper depicts method to implement encryption and decryption technique on the secret information that has to be 

hidden into other images which will provide confidentiality to the secret information. Steganography is the technique of hiding 

information in digital media. In contrast to cryptography, it is not to keep others from knowing hidden information but it is to 

keep others from thinking that information even exists. 

Steganography is art of concealing information in ways that prevents the detection of hidden messages. The growing 

possibilities of modern communications need special means of security especially on computer network. The network security 

is important as number of data being exchanged on internet increases.  Therefore, confidentiality and data integrity are 

required to protect against unauthorized access and use. This has resulted in explosive growth of field of information hiding. 

[8] 

     The basic steganography model has three things Carrier Image, Secret Message and Encryption Key. Carrier Image is also 

known as cover-image, inside which secret data is hidden. Thus it serves purpose to hide very existence of secret messages. 

Secret information is message that sender wants to transmit with confidentiality. 
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The graphical representation of this system is given below: 

 

Figure 1: Graphical Representation of Proposed System 

 

II. Related Work 

     In the year 2015, G. Prashanti and K. Sandhyarani [2] have done survey on recent achievements of LSB based image 

steganography. In this survey, there are improvements that enhance steganographic results such as high robustness, high 

embedding capacity and un-detectability of hidden information.  

     In 2014, Kazem Qazanfari and Reza Safabakhsh [3] proposed an improved version of LSB++ approach. In this improved 

LSB++ they make distinction between sensitive pixels and allow protecting them from the embedding of extra bits, which 

results in the lower distortion in co-occurrence matrices. 

     In the year of 2013 Akhtar, N., Johri, P., Khan, S., [11] implemented a variation of plain LSB (Least Significant Bit) 

algorithm. The stego-image quality has been improved by using bit-inversion technique. LSB method improves the PSNR of 

stego-image. Through storing the bit patterns for which LSBs are inverted, image may be obtained correctly. 

     In the year 2013, M. R. Modi et al [5]. proposed a novel steganography technique to embed secret information of LSBs of 

the cover image. In their method least two significant bits of edges are utilized to store the secret message as edge regions are 

very good areas to embed the secret information than other smooth regions of cover image. 

     In 2012, S. Gupta, G. Gujral and N. Aggarwal [7] proposed an enhanced LSB algorithm for image steganography in which 

they only embed secret information in blue component of RGB color space. In their technique the first M×N size cover image 

is selected. After the selection of cover image only the blue component is used for embedding the secret information.  

     In the year 2009, S. Channalli and A. Jadhav “Steganography an Art of Hiding Data” [9] Authors proposed new LSB based 

method in which common bit pattern is used to hide data.  

III. Methodology: 

3.1 RGB Color Model 

     Pixels are smallest individual element of an image. So, each pixel is sample of an original image. It means more samples 

provide more accurate representations of original. The intensity of each pixel is a variable. In color imaging systems, color is 

typically represented by three or four component intensities. Here, we will work with RGB color model. 
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     The RGB color model is an additive color model in which red, green and blue light are added together in various ways to 

reproduce broad array of colors.[10] The name of model comes from the initials of three additive primary colors, red, green, 

and blue. The main purpose of RGB color model is for sensing, representation and display of images in electronic systems, 

though it has also been used in conventional photography. 

 

Figure 2: Image formation using RGB colors 

3.2 LSB Technique 

     While working with binary codes, we have more significant bits and less significant bits, as you can see in the image below. 

     The leftmost bit is the most significant bit. If we change the leftmost bit it will have a large impact on the final value. On the 

other hand, rightmost bit is less significant bit. If we change rightmost bit, it will have a less impact on final value. [13] The 

rightmost bit will change only 1 in a range of 256 (i.e. less than 1%).  

 

Figure 3: Different RGB value for different colors 

     Each pixel has three values, each RGB value is 8-bit and the rightmost bits are less significant. So, if we change rightmost 

bits, it will have a very small visual impact on final image. This is steganography key to hide an image inside another and for 

this, change less significant bits from an image and include most significant bits from the other image. 
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Figure 4: Merging the pixels of two images to form new image 

     In past few years, various steganography techniques that embed hidden messages in multimedia objects have been 

proposed. Modulating least significant bit does not result in human perceptible difference because amplitude of change is 

small. [1] In this, the embedding capacity can be increased by using two or more least significant bits.  

 

IV. Results 

       

Figure 5: Inputs- (a) Cover Image, (b) Message Image  
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Figure 6: Outputs- (a) Encrypted Image, (b) Decrypted Message Image 

              

V. Conclusion 

     The advantage of the LSB technique lies in its ease of implementation and simplicity. The LSB method allows high 

embedding capacity and uses encryption key and thus is more secure. Hiding the secret data using Steganography lowers the 

chances of the secret data being detected. LSB technique for the digital images work smoothly for 8 bits and 24 bits BMP, JPG 

and PNG image formats. Using these algorithms (encoding and decoding), one can retrieve secret message exactly as the 

original data without altering the cover image. 
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