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Abstract— As the number of people using the internet grows, so 

does the need for the secure transmission of confidential & vital 

data. Web apps security methods must be used in building an 

online web application since it has been exposed to many different 

types of cyberattacks. To obtain access or corrupt a legitimate 

online application, hackers may employ a variety of methods, 

including phishing sites that mislead users into providing 

important & private data. Due to this, the necessity to take 

appropriate steps to identify the risks and be informed of 

vulnerabilities that could impact the website and therefore the 

regular business flow is raised as a reaction. As a result of this 

research, mitigations against the most frequent web application 

assaults have been implemented, & web administrators now have 

better tools to identify assaults like phishing links the research also 

shows how to generate web application logs which make it easier 

to identify anomalous customers & determine whether their 

activity is out of limits, out of scope, or otherwise against the 

regulations. Secure coding techniques are used for mitigation, and 

a variety of categorization algorithms are used to identify phishing 

links. The created app was tested & assessed using the suggested 

BiLSTM against numerous assault situations, and the results 

demonstrate that the site had effectively mitigated these dangerous 

web app assaults and for detecting of phishing connections 

component, a contrast was made among distinct methods to 

determine the better ones, and superior framework gave 99.06 

percent precision. 

 

Keywords—Web security, Web service application, Web 

attacks, Phishing detection, Classification algorithms, BiLSTM. 

I. INTRODUCTION 

 

With the fast growth of Internet technology apps [1], 

particularly driven by broad adoption & application of novel 

technologies like mobile Internet, cloud computing, & large 

data, network info technology has been profoundly 

incorporated into all areas of social operations, commercial 

operations, & everyday life. Because of the present cyberspace 

era, that reliance on network info technology, cyberspace is 

subject to a growing number of security concerns & threats. The 

study of how to conduct a fast & scientific & precise risk 

evaluation of present network or network service, and also 

create effective predictions about potential risks by developing 

a credible evaluation framework, has been a study hotspot in 

current years.  

Institutions, businesses, & people alike have been more 

concerned about web security in the last several decades. 

Attackers may search a web system's assault surface for flaws 

& exploit them to gain access to systems. The assault surface of 

a system is the subset of resources that an assailant may utilize 

to assault the system, showing the security of a system. The 

assault surface in web security [2], refers to the possible 

exploitable key characteristics of an online system, like 

dangerous inherent functions or code statements, that are linked 

to vulnerabilities. Even though conventional security measures 

(like anomaly detecting, access control, & authenticating) may 

improve online security, these static & passive defenses are 

incapable to withstand unexpected assaults, like zero-day 

threats.  Web security risks are much too critical to overlook. 

Based on OWASP (Open Web Appl Security 

Project) whitepaper, the highest 10 most frequent risks are all 

included. is generally used in the categorization of 

vulnerabilities while not being an official standard. [3][4]. 

Because of growth in online app development and use, the 

quantity & intensity of web assaults has risen as well. Statistics 

show that in 2018, 953,000 online assaults were prevented 

daily, up from 611 000 blocked assaults per day the prior year, 

according to Statista [5]. With regards to injection 

vulnerabilities, OWASP [6], reports that they are still the most 

common. The quantity & intensity of assaults on web 

applications is constantly rising. Hackers are increasingly 

turning to new types of assaults in light of the internet's vast 

store of data. This is the environment in which extensive web 

application security work has been carried out [7].  

Researchers are working hard to find new ways to protect 

against web-based assaults using both supervised & 

unsupervised machine learning techniques. The extraction of 

feature sets, which is necessary for the construction of machine 

learning identification prototypes, is a major problem in web-

based attack detection. There is no comprehensive 

characteristic set for detecting the assaults effectively. Deep 

learning as a method for improving web-based assault detection 

is presented in this article as a solution to fill the resulting void. 

The article is organized as follows: Section II covers a literature 

review on web security, Section III outlines typical Web 

Application Attacks, & mitigations are addressed, as well as 

some research issues & their answers in Section III. Section IV 

describes the issue, shows access logs, & explains the 

identification of phishing URLs utilizing deep learning 

BiLSTM. Section V discusses the findings. section VI, the last 

section, contains the conclusion & recommendations for further 

research. 

 

II. LITERATURE REVIEW 

The assault on the online service will unquestionably have an 

adverse effect on an ongoing system's stability. Data thievery, 

data manipulation, & service interruption are all possible 

outcomes. In the case that assaults on the system's online 

services are not avoided or at least minimized, substantial losses 

may result. System growth will be cheaper if a security feature 

is included from start rather than after an assault has already 

happened. The research which has addressed web service must 
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be reviewed to identify solutions that may be performed to 

overcome security issues on web services [8]. There has been 

some research done on web service security through SOAP 

concerning literature review. In the majority of online service 

security research, DOS & injection methods assaults are 

covered [9],[10]. There is a growing need to examine the 

research literature on REST structure in web services because 

of this and discover innovative solutions which could be 

performed to preserve the security of RESTful web services. 

Additionally, REST is very susceptible to security assaults due 

to the lack of a security standard & rules similar to SOAP's 

WSDL [11]. 

Sheykhkanloo's [12] method to investigate a SQL injection 

assault. A URL generator, a URL classifier, or a NN framework 

formed the basis of our suggested model. It was decided to use 

a URL generator to create a large number of malicious & benign 

URLs at once. Our suggested pattern recognition NN 

framework for SQLi attack identification & classifications 

outperformed prior models in terms of precision, TP rate, & FP 

rate (see prior outcomes). 

When G. Kaur et al. [13] introduced the blind cross-site 

scripting identification method, they used tests to identify 

malicious payloads which might be stored in the database via 

online applications. We utilized Linear Support Vector 

Machine classifier method to distinguish among saved & blind 

cross-site scripting attacks and to identify the assault. 

In [14] study, using natural language processing & machine 

learning methods websites are classified. Content of websites 

from various languages is collected and preprocessed before 

applying machine learning techniques. In the study, 17 classes 

were used, the highest classification success was 0.8756 and 

this result was reached by the SVM method. 

We conducted [15] study to find & resolve the underlying 

causes of false-positive & false-negative outcomes that were 

common in clinical trials. The CSIC 2010 HTTP dataset was 

utilized in our experiment since it includes traffic produced for 

an e-commerce web application. For all evaluated machine 

learning methods, our findings show using the suggested fine-

tuned feature set extraction improves identification & 

categorization of web-based assaults significantly. Precision, 

Recall, Accuracy, & F-measure metrics were used to assess the 

machine learning method's assault detection ability. The J48 

decision tree method has the greatest TP rate, Precision, & 

Recall of the three methods evaluated. 

A framework for web security condition analysis is developed 

depending on the features of current Web app service assault 

[16] It incorporates a high degree of information security 

protection 2.0 control points for evaluation based on web 

security factors derived from architecture & evaluation of web 

service security status based on a combination of network 

analysis & fuzzy theory. To address the limitations of the 

current vulnerability framework & offer a theoretic foundation 

for evaluating Web app service security via the integration of 

quantitative & qualitative techniques, a vulnerability model is 

being developed. This [17] shows & recommends the use of 

ModSecurity or the Reverse Proxy technique to build WAF on 

a web-based app. The WAF's ModSecurity & reverse proxy 

approach effectively prevented all threats, including SQL 

injection, cross-site scripting, & unauthorized vulnerability web 

scanning. 

For assessment of security design strategies & their 

characteristics, researchers utilized a hybrid approach called 

Fuzzy AHP-TOPSIS (Analytic Hierarchy Process-Technique 

for Order Preference by Similar Ideal Solution) in a [18] 

research study. An actual-time online application from 

Babasaheb Bhimrao Ambedkar University in Lucknow, India 

has been used to evaluate the approach's efficacy. In addition, 

several university online programs were utilized to verify the 

outcomes. It will be easier for architects to protect systems 

employing security methods once this study's assessment of the 

most effective web application architecture has been 

completed. 

As a result of [19] testing & analysis, it is possible to determine 

if a website is secure, whether any extra protection is required, 

as well as provide suggestions for improving website security. 

As a consequence of this study, the web has an 80 percent 

security level, a 60 percent web informatics engineering 

subdomain, a 60 percent information systems level, a 60 percent 

informatics management level, and an 80 percent e-learning 

level. Reverse Proxy is utilized to improve a web server & a 

Web App Firewall is utilized to keep a web server secure, 

according to [20] study. 

 

 

III. WEB APPLICATION ATTACKS & 

MTIGATIONS 

Machine learning methods have been used in several research 

to see whether web-based assaults can be detected. To make 

ML-based detecting & avoidance of web-based assaults 

accurate and trustworthy, FP & FN outcomes have been 

identified as a significant problem to be solved. Categorization 

of websites is an important problem and has many practical 

applications. One such application is parental control for safe 

internet for children. Failure to classify websites by specific 

rules makes it difficult to access information, as well as leaves 

many users of different age groups with the harmful side of the 

Internet. Current secure internet solutions are not 

comprehensive or cannot be customized. Furthermore, the fact 

that the blocking orders issued by the courts do not cover all 

harmful sites, and these websites change their domains so often. 

Thus, the dynamic classification of websites using text data is 

very important.  

A. Web Application Attacks  

Web apps Assaults are becoming more common as more 

businesses and organizations transfer their services on the 

internet. Because online apps are such an easy target from an 

assailant's point of view, they pose one of the greatest 

cybersecurity threats. These assaults have the potential to lead 

to unsettling outcomes, like the theft of confidential info and 

the deletion or modification of a database. Web application 

assaults are most often:  

 Structured Query Language (SQL) Injection is a 

web app security issue that enables an assailant to 

tamper with database queries that an app performs. 

SQL injection is a flaw that makes it possible for 

malicious SQL queries to be executed. Rather than 

entering the intended data, a hacker will attempt SQL 

injection by entering specially designed SQL 

instructions into a form area. [21].  

 Cross-Site Scripting (XSS) is a type of vulnerability 

in online apps that happens if an attacker successfully 

delivers a malicious JavaScript payload to a customer 

[22].  

 Command Injection enables the assailant to run 

arbitrary scheme commands and get access to 
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confidential user data. If an application sends 

untrusted user-supplied data (including forms, 

cookies, or HTTP headers) to a scheme shell, an 

assault via command injection is feasible. In this 

assault, the operating system instructions provided by 

the attacker are typically executed with privileges of 

the susceptible application. Inadequate input 

validation makes command injection attacks feasible. 

[23]  

 PHP Code Injection is a vulnerability that enables 

arbitrary code to be injected into a server. Exploiting 

this issue allows an attacker to inject a shell command 

like as shell exec(dir)' -to know the full directory 

structure-into a PHP function known as 'eval().' Eval 

function causes a shell command to be performed [24]. 

Code injection is possible if a developer uses the PHP 

eval() function with untrusted data that an attacker 

may alter. The code above is susceptible to a Code 

Injection assault since it lacks input validation. 

 • Remote File Inclusion (RFI) enables the assailant 

to execute malicious code on a targeted computer even 

if it is not hosted there.  the vulnerability known 

as RFI is most often discovered in PHP-powered 

websites. [25].  

 Local File Inclusion (LFI) In certain instances, 

assaults may lead to the exposure of sensitive info and 

even the execution of remote code through cross-site 

scripting (XSS). The OWASP Top 10 list of web 

application vulnerabilities include LFI as one of the 

most serious threats. LFI is a vulnerability that may be 

exploited by an attacker by altering the file location 

argument and including a system file. It happens if the 

code contains files from a web server. While Local 

File Inclusion (LFI) is extremely similar to Remote 

File Inclusion (RFI), it does need the assailant to 

submit a malicious script to their target server before 

it can be run locally on the target system [26].  

 Cross-Site Request Forgery (CSRF) procedure of 

impersonating a genuine customer, for instance, a 

malicious web page tricks a customer's browser and 

sends a request to a target site. So the malicious 

request is verified just like any other [27] by the 

browser as if it came from the customer.  

 Brute Force Attack relies on guessing all potential 

password mixtures until the right one is discovered 

[28].  

 Enumeration Attack If a web app leaks info about 

the presence of a username or password in an error 

message, an attacker may use brute-force methods 

either to guess or validate legitimate customers in a 

scheme [29]. 

B. Web Application Attacks Mitigation  

Mitigation strategies for the aforementioned assaults include:  

SQL Injection - It’s the input that comes first in SQL Injection 

mitigation methods to protect online applications from this 

assault. Validation of open web app security project's regular 

expression (OWASP) The assault's Core Ruleset detects 

whether or not the input is an assault, and then prepares the 

second mitigation. the query itself (code) and the data given to 

it as statements may be separated using statements, and a 

backslash can be used to mitigate injections before any 

potentially harmful characters are sent through (i.e., Backslash, 

apostrophe, & semicolon). The mysql-real-escape-string 

function is used in PHP to do this.  

Cross-Site Scripting (XSS) - For the most reliable results, 

three methods are employed to minimize Cross-Site 

Scripting, the first is input validation; the second is character 

escaping. A third option is to utilize PHP's built-in 

htmlentities() function in combination with setting the 

HTTPOnly header's value to true, which prevents the cookie 

from being read from the client-side script. To prevent XSS 

assaults [30] in web apps, there is a rule definition found at 

Online11. Some may be implemented while others are not. For 

several companies, implementing only a few rules is sufficient 

to meet their requirements.  

Command Injection - to prevent command injection assaults, 

the suggested website would perform input validation by 

contrasting customer input against the OWASP Core Rule Set's 

command injection regular expression. Preventing the 

execution of OS commands is the best approach to prevent 

Command Injection vulnerabilities. If appropriate input 

validation cannot be prevented, a whitelisting method should be 

used instead [31]. 

PHP Code Injection - To prevent PHP code assault suggested 

site compares user input with the OWASP Core Rule Set's PHP 

Code Injection Regex to validate user input before it is used. 

PHP app development: 5 methods to avoid code injection: 

 Avoid using strip_tags() for sanitisation. 

 Code serialization. 

 Avoid using exec() , shell_exec() , system() or 

passthru() 

 Use a PHP security linter. 

 Make use of a SAST tool to find code injection 

problems. 

Local File Inclusion (LFI) - This Nexploit could scan web 

applications for signs that someone has tinkered with the code 

& attempted to utilize Local File Inclusion to steal confidential 

information. In addition, a mitigation technique is offered by 

providing an open configuration file (php.ini), which is 

connected to Windows, Apache, MySQL & PHP (WAMP) 

server, the route to web app files so that customers can only 

access files in the specified path, the suggested site offers input 

that is valid through contrasting 'page' value (URL parameters) 

provided by OWASP Core Rule Set in the URL LFI regex. 

Developer should implement whitelist and ignore others 

filename and paths.  

Remote File Inclusion (RFI) - Eliminate file inclusion 

vulnerabilities by preventing consumers from providing input 

into file systems & frameworks APIs, the most effective 

approach. If this isn't feasible, the software may keep a list of 

approved files. The names of these files can only include 

lowercase letters (a-z) & digits (0-9). Website validation is 

performed by matching the value of 'page,' found in the URL, 

to the RFI regex included in the OWASP Core Rule Set. The 

risk of RFI assaults may be reduced to some degree by 

validating & sanitizing the inputs appropriately. There is a 

misunderstanding that all customer input could be cleaned 

entirely if doing this. Hence sanitization should be seen as an 

add-on to a present security scheme, not a replacement for it. 

After everything is said and done, sanitizing user-

supplied/controlled inputs is always preferred. These inputs 

involve: 

 URL parameters 

 GET/POST parameters 

 HTTP header values 

 Cookie values 
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Cross-Site Request Forgery (CSRF) - A successful CSRF 

assault only exposes the application's vulnerabilities and the 

customer's privileges. A random token must be created & 

verified on each request to mitigate CSRF. Adding a random 

token to every demand is a popular method of mitigating CSRF 

when submitting forms. Forms & AJAX calls may both utilize 

the CSRF token, which could be provided through hidden areas, 

headers, or both. Check the server logs and the URL to make 

sure the token isn't being leaked. Many places, including 

browser history, log files, network appliances that record the 

initial HTTP request line, & Referer headers if the secured site 

connects to an external site, may have CSRF tokens in them that 

may be exploited. Every session will include a different mix of 

letters & numbers. In every form request, the token is generated 

& linked as a hidden input as a result. To check whether the 

form is legitimate, the website uses the token value and a 

session variable belonging to the customer to compare it. 

Without access to token values, an attacker will be unable to 

fabricate requests.  

Brute Force Attack - to avoid brute force Assault restricting 

login tries is a possibility that's being explored. After a customer 

has attempted five times to access the website without success, 

their IP address is blocked for three minutes.  

Enumeration Attack - Having the server reply with a generic 

response that does not specify which field is wrong is effective 

protection since an attacker will not be able to tell if usernames 

are legitimate or not. 

C. Research Question  

We had a set of research questions in mind before diving into 

the research and literature on web service security 

concerns.  The study question's goal is to maintain the focus of 

the next literature study. This will make it easier to locate the 

scholarly articles you're looking for. the following are examples 

of research issues that a literature review must address:  

1) RQ1: Do you know how much web service security 

research has been done for different online services? 

SOAP is the most often mentioned kind of web service in the 

article depending on findings from prior research on web 

service security done in the 12 years from 2008. Web service 

SOAP is discussed in 38 publications, whereas RESTful web 

service is discussed in 6 articles. However, no one has 

particularly addressed the problem of RESTful web service 

security in their study till now However, since 2018, an 

increasing number of studies have focused on the technology's 

security concerns. 

2) RQ2: Are there any specific areas of web service 

security addressed in the research paper? 

Web service security is primarily concerned with preventing 

denial-of-service (DDoS) assaults and those that integrate it 

with an Injection Assault. Particularly, on the RESTful web 

services of 6 articles [32],[33],[34],[35],[36] that discuss it, 

DOS attacks and Injection attacks, MITM attacks [37],[34]and 

Spoofing [37],[35]. 

3) RQ3: What approaches are being considered to 

address the issue of web service security? 

Dynamic analysis, static analysis, filter-based security 

methods, authentication, encryption, & secure coding are 

among the methods suggested other methods include model-

based & pattern-based. According to NIST [38], dynamic 

analysis is the process of creating execution time vulnerability 

situations, while static analysis involves inspecting source code 

for flaws that may result in security vulnerabilities. The 

dynamic analysis aimed to discover the results of the 

consistency test that had been performed so far. The static 

analysis focuses on the flaws in the code vulnerabilities. 

Securing coding is a process of creating a computer app in such 

a manner that security vulnerabilities could be generated 

accidentally [39]. This study's findings show that dynamic 

analysis (34 percent) & installation of a security method are the 

two most often suggested security techniques (28 percent). Two 

articles [34],[36]; utilize dynamic analysis in their discussions 

of RESTful web services, while one article provides a model-

based method [32]; and three articles propose a solution 

dependent on security methods in their research on RESTful 

web services  [37],[33],[35]. 

IV. PROPOSED WORK 

 

A. Problem Statement  

Developing an online web application these days is risky if 

appropriate security measures aren't taken to protect it from 

cyber assaults. Hackers from all over the globe can assault your 

website & steal confidential info or do significant harm. 

Customers who click links containing malicious JavaScript 

code are at risk of having personal info stolen or their online 

sessions hijacked, among other hacking situations[40], Hackers 

will frequently inject phishing connections into a site, making 

it difficult to identify them without the help of security 

professionals who must manually scan each web page. 

B. Proposed Methodology 

In this study, the dataset was processed by translating every 

URL to a list of 2083 integers, and then it was split into two 

sections: 70% training, & 30% testing. Because the phrase is 

only read in one way, forward, the LSTM does not adequately 

take into account post-word info as a disadvantage. We utilize 

a bidirectional LSTM to address this issue, which consists of 

two LSTMs with their outcomes layered on top of one another. 

A forward-looking LSTM reads the phrase, whereas an inverse-

looking LSTM reads it backward. Bidirectional (BiLSTM) 

networks are used to identify phishing URLs, and a contrast is 

made between them. To find out whether these URLs are 

related in any way. In the training dataset, Every letter in the 

URL is characterized by a 64-bit embedding vector, which is 

learned by the Embedding layer, which starts utilizing random 

weights & could learn an embedding vector for every character. 

As a consequence, each URL was changed to and became 

(2083, 64). 

1) Access Logs  

The Apache access log keeps track of what has occurred on 

your Apache webserver. To help web administrators keep track 

of things like IP addresses & timestamps, whenever a website 

visitor makes a request, a log is produced & stored for that 

visitor. The integrated log structure is used to store Apache 

access logs, which come in a variety of forms.  

2) Data Collection  

In this work, Phishing URLs were gathered from sites like 

Phish-Tank & Openphish, while genuine URLs came from 

sources like Alexa's list of top websites.  
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3) Data Pre-processing  

In prior research, several URL characteristics were retrieved 

and put into a categorization framework to estimate whether or 

not a URL is phishing. Manually extracting the characteristics 

is not required here; instead, three procedures are suggested:  

1) The training data included a total of 90 characters, 

integers, & symbols which were tokenized using the 

char-level tokenization technique.  

2) Numbers encrypt each character, resulting in a list of 

integers for every URL.  

3) URLs that are larger than 2083 integers are truncated, 

while shorter URLs are padded with a '0' integer. 

4) Features Extraction  

[41], discusses the main features that have been shown to help 

identify phishing websites:  

IP Address & Abnormal URL - Phishing is defined as any 

URL that includes an IP address in the domain name. There is 

phishing when the URL does not include the hostname or 

identity. 

URL length - Long URLs may include malicious code. When 

the length of the URL exceeds the usual length of URL, it is 

suspicious or phishing. Phishing is considered to be the use of 

TinyURL connections that direct the customer to a fraudulent 

website.  

Having “@” and “//” symbol in URL - Any URL that includes 

a @ sign is deemed phishing by the browser since it will be 

ignored. Customers will be sent to an external website if a URL 

contains a "/". The usage of slash character "//" after Hypertext 

Transfer Protocol (HTTP) or HTTPS (Secure )is acceptable. 

Having “-”, “HTTPS”, and “Dots” in the domain name - A 

domain name with the "-" symbol includes a phishing attempt. 

HTTPS-encrypted domain names are used in phishing scams to 

disguise their true identity. A dot is added to the domain name 

if it contains a subdomain. Fraudulent URLs with more than one 

subdomain are known as phishing attempts, which aim to 

mislead the consumer into giving their data.  

Domain Registration length – Phishing URLs, it turns out, 

don't survive for very long. As a result, phishing is considered 

when a domain's registration expires within a year.  

Favorite Icon (Favicon) - A favicon is a graphic associated 

with a particular website. An external website loaded in the 

favicon's place may lead to phishing sites, which would be bad 

for customers' security.  

Request URL - If a webpage's external objects (like pictures or 

videos) are loaded from another domain, it is classified as either 

valid, suspect, or phishing depending on the percentage.  

Links in <meta>, <script> and <link> tag - This 

characteristics checks whether the domain names of tags are 

distinct from a domain name of a website, while the <a> tags 

feature checks if tags & domain name of a webpage are distinct, 

it is involved genuine, suspicious or phishing depending on the 

percentage.  

Server Form Handler (SFH) - Phishing is considered to be an 

empty or blank string in the SFH. In addition, it is considered 

suspicious if a submitted form is routed to an exterior area 

(means the SFH area name is distinct from the website domain 

name). 

Submitting Information to Email and Statistical-Reports 

Based Feature – Instead of submitting the info to a server, 

phishers may utilize a web form and send it directly to their 

email address; in this case, the submission is deemed phishing. 

When a website refers to a list of the most popular phishing 

domains or IP addresses, that's phishing. 

Initial Frame (IFrame) Redirection - A web page may be 

shown in an IFrame or integrated into another one. A secret 

IFrame tag may be placed on the webpage. As a result, the usage 

of an Iframe element is seen as phishing.  

Age of Domain - Phishing URLs don't last very long. As a 

result, genuine domains have an age of at least six months, 

whereas phishing domains have an age of fewer than six 

months.  

Domain Name System (DNS) record and Google Index - 
Websites without DNS records, Google index, and not 

appearing in search outcomes may be phishing scams. 

Website Traffic – The popularity of a website is determined by 

the volume of traffic it receives. Phishing is believed to be a 

website that has little or no traffic.  

5)  BiLSTM Deep Learning Technique 

When it comes to recurrent neural networks, LSTMs belong to 

the RNN group [42], a group of neural networks which are built 

to cope using sequential input via distribution of their interior 

weights throughout the sequence [43]. LSTM uses its gates to 

control the error gradient to solve the issue of the disappearing 

error gradient & record long-term relationships. In 

mathematics, LSTM's mathematical description is expressed 

as: 

ht=f(Wh.xt+Ut.ht−1+bh)ht=f(Wh.xt+Ut.ht−1+bh)    (1) 

If Wh and Ut are the weight matrices, the bias term is bh a non-

linear function f(x) is selected to be tanh, and ht is the regular 

hidden state, then xt is the existing word embedding. 

ft=σ(Wf.xt+Uf.ht−1+bf)                                (2) 

it=σ(Wi.xt+Ui.ht−1+bi)                                 (3) 

ot=σ(Wo.xt+Uo.ht−1+bo)                              (4) 

ct=ft∘ct−1+it∘tanh (Wc.xt+Uc.ht−1+bc)        (5) 

ht=ot∘tanh(ct)                                                 (6) 

The it input gate is also referred to as the forget gate ft, a 

memory cell is called a ct,  is a memory cell, a sigmoid function 

is called σ, & and the Hadamard product is called o. While the 

input gate determines what novel info can be saved in a memory 

cell, the forget gate decides that prior info should be forgotten. 

Last but not least, a gate in the output circuit determines how 

much info from the internal memory cell must be made 

available. An LSTM prototype benefits from the use of these 

gate units because they assist it to retain important information 

across many time steps. [44]. 

The suggested architecture for website identification includes 5 

layers: an input sequence layer, a Bi-LSTM layer, an FC   layer, 

a soft-max layer, and a categorization layer. Layer one of the 

network is known as the sequence input layer, and it is 

responsible for feeding time series data into the rest of the 

network. For example, the LSTM layer learns the relationships 
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among sequence data at various time steps. The hidden states of 

every LSTM are integrated after the last word has been 

processed technically, BiLSTM [45] utilizes 2 distinct LSTM 

units, one for forwarding movement & one for backward 

movement. The LSTM units' htforward & htbackward hidden 

states are combined to form ht bilstm, a final hidden state: 

htbilstm=htforward ⊕ htbackwardhtbilstm          (7) 

Where ⊕ is the concatenation operator. 

 

Fig. 1. Bi-LSTM architecture for classification 

The experiment has 2 stages:  

Training stage: The Embedding layer receives training & 

validation input, and the three BiLSTM layers each have 32, 

64,128 units, fully connected (FC) layer contains 20 neurons 

(units), & the last FC layer has one unit to calculate output 

outcome. A total of 20 epochs are used to train the model. Only 

the final sequence is sent to the 1st FC layer of the last BiLSTM. 

Before the last layer, dropout is employed to remove 20% of all 

hidden units to decrease with overfitting & prototype 

complexity issues. After that, the prototype generates a new 

model. Compiled the model with the help of compile () and its 

argument parameters (loss, optimizer, metrics). To calculate the 

amount that a prototype should try to reduce during training, the 

'Categorical cross-entropy function is needed the optimizer 

attempts to reduce or optimize certain program characteristics 

(such as weights & biases), & class utilized for optimizer 

function is 'Adamax' the metric function evaluates prototypes' 

effectiveness, & one class used is 'precision,' that determines 

the percentage of forecasts that match labels.   

Testing stage: The same framework is used to evaluate the 

model's accuracy by feeding test data into it. 

AdaMaxOptimizer: Because of this, the gradient is scaled by 

the 𝑣𝑡  element in the Adam update rule (through the 

𝑣𝑡−1 term) & existing gradient |gt|2 in an inverse proportion 

to ℓ2 norm of previous gradients: 

𝑣𝑡 = 𝛽2𝑣𝑡−1 + (1 − 𝛽2)|𝑔𝑡|2                    (8) 

 This update applies to ℓp norm, so we can generalize from it. 

Note that [46] includes parameters β2 as 𝛽2
𝑝
: 

𝑣𝑡 = 𝛽2
𝑝

𝑣𝑡−1 + (1 − 𝛽2
𝑝

)|𝑔𝑡|𝑝                     (9) 

Big pp values usually cause numerical instability in norms, 

which is why ℓ1and ℓ2 norms are the most commonly used in 

practice. Moreover, the behavior of ℓ∞ is usually stable. It's for 

this purpose that authors suggest AdaMax demonstrate that 

value of  𝑣𝑡 with ℓ∞ converges to following a more stable 

value. The infinite norm-constrained 𝑣𝑡  is represented by the 

notation 𝑢𝑡 to prevent confusion with Adam: 

𝑢𝑡 = 𝛽2
∞𝑣𝑡−1 + (1 − 𝛽2

∞)|𝑔𝑡|∞ 

= 𝑚𝑎𝑥(𝛽2. 𝑣𝑡−1, |𝑔𝑡|)                             (10) 

By substituting 𝑢𝑡 for √�̂�𝑡  +ϵ Adam update equation, we may 

get the AdaMax update rule: 

𝜃𝑡+1 = 𝜃𝑡 − (𝜂/𝑢𝑡)�̂�𝑡                      (11) 

We don't require to calculate a bias correction for  𝑢𝑡 since its 

max procedure means it's less likely to be biassed towards zero 

than �̂�𝑡 and 𝑣𝑡 in Adam. Once again, excellent default values 

are η=0.002, β1=0.9, & β2=0.999. 

C. Proposed Algorithm 

Input: Phishing links or URLs, legitimate URLs 

Output: Detection of phishing sites 

Strategy: 

Step 1. Collection of phishing links data from UCI ML 

repositories 

Step 2. Apache access log used to save information 

regarding events on Apache webserver 

Step 3. Preprocess the data using  

a) Tokenization 

b) character encoding,  

c) longer URLs are truncating & shorter URLs get 

an extra zero-padded to them. 

Step 4. Extraction of phishing websites features  

Step 5. Translate every URL to a 2083-item list of integers 

Step 6. Dataset is divided into 70% training and 30% 

testing. 

Step 7. Detection phishing websites using deep learning 

BiLSTM neural network 

a) Training 

b) Testing 

Step 8. Performance metrics calculations 

Step 9. Obtained results 

Step 10. End 

 

 

V. RESULTS AND ANALYSIS 

A laptop with an Intel Core i7-7700HG CPU, 16 GB of RAM, 

and an NVIDIA GeForce GTX 1050 4 GB graphics card were 

utilized in the research. Python and the Keras library are used 

to create deep learning software and to calculate the outcomes. 

Every URL is translated to a list of integers, and then every list 

is given to the Embedding layer in Keras. The AdaMax 

optimizer's learning rate, decay rate, & B & B2 rate may all be 

modified. The rate at which the gradient is updated is 

determined by the learning rate. Sets how much of the gradient 

to modify, where 1 = 100%, although the learning rate is often 

set considerably lower, for example, 0.001. The data used to 

identify phishing links was obtained from a machine learning 

repository at the University of California, Irvine. 
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A. Dataset Description 

We used the MillerSmiles Archive, the PhishTank Archive, 

&GoogleaˆC™s search operators to compile this information. 

PhishTank has a total of 119313 samples, of which 49144 are 

genuine & 70168 are phishing attempts. It includes URLs & 

labels that show if a URL is genuine or phishing. 

B. Performance Metrics  

A classifier's efficiency may be evaluated using a confusion 

matrix. Several category outcomes are available with 

Categorization Models. The majority of error measures 

compute our model's overall error, but we are unable to identify 

specific instances of mistake. Standard precision measures do 

not reveal whether or not the framework incorrectly classifies 

certain groups more than others. A confusion matrix is a table 

arrangement that shows the various outcomes of a 

categorization issue's predictions & results and aids in 

visualizing them. It creates a graph showing all of a classifier's 

estimated & actual values. 

  
Fig. 2. The basic layout of a Confusion Matrix 

 True Positive: This is the number of times our true positive 

values match the forecasted positive value. You correctly 

predict a positive value. 

 False Positive: The number of times our framework has 

predicted negative values as positives. This number is 

positive, contrary to what you predicted. 

 True Negative: The no. of times our real negative values 

match our anticipated negative values. Your prediction was 

negative since the value is in reality negative. 

 False Negative: The no. of times our framework predicted 

negative values as positives.  You anticipated it would be 

negative, but it turned out to be positive. 

Using a confusion matrix on a tested & forecasted data set, the 

accuracy, recall, precision, & F - measure were all computed 

utilizing particular formulas. 

We use the following metrics to assess the prototype accuracy: 

 Accuracy: Accuracy is used to determine the percentage of 

properly categorized data. Our classifier's accuracy rate is 

communicated to us via this. It is equal to the total no. of 

true values split by total no. of true values. 

 (12) 

 Precision: The model's capability to properly identify 

positive values is estimated with accuracy. the number of 

true positives split by all the projected positive values is the 

positive -value. 

    (13) 

 Recall: The model's capability to estimate positive values 

is calculated using this parameter. In other words, "How 

frequently does the prototype get its right positive values?". 

this value is calculated as follows: true positives/total 

positive values.   

     (14) 

 F1-Score: It is the harmonic mean of Precision & Recall. It 

comes in helpful if Precision and Recall are important 

considerations. 

    (15) 

Table I demonstrates the BiLSTM method's efficiency 

outcomes. This study used information obtained from many 

sources, including Phishtank, Openphish, and more. Those 

were URLs, not characteristics, that were put into the BiLSTM 

network after being processed utilizing natural language 

processing methods. 

Table I. Performance results of BiLSTM  

Epochs Accuracy (%) Loss 

training validation training validation 

5 84.66 94.66 0.4002 0.2722 

10 90.34 92.15 0.3212 0.3209 

15 94.78 94.76 0.1538 0.1224 

20 99.06 99.03 0.0301 0.0315 

 
Fig. 3. BiLSTM Training and Validation Accuracy 

Fig. 3 demonstrates the BiLSTM prototype learning curve, 

which demonstrates that validation precision converges to 

training accuracy in only 20 epochs & increases to over 99 

percent and  Fig. 4 illustrates training & validation loss. 
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Fig. 4. BiLSTM Training and Validation Loss 

Table II. Compared different categorization methods 

Classification 

Algorithm 

Accuracy Precision Recall F1-

score 

Random forest 94.11 90.79 95.39 93.29 

Logistic 

Regression 

88.64 85.67 88.80 87.20 

SVM 94.14 92.23 94.66 93.43 

LSTM 98.66 98.90 98.81 98.86 

BiLSTM 99.06 99.21 99.11 99.13 

As shown in Table II, the suggested BiLSTM framework 

predicts better, is more accurate, and has a higher f1 score when 

compared to four other categorization methods. A character 

sequence-based approach like the BiLSTM framework has 

shown to be very effective in finding phishing Websites. 

 

Fig. 5. Performance metrics comparison among different 

classification algorithms with BiLSTM 

In addition, random URL samples were taken & trained in 

BiLSTM and current methods to be more precise in contrasting 

BiLSTM with other valuable categorization methods since they 

were taught in various datasets. To begin, features were 

manually collected from each sample & put into a prototype 

then, URLs from similar samples were tokenized (translated to 

character sequences), encoded, & put into BiLSTM as shown in 

Figure 5, BiLSTM has greater precision than LSTM. Various 

efficiency measures have revealed comparability in this case. 

VI. CONCLUSION 

Although there was a requirement for a resolution to web 

application security issues & phishing connections, it became 

clear throughout project research, creation, & deployment that 

millions of websites were being hacked every year were being 

subjected to numerous assaults. Mitigation methods have been 

created for different web application assaults, with one to 3 

mitigation methods applied for every assault. The goal of this 

research is to use ML to improve the identification of phishing 

websites. It also considered the development of the optimum 

detection method in which categorization methods utilizing 

Bidirectional are compared Because of its high detection 

precision & f1-score, BiLSTM was selected for the project, 

which also stores customer logs in an apache log format file 

with 99.06 percent long-term memory & 99.13 percent f1. Web 

application security experts agree that one of the most 

significant lessons they've learned is that you should never 

place your confidence in user input; as a result, the 1st golden 

rule of customer input is that all input is harmful unless proved 

otherwise. If you forget this rule, expect to be assaulted. Using 

a mix of security protocols (like HTTPS, an encryption 

technique) & security technology will make our website safer, 

preserving the data and privacy of our visitors (like firewalls, 

intrusion detection, & prevention systems). 

A greater amount of analysis & research into web app hacking 

is required since new assaults & hacking methods are always 

being discovered & created. Improving the training data may 

help improve phishing URL detection even more. To increase 

precision, a hybrid machine learning/deep learning approach 

may be used. To identify anomalous activity & hazardous 

assaults, log files may also be utilized for additional analysis. 

Lastly, here is the suggested resolution. 
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