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Abstract- Phishing is a crime that is portrayed as a craft of cloning a site page of a real organization with 

the intent of getting private information of clueless web users. With the assistance of Machine learning algorithms 

like Random Forest, Decision Tree, Neural system and Linear model we can classify information into phishing, 

suspicious and genuine. This should be possible dependent on extraordinary features of phishing sites and client 

doesn't have to check singular sites. Or maybe we can distinguish and anticipate phishing, suspicious and 

authentic sites by removing some uncommon features. The intent of this work was to create model to protect 

clients from the phishing assault. Recent researches indicate that a number of phishing detection algorithms have 

been introduced into the cyber space, however, most of them depend on an existing blacklist or white list for 

classification. Hence, when another phishing page is presented, the detection algorithms find it hard to effectively 

classify it. The system is designed to deal with phished and normal banking websites. The three sections of this 

system are converting dataset to numeric form, training the neural network, classifying the websites as phished 

or normal. 

Keywords- Phishing Detection System, Artificial Neural Networks, Deep Neural Networks, Malicious URL 

Detection. 

 

 

I. INTRODUCTION 

 

Soft computing deals with relative models and gives answers for real-life problems. It is based on techniques such 

as fuzzy logic, genetic algorithms, artificial neural networks, machine learning, and expert systems. It deals with 

imprecision, uncertainty, partial truth, and approximation to achieve computability, robustness and low solution 

cost. It forms a base for a noticeable amount of machine learning techniques. Soft computing is an approach to 

computing that gives the outstanding ability of the human psyche to contend and learn in the environment of 

vulnerability and doubt. It is based on some biological induced methods such as genetics, development, and 

behaviour, the warm of particles, the human nervous system, etc.  

Phishers make site indistinguishable from the genuine site to deceive the users to the forged site so as to 

steal the significant information. Inspite of the fact that today users are skilled and aware of these types of attacks, 

many users are being cheated by this attack of phishing. As the phishing site assaults generally target online 

organizations, banks, Web clients, and government, so it is becoming a national security issue. It is important that 

these assaults are distinguished at a beginning period. In any case, it is hard to detect these assaults due to more 

up to date techniques being utilized by phishing assailants to carry out wrongdoing. So as to make phishing 

recognition effective it ought to distinguish with high precision and in less time. Conventional strategy for 

phishing recognition included fixed black and white listing databases. Yet, these techniques are not productive in 

light of the fact that a copy site can be grown quick. So many of the procedures can't choose an exact decision 

dynamically on whether the new site is phishy or legimate. Thus, number of new phishing sites might be named 

genuine site. In this circumstance, it is wanted to create rules to extricate explicit highlights from sites and 

afterward use them to anticipate the sort of website page. 

An artificial neuron network (ANN) is a processing model dependent on the structure and elements of 

organic neural systems. Data that owes through the system influences the structure of the ANN in light of the fact 
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that a neural system changes or learns, in a sense - in view of that input and output. ANN's are viewed as nonlinear 

statistical data modelling tools where the unpredictable relationships among data sources and outputs are 

demonstrated or their designs are found. 

 

 

II. PROBLEM STATEMENT 

 

To find out the phishing attack by using cloned e-banking websites. There is challenging task to 

automatically detect such phishy websites. We are going to analyze the e-banking websites dataset with 

performance evaluation by achieving high accuracy using ANN and soft computing.  

 

 

III.   OBJECTIVE 

 

The aim of proposed work is to develop an intelligent detection algorithm for e-banking phishing websites 

using Artificial Neural Network (ANN). To provide best possible security mechanism to provide confidence to 

the people make most of transaction online. 

1. Use of ANN for website detection.  

2. To detect maximum number of phishing websites. 

 

 

IV.   LITERATURE SURVEY 

 

Ozgur Koray Sahingoz et.al [1] introducing the detection of phishing attack is a challenging problem, 

because it is considered as a semantics-based attack, which focuses on users’ vulnerabilities, not networks’ 

vulnerabilities. Most of the anti-phishing tools mainly use the blacklist/white list methods; however, they fail to 

catch new phishing attacks and results a high false-positive rate. To overcome this problem, we aim to use ML 

based algorithms, Artificial Neural Networks (ANNs) and Deep Neural Networks (DNNs), for training and testing 

the request by studying the URL of web pages.  

 

Menal Dahiya et.al [2] proposed it is an augmentation of heuristics and take care of complex issues that 

too hard to even think about modeling scientifically. Delicate Computing is tolerant of impression; vulnerability 

and estimate which is vary from hand processing. Delicate Computing identifies methods like ANN, Evolutionary 

figuring, Fuzzy Logic and measurements; they are profitable and independently applied systems yet when utilized 

together take care of complex issues effectively. This paper features different delicate registering systems and 

rising fields of delicate processing where they effectively applied.  

 

Sankar K. Buddy [3] states pertinence of incorporating the benefits of various delicate figuring instruments 

for structuring proficient picture preparing and investigation frameworks is clarified. The achievability of such 

frameworks bone-dry various methods for coordination, so far made, are depicted. Degree for further innovative 

work is laid out. An extensivp book index is likewise given.  

 

Ani1 K. Jain et.al [4] displaying this article is for those perusers with for all intents and purposes no data 

on ANNs to help them with understanding various articles in this issue of Computer. We talk about the 

motivations driving the improvement of A " s, depict the basic natural neuron and the phony computational model, 
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chart organize plans and learning systems, and present presumably the most routinely used ANN models. We 

close with character affirmation, a productive ANN application.  

 

Deepak Gupta et.al. [5] presenting the expanding request of programming quality requires all the more 

dominant displaying strategies for programming quality estimation. There is have to build up a quality models 

dependent on displaying methods that must assess elevated level quality attributes with extraordinary exactness. 

This paper shows a contextual analysis of various programming quality estimation systems to construct 

programming quality model and furthermore look at the exhibition of these procedures. A couple of methods are 

Artificial Neural Network, Case-Base Rule, Regression Tree, Rule Based System, Multiple Linear Regression 

and Fuzzy System and so on.  

 

Slam Basnet, et.al [6] states phishing is a type of data fraud that happens when a pernicious Web website 

mimics a genuine one so as to gain touchy data, for example, passwords, account subtleties, or Visa numbers. In 

spite of the fact that there are a few antiphishing programming and procedures for distinguishing potential 

phishing endeavors in messages and recognizing phishing substance on sites, phishers think of new and half and 

half methods to bypass the accessible programming and systems.  

 

Ningxia Zhang et.al [7] presenting the objective of this venture is to apply multilayer feedforward neural 

systems to phishing email discovery and assess the viability of this methodology. We structure the list of 

capabilities, process the phishing dataset, and actualize the neural system (NN) frameworks. We at that point 

utilize cross approval to assess the exhibition of NNs with various quantities of shrouded units and initiation 

capacities. We additionally contrast the exhibition of NNs and other significant AI calculations. From the 

measurable investigation, we presume that NNs with a fitting number of concealed units can accomplish palatable 

precision in any event, when the preparation models are rare. 

 

 

V.  PROPOSED SYSTEM APPROACH 

 

An Artificial Neural Network is a mathematical model which is similar to human neural system. A neural network 

consists of interconnected group of artificial neurons used for processing. An ANN is an adaptive system mostly 

which changes its structure based on internal and external information. The ANN network learns when a data 

with known result is given to it. The weight is adjusted by the algorithm to bring the final output close to known 

output. 
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Fig.1  Block Diagram of Proposed System 

 

Each unit in neural network performs this calculation: The input vectors of the neuron(x1, x2 ,….., xn) and 

their respective weights (w1, w2, ….. wn) are multiplied and added. This sum is added to the minimum threshold 

value. 

d= (w1x1+w2x2 +……+ wnxn) + b 

We are proposing ANN based phishing sites detection system.  

 

Modules:  

• ANN Model creation utilizing e-banking dataset.  

• Performance assessment as exactness.  

• Phishing Website Detection.  

We present an engineering structure for the proposed model. We build up an e-banking phishing site 

discovery calculation utilizing ANN with perplexity lattice investigation. 

The input is taken from the user to distinguish between legitimate and illegitimate websites. Data is then 

preprocessed using the NLP (Natural Language Processing) techniques like Stop word removal (to increase 

performance), White space removal (for optimization of code), Tokenization (breaking up of set of text into 

individual words) and Stemming (reducing word to base form) methodologies are used to structure the data. Then 

the features are extracted using the Attribute Subset Selection method and labelling of classes is done. TF-IDF 

(Term Frequency Inverse Document Frequency) vectorization is applied in order to summarize the text. The 

already trained module is considered for comparison process and ANN (Artificial Neural Network) algorithm is 

applied on the data for classification. The ANN trains itself for predicting a website as abnormal or normal. For 

normal website it gives 1 and for abnormal website it gives 0 tags. The results are displayed using Tkinter (TK 

python binding interface to the GUI). 
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VI.  RESULT 

 
  Fig 2.  Confusion matrix for proposed system 

 

 
Fig. 3.  Confusion matrix for SVM model 
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Fig. 4. Confusion matrix for KNN model 

 

 

VII. CONCLUSION 

 

The Artificial Neural Network works well with pre-processed and normalized data. The correlation 

between the attributes defines the influence on the prediction of any system. Attributes with no correlation can be 

removed as they do not contribute to the activation of the neuron. The loss functions, activation functions, number 

of neurons and the number of hidden layers also affect the accuracy of the system. The proposed algorithm has 

also been compared with existing similar works and it has been found that the purposed model achieves 

considerably higher accuracy. The aim of this research work is to predict whether a given URL is phishing website 

or not. It turns out in the given experiment that Artificial Neural Network algorithm works best with accuracy of 

97% for the given dataset of phishing site with the error rate being reduced to 3%. 
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