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Abstract 

Data analysis plays a significant role in handling a large amount of data in the healthcare. The previous medical 

researches based on handling and assimilate a huge amount of hospital data instead of prediction. Due to an 

enormous amount of data growth in the biomedical and healthcare field the accurate analysis of medical data 

becomes propitious for earlier detection of disease and patient care. With the development of society and economy, 

people pay more attention to their own health. The demand of more personalized health service is gradually rising. 

However, due to the lack of experienced doctors and physicians, most healthcare organizations cannot meet the 

medical demand of public. Due to that public want the Medical Treatment online with accuracy.  Now a day’s, 

public has no time to get the doctor physically, and then search the online hospital near about the current location. 

With the widespread use of hospital information system, there is huge amount of generated data which can be used 

to improve healthcare service. Thus, more and more data mining applications are developed to provide people more 

customized healthcare service. In the proposed paper we use different algorithm to increase the security of sensitive 

information of hospital management includes doctors, patients and so on. 

 Keywords: Disease prediction, Security, Data Mining, Healthcare service, Hospital management. 

 

1. INTRODUCTION 

 

Mostly 50% of peoples suffer from one or more than one 

chronic disease and because of that, those spent more 

amounts on the treatment of disease. As the lifestyle is 

improved, then the frequency of disease is also increasing. In 

India, nearly 61% of death causes due to the non – 

communicable disease like heart disorder, cancer, and 

diabetes. The main reason behind the cause of diseases is 

environmental condition and living habits of people. To get 

earlier disease detection, reduced the risk of disease and 

diagnosis of the disease there is IOT based disease prediction 

used Knowledge discovery in databases is well-defined 

process consisting of several distinct steps. Data mining is 

the core step, which results in the discovery of hidden but 

useful knowledge from massive databases. Data mining 

technology provides a user-oriented approach to novel and 

hidden patterns in the data. The discovered knowledge can 

be used by the healthcare administrators to improve the 

quality of service. The discovered knowledge can also be 

used by the medical practitioners to reduce the number of 

adverse drug effect, to suggest less expensive therapeutically 

equivalent alternatives. Anticipating patient’s future 

behavior on the given history is one of the important 

applications of data mining techniques that can be used in 

health care management. A major challenge facing 

healthcare organizations (hospitals, medical centers) is the 

provision of quality services at affordable costs. Quality 

service implies diagnosing patients correctly and 

administering treatments that are effective. Poor clinical 

decisions can lead to disastrous consequences which are 

therefore unacceptable. Hospitals must also minimize the 

cost of clinical tests. They can achieve these results by 

employing appropriate computer-based information and/or 

decision support systems. Health care data is massive. It 

includes patient centric data, resource management data and 

transformed data. Health care organizations must have 

ability to analyze data. Treatment records of millions of 

patients can be stored and computerized and data mining 

techniques may help in answering several important and 

critical questions related to health care. In this context, 

electronic healthcare systems (EHRs) employee such rules 

and thus were categorized as security critical systems. These 

systems are differentiated in one important aspect to other 

systems, the balancing between confidentiality and 

availability. The tension between these goals is clear: while 

all the patient’s data should be available to be shared and 

monitored to deliver professional healthcare services; for 

security reasons, part of the data may be considered 
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confidential and must not be accessible. In EHRs, users may 

be a health data owner (i.e., patients) or a requester (i.e., 

doctors or pharmacists), servers, in turn could be local or 

cloud servers that store, process and analyze the gathered 

health data. Networks, on the other hand, act as the bridge 

connecting between patients and the medical staff to support 

the transmitting and sharing of data. So, it is necessary to 

ensure patients feel fully confident to use the system and 

have their own privacy control over it. To this end, in this 

paper, we conduct an in-depth survey study to analyze the 

healthcare system’s security and privacy threats. Then, we 

propose a novel security model that captures the scenario of 

data interoperability and supports the security fundamental 

of EHR along with the capability of providing fine-grained 

access control. 

The reminder of this paper is organized as follows. In rest of 

the section we will discuss about the motivation, the review 

of literature, problem statement, design proposed system, 

and finally, concludes the paper. 

1.2 Motivation 

The Motivation behind this is to handle a huge amount of 

different disease data and on that the risk prediction of 

disease will be examined. With the widespread use of 

hospital information system, there is a huge amount of 

generated data which can be used to improve health care 

services, thus developing data mining applications to provide 

people more customized health care service. 

 

1.3 Problem Statement 

A feedback mechanism could save manpower and improve 

performance of system automatically. The doctor could fix 

prediction result through an interface, which will collect 

doctors’ input as new training data. An extra training process 

will be triggered everyday using these data. Thus, our system 

could improve the performance of prediction model 

automatically. 

2. RELATED WORK 

Literature survey is the most important step in any kind of 

research. Before start developing we need to study the 

previous papers of our domain which we are working and on 

the basis of study we can predict or generate the drawback 

and start working with the reference of previous papers. In 

this section, we briefly review the related work on A Novel 

approach for Disease Prediction Scheme for Healthcare 

Management 

 

In this paper, the author has presented an intelligent and 

effective heart attack prediction methods using data mining. 

Firstly, it provided an efficient approach for the extraction of 

significant patterns from the heart disease data warehouses 

for the efficient prediction of heart attack Based on the 

calculated significant weight age, the frequent patterns 

having value greater than a predefined threshold were 

chosen for the valuable prediction of heart attack. In this 

paper the drawbacks are for predicting heart attack 

significantly 15 attributes are listed. Besides the 15 listed in 

medical literature we can also incorporate other data mining 

techniques, e.g., Time Series, Clustering and Association 

Rules. [1] 

 

In this paper, author presented a middleware solution 

approach to support data and network security over e-

Healthcare system sing medical sensor networks. It has been 

shown that a masquerade attack can be launched to the 

system and patients ‘data are in danger. We proposed this 

middleware to counter this kind of attack where a user and 

all devices into the healthcare network are mutual 

authenticated. Finally a performance analysis has been done 

with regard to masquerade attack and the result reveals the 

efficient of the proposed solution. [2] 

In this paper, author design an inference attack-resistant e-

healthcare cloud system with fine-grained access control. 

We first propose a two-layer encryption scheme. To ensure 

an efficient and fine-grained access control over the EHR 

data, we design the first-layer encryption, where we devise a 

specialized access policy for each data attribute in the EHR, 

and encrypt them individually with high efficiency. To 

preserve the access pattern of data attributes in the EHR, we 

further construct a blind data retrieving protocol. We also 

demonstrate that our scheme can be easily extended to 

support search functionality. Finally, we conduct extensive 

security analyses and performance evaluations, which 

confirm the efficacy and efficiency of our schemes. [3] 

 

In this paper the author proposes a semantic-based secure 

discovery framework for mobile healthcare enterprise 

networks that exploits semantic metadata (profiles and 

policies) to allow flexible and secure service search/retrieval. 

As a key feature, this approach integrates access control 

functionalities within the discovery framework to provide 

users with filtered views on available services based on 

service access requirements and user security credentials. 

Identification of solutions to these challenges is critical if 

clinical decision support is to achieve its potential and 

improve the quality, safety and efficiency of healthcare. [4] 

 

In this paper the author proposed a method that, given a 

query submitted to a search engine, suggests a list of related 

queries. The related queries are based in previously issued 

queries, and can be issued by the user to the search engine to 

tune or redirect the search process. The method proposed is 

based on a query clustering process in which groups of 

semantically similar queries are identified. The clustering 

process uses the content of historical preferences of user’s 

registered in the query log of the search engine. The method 

not only discovers the related queries, but also ranks them 
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according to a relevance criterion. Finally, we show with 

experiments over the query log of a search engine the 

effectiveness of the method. [5] 

The various heart disease prediction techniques are discussed 

and analyzed in this paper. The data mining techniques used 

to predict heart diseases  are discussed here. Heart disease is 

a mortal disease by its nature. This disease makes several 

problems such as heart attack and death. In the medical 

domain, the significance of data mining is perceived. From 

the comparative study we can conclude that Support Vector 

Machine (SVM) technique is an efficient method for 

predicting heart disease. [6] 

 

In this paper, the author proposed Lightweight Sharable and 

Traceable, a lightweight secure data sharing solution with 

traceability for mHealth systems. Lightweight Sharable and 

Traceable seamlessly integrates a number of key security 

functionalities, such as fine-grained access control of 

encrypted data, keyword search over encrypted data, traitor 

tracing, and user revocation into a coherent system design. 

Considering that mobile devices in mHealth are resource 

constrained, operations in data owners’ and data users’ 

devices in Lightweight Sharable and Traceable are kept at 

lightweight and provide security. Further, extensive 

experiments on its performance (on both PC and mobile 

device) demonstrated that Lightweight Sharable and 

Traceable is very promising for practical applications. [7] 

In this paper, the author proposes a Highly Available, 

Scalable and Secure distributed data storage system for high 

performance and secure data management. Distributed and 

parallel data storage or file systems such as Object-based 

Storage Devices and flexible key distribution schemes Data 

at rest (static) and in transit (dynamic) are protected with 

different encryption strategies for privacy and integrity. 

Secret sharing and replication support both security and 

availability. Encryption and key management are not 

necessary in data at rest protection. The future work includes 

a detailed simulation and further performance analysis. [8] 

 

In this the author proposed a security scheme for users. This 

scheme provides storing and sharing their intricate data in 

the Cloud environment. This scheme provides vital 

encryption and decryption technique for achieving security 

on cloud application. The revocation procedure is an explicit 

performance destroyer within the access control method in 

cryptography. In this scheme, the unique data is firstly 

separated into numerous parts. Then these parts are sent to 

the cloud server. Whenever a user revocation happens, the 

data owner desires merely to retrieve one part and re-encrypt 

it. This scheme is based on cryptographic storage 

application. Furthermore techniques are implemented to 

improve the security of the data. [9] 

 

In this paper, the author have proposed a protected multiple 

owner data sharing system. This system is used for dynamic 

groups in the cloud environment. Any Cloud user can 

unidentified person distribute data with other users in order 

to improve the signature of group and dynamic broadcast 

encryption techniques. For this, the storage transparency and 

encryption calculation cost are self governing with respect to 

the number of users that are revoked. Furthermore, the 

protection and investigation system with exact proofs is 

analyzed. [10] 

 

In this paper, author proposed a new Convolutional neural 

network based multimodal disease risk prediction algorithm 

by using structured and unstructured data of hospital. 

Authors invented disease prediction system for the various 

regions. Also, predict that whether a patient experiences 

from the high risk of cerebral infarction or low risk of 

cerebral infarction. The accuracy of disease prediction 

reaches up to the 94.8% with faster speed than 

Convolutional neural network based unimodal disease risk 

prediction algorithm. [11] 

 

In this paper, authors designed the Alzheimer disease risk 

prediction system with the help of EHR data of the patient. 

Here they used active learning context to solve a real 

problem suffered by the patient. The experts identify the 

similar health conditions between the two patients and on the 

basis of that patient risk correctly evaluated. [12] 

 

In this paper, the author designed cloud-based health –Cps 

system in which manages the huge amount of biomedical 

data. This system performed various operations on cloud-

like data analysis, monitoring and prediction of data. With 

the help of this system, a person gets more information about 

how to handle and manage the huge amount of biomedical 

data in the cloud. Also, the many services related to 

healthcare know by this system. [13] 

 

In paper, the author proposed wearable 2.0 system in which 

design smart washable clothing that improves the QoE and 

QoS of the next-generation healthcare system. With the help 

of this cloth, it captured the physiological condition of the 

patient. And for the analysis purpose, this data is used. [14] 

 

Proposed telehealth system in that author discusses how to 

handle a large amount of hospital data in the cloud. For this 

author invented new optimal big data sharing algorithm. By 

this   algorithm, users get the optimal solution of handling 

biomedical data. [15]  

 

In paper , proposed a best clinical decision-making system 

which predicts the disease on the basis of historical data of 

patients. In this predicted multiple diseases and unseen 

pattern of patient condition. And 2D/3D graph and pie charts 

designed for visualization purpose. [16] 

 

The heart disease prediction involve consist heart or blood 

vessels. The Diagnosis and prediction of heart diseases are 

most important so that can reduce the risk of disease. In 

healthcare research, extreme works have been done on the 

prediction of heart diseases. [17] 

 

Mostly two algorithms used like CNN and Genetic algorithm 

for the prediction of heart disease. And also here major 

factors are considering age, family history, diabetes, 
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hypertension, cholesterol, smoking, alcohol intake, obesity 

or physical inactivity etc [18]. 

 

In paper, for the heart disease prediction system design, 

authors were using machine learning algorithms like Naive 

Bayes, Neural network and Decision tree algorithms. [19] 

 

In this paper, the authors have conducted a research using 

Naïve Bayes Algorithm to predict the heart diseases where 

user provides the data which is compared with trained set of 

values. So from this research, patients were able to provide 

their basic information which is compared with the data and 

the heart disease is predicted. [20] 

In this paper, the author proposes an efficient decision tree 

algorithm technique for heart disease prediction. To achieve 

correct and cost effective treatment computer-based systems 

can be developed to make good decision. . Data mining is a 

powerful new technology for the extraction of hidden 

predictive and actionable information from large databases, 

the main objective of this project is to develop a prototype 

which can determine and extract unknown knowledge 

(patterns and relations) related with heart disease from a past 

heart disease database record. [21] 

In this paper, the authors used medical data mining 

techniques like association rule mining, classification, 

clustering I to analyze the different kinds of heart based 

problems. Decision tree is made to illustrate every possible 

outcome of a decision. Different rules are made to get the 

best outcome. In this research age, sex, smoking, 

overweight, alcohol intake, blood sugar, hear rate, blood 

pressure are the parameters used for making the decisions. 

[22] 

In this paper, the author have proposed for predicting the 

heart disease using association rule mining technique, they 

have generated a large number of rules when association 

rules are applied to dataset .Frequent Item set Mining is used 

to find all frequent item sets. Association rule mining 

methods like Apriority and FP growth are used frequently. 

[23] 

In this paper, the author has developed the computer aided 

heart disease prediction system that helps the physician as a 

tool for heart disease diagnosis. From the analysis it is 

concluded that neural network with offline training is good 

for disease prediction in early stage and good performance 

can be obtained by pre-processed and normalized dataset. 

[24] 

In this paper, the author has projected the study of different 

data mining techniques that can be employed in automated 

heart disease prediction systems. The analysis shows that 

neural network with 15 attributes has shown the highest 

accuracy. On the other hand, Decision tree has also 

performed well with 99.62% accuracy by using 15 attributes. 

[25] 

 

3. PROPOSED METHOD 

The proposed system we build which leverages data mining 

methods to reveal the relationship between the regular 

physical examination records and the potential health risk 

given by the user or public. This system uses the Machine 

learning and Data Mining algorithms like Naïve Bayes, 

Support Vector Machine are used for the disease prediction 

and for the storage of the data the system used MYSQL 

database. The system provides a user-friendly interface for 

various users and doctors.   In this paper, an efficient and 

privacy-preserving disease risk prediction scheme for e-

healthcare is proposed. In the existing paper there is a 

drawback of security related to patient’s information. So in 

the proposed work we are going to use encryption technique 

to provide security to the sensitive information of the 

patients. Compared with the existing work we are going to 

use Naïve Bayes algorithm to search the data, and used 

encryption algorithm to provide security and SVM algorithm 

for predict the diseases. 
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4. EXPECTED RESULT 

In this paper we are expected to predict the disease of the 

user as the symptoms given by the patients. We will be 

getting the records of each and every user’s so that it can 

help us to predict the information of the user in the future. 

The data will be recorded of each and every individual for 

performing operations. 

 

5. CONCLUSION 

In this paper, we proposed a privacy-preserving disease 

predicting system which can help physicians make a proper 

diagnosis of disease and provide health services for patients 

anytime anywhere in a privacy-preserving way. This project 

implements a disease risk prediction system which leverages 

data mining methods to reveal the relationship between the 

regular physical examination records and the potential health 

risk given by the user or public. Different machine learning 

algorithms are applied to predict physical status of examinee 

that will be in danger of physical deterioration next year. In 

our approach user or patient search the hospital and the 

results given are according to the nearest location of current 

location of user/patient. User / Patient give symptoms and 

the system predicts the disease and provides the medicines. 

The benefits of privacy-preserving diagnosis are to maintain 

the balance between security and efficiency which should be 

considered firstly. Therefore, how to optimize the model 

training using set for efficiency improvement and finding an 

effective way of introducing some other advanced machine 

learning methods to build the privacy-preserving disease 

prediction system are worthy of investigation. 
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