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Abstract - Mobile Ad hoc network is a wireless network in which all nodes set the routes among themselves to form a better 

network for communication. In this paper, the performance of MANET is analysed using AODV protocol and that performance 

compared with the blackhole approach in terms of PDR(Packet Delivery Ratio) and PDR is more in AODV than blackhole 

attack. So the security and communication is better in AODV which also provides the less energy consumption. NS-2 simulator 

is used for simulation and to plot the graphs. 
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1. Introduction 

 

MANET is the network which is formed without wires. It is also called a self organized or infra-structure less network[3]. 

This network consists of  only the nodes and there is no central node in the network which guides other nodes for 

communication. These nodes acts as routers and communicate with each other. The main purpose of this network is to 

deliver the correct messages between the nodes within the time[4]. A routing protocol is also required to establish a route 

between the nodes. A black hole is a malicious node which creates the problem for the transferring data packets[9]. A black 

hole attack is referred to the malicious node which dropped all packets in itself just like a hole without informing the sender 

about the failed delivery. In this paper, routing protocol AODV is used to compare the performance in the form of PDR of 

the protocol with black hole attack. The paper is summarized as: section 2, explains the AODV[1]. Section 3, describe black 

hole. Section 4, describes the evaluation and simulation of result and section 5 concludes the paper.  

 

2. Ad hoc On Demand Distance Vector (AODV) 

 

AODV is used to establish and maintain an ad hoc network between mobile nodes with multi-hop routes. . AODV is reactive 

that means a route is only requested according to the requirement but not maintained[1] while DV (Distance Vector) is 

proactive. AODV works on RREQ (Route Request) and RREP (Route Reply) messages[2]. RREQ message is broadcasted 

when a node wants to find a route to another node. RREQ generates through the network until it reaches the destination and 

then the route is made available by uni-casting a RREP back to the source. As a RREQ message is received by a node, then 

the route reply  is uni-casted back by using the same path which is used by route request. 

 

2.1   Functions Performed by AODV: 

 

a)   Route Management Table - The informations which are kept by this table for each route is IP address of the destination 

node, Sequence number of the destination node, Number of hops to destination, The next hop that is the neighbour node 
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which forward the packets to destination, Route lifetime means the valid time of the route, The active neighbour nodes which 

use the route entry, Request buffer makes sure that a request should be processed only once. 

 

b) Route Discovery - A RREQ is broadcasted when the node requires a route to the destination but no route is available, then 

there is two possibilities either the RREP is received within the limited time or it is considered that no route is exist. The 

node again sends RREQ and a temporary reverse route is created by the node. In routing table, the source IP address with the 

next hop equal to IP address field of neighbouring node that broadcast RREQ [5].  

When RREQ reaches to a node that may be the destination node or another node with a valid route to destination, a RREP is 

generated and send back to requesting node. When this RREP is forwarded, a route is created to destination and then RREP 

reaches to source node, where a route from the source to destination is already exist. 

c)  Route Maintenance - When a route is no longer from a node to the neighbour node, then the routing entry will be removed 

and link failure message is sent. AODV has a active neighbour list which keeps the record of neighbouring nodes with their 

particular routes. The nodes which receives the link failure message will repeat this procedure. The affected sources also 

receive this message that may either stop data sending or requesting for new route by sending a new RREQ.  

 

 

3. Black Hole  

 

Black hole is that place in network where the transferred data is dropped without informing the se. Black holes are the 

invisible places which are only noticed by tracking the lost traffic[5]. It has a null (black hole) route that goes nowhere , its 

only work is to drop the matching packets(known as filtering process) at routing level using routing protocol to implement 

this filter process on all routes at a time. Null routes have the no impact on the performance of routing protocol. 

3.1  Attack of Black Hole 

 

The attack on the incoming or outgoing  traffic made by that particular node which exist at the place of black hole in the 

network is known as  black hole attack[6]. That node creates the problem for route discovery  packets as per requirement of 

on demand protocols but in AODV protocol, intermediate nodes have the responsibility to find the new path to the 

destination for sending the discovery packets to the neighbour node but the malicious node do not use the process of fresh 

path, it sends the false information of no route is available to the sender although there is a fresh route available for the 

destination.   
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Figure 1. Black Hole Attack 
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4. Evaluation and Simulation of Result 

 

Comparison of basic AODV protocol with AODV under blackhole is evaluated and simulated by NS-2 and the 

performance is shown by graph.  

 

Simulation Parameters Table : 

 

Topology 

Number of Nodes 

Antenna Type 

Simulation time(s) 

Initial Energy(Joule) 

MAC Type 

Simulated Routing Protocol 

Performed Evaluation Metrics 

 

500 m × 500m 

8,16,24,32 

Omni Antenna 

100 s  

100 joule 

Mac/802_11   

AODV 

Packet Delivery Ratio 

4.1  Packet Delivery Ratio 

 

The ratio between the number of packets originated by the source and the number of packets received at the 

destination[8]. As  shown in figure 2, more packets are delivered in basic AODV as compared to black hole attack. So 

the performance is better in AODV than black hole attack. 

 

 

Figure 2. Network nodes Vs. Packet Delivery Ratio 

 

5. Conclusion 

 

In this paper, a reliable analysis of performance  in MANET between basic AODV and with black hole is evaluated and it 

is cleared that the performance is better as packet delivery ratio  in basic AODV  as compared to the black hole attack. So 

the communication is more reliable in MANET with AODV protocol.  
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