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Abstract : The increasing dependency of almost every organization in web applications has introduced a whole new set of
vulnerabilities and attack vectors. Due to the ever-evolving nature of the information security space, new vulnerabilities, attack
methods, and mitigation strategies are being introduced each day. XML External Entity Attack is such an attack. Being recently
featured in the updated Open Web-Application Security Project (OWASP) Top 10 2017 list, this attack is prevalent in modern-day
web applications and XML parsers. Recent statistics have shown a steep increase in XXE injections. But in spite of the fact,
limited literature is available regarding this vulnerability. As XXE usually has a high-security impact on web applications, it is
important to implement protective measures against XXE attacks. In this paper, we focus on XXE attack mitigation in various
XML parsers. Firstly, we give a brief introduction to various XXE injection attacks and XML parsers. Then we test popular XML
parsers for XXE injections. In addition to this, we suggest preventive measures for XML parsers in popular programming
languages.
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l. INTRODUCTION

Web applications have an important role in everybody's life in today's world. Due to the unexpected circumstances, the pandemic
has put forth, the demand for web applications is at an all-time high. Work from home culture has made internet and web
technologies an important part of millions of users. But this surge in the usage of Web applications and their high-security
implications makes them an attractive target for attackers. As remote working becomes a norm, remote workers will be a prime
target for attackers. Acunetix Web Application Vulnerability Report 2021 [1] shows that almost 99% of web applications (from a
sample of 3500 randomly selected targets) contain at least one vulnerability. 26% of the websites have high severity
vulnerabilities, and 63% of the websites have Medium Severity Vulnerabilities.

The Open Web Application Security Project (OWASP) compiles and releases the top 10 web application security vulnerabilities [2]
every three to four years as per the requirement. According to the latest OWASP top 10 list ranking, Injection Vulnerabilities (such
as SQL injection, LDAP Injection, XPATH injection, NoSQL Injection, etc) are the most dangerous attacks with high impact.

In 2017, Open Web Application Security Project (OWASP) released an updated list of the top 10 most critical web application
vulnerabilities. In this list, a new category of vulnerability known as XML External Entities (XXE) has been added [2]. Due to
nature and impact, this vulnerability has been ranked relatively higher at number four. This vulnerability affects web-based
infrastructure as well as applications that are XML-based and is known for more than a decade but still exists on poorly configured
modern web applications.

Recent studies and statistics have shown a rapid increase in security vulnerabilities in XML-based technologies in the past few
years. Different CVEs were assigned to various vulnerabilities including CVE-2019-11253 and CVE-2018-1905. The
vulnerabilities that lead to attacks on XML-based web applications are significantly higher, however, limited resources and
literature are available to study and mitigate these attacks.

I1. GOALS AND CONTRIBUTIONS

The goal of this research paper is to test popular XML parsers for XML external entity attacks. This will help web developers, as
well as web-security researchers, secure web applications and systems. This paper is divided into the following four sections as
follows:

Section 2 discusses background and related work.

Section 3 discusses about XML based attacks.

Section 4 discusses of the experiment methodology.

Section 5 discusses the results and suggest preventive measures and secure coding practices to mitigate the vulnerability in popular
XML parsers and web applications.

2. BACKGROUND AND RELATED WORK

Since the Early stages of XML, several vulnerabilities have been discovered in web applications. These attacks range from
Denial-of-Service attacks (DOS) to disclosure of confidential data via XXE attacks. There are a number of web-security researchers
continuously looking for vulnerabilities in web applications [3] [4] [5]. Even after the effort, incomplete testing due to lack of time
and resources is a major reason why this vulnerability is still a common attack vector.

While the issues are known for a long time, XML-based vulnerabilities still exist in poorly configured applications. Sadeeq et al.
[6] described various vulnerabilities that exist in modern XML based applications including XML Bombs (BIL), XXE (XML
external entities). Following a systematic and detailed study of different XML parsers in open-source applications, they were able
to conclude a large number of applications were vulnerable to XML-based vulnerabilities.

Gupta et al. [7] in their paper survey and classification of XML-based attacks shed light on numerous attacks on XML-based
vulnerabilities and attacks. They studied various attacks such as Xpath injection, Ping of Death Attack, Hash Collision, etc., and
classified each attack vector based on a number of parameters.
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Attacks on web applications including Denial of Service and Injection attacks were described by Tiwari and Singh [8] as well as
their mitigation. DOS attacks were studied by various researchers [9] [10]. Along with the manual study, automated vulnerability
detection in web applications has been discussed by Milad Hanna et al. [11] and Zhe Sun et al.[12] using automation tools and
proposes different testing techniques.

In summary, existing work has discussed a wide variety of vulnerabilities and attacks on XML-based applications, their impact, and
their detection. However, limited work has been carried out to suggest the safe implementation of XML parsers used in everyday
applications.

3.1 XML Based Attacks

Numerous vulnerabilities arise due to the complex processing and multiple processing states of an XML
document. Recent reports published by the National Vulnerability Database show a steep increase in XML-based
vulnerabilities since 2016 [13]. XML-based vulnerabilities may lead to Remote Code Execution, Denial of Service, Sensitive
data exposure, and various other vulnerabilities. Table 1 shows the effect of different attacks on the Confidentiality,
Integrity, and Availability (CIA) triad.

Attack Confidentiality | Integrity Availability
Billion Laughs

Attack No No Yes
Quadratic Blowup | No No Yes
Server Side Yes No No
Request Forgery

SQL injection via

XXE Yes Yes Yes
XXE Yes No Yes
Remotg Code Yes Yes Yes
Execution

Table 1: Impact of various vulnerabilities on the CIA Triad

3.2 XML External Entity Injection (XXE)

XML external entities allow data to be dynamically loaded from a resource, either local or remote, at the time of parsing.
This functionality can be exploited by attackers to include malicious data from external resources or sensitive data residing on the
local system. Successful exploitation of XXE may result in Local File Inclusion, Sensitive data disclosure, Denial of Service, and
unauthorized access to system resources.
Furthermore, other attacks such as Billion Laugh Attack (BIL), Quadratic Blowup, Server Side Request Forgery (SSRF), local file
inclusion (LFI), port scanning of the internal network, and sometimes even Remote Code Execution (RCE) is possible.[7]

3.3 SSRF due to XXE

Server-Side Request Forgery (SSRF) attack is a server-side vulnerability that gives an attacker the ability to make HTTP
requests on behalf of the webserver. In a typical SSRF attack, the attacker issues request to internal network endpoints of the
organization which is not accessible from an external network, i.e. the Internet. SSRF attack has a high impact as it compromises
both, confidentiality and integrity of the organization’s network and may disclose sensitive files, port scan the internal network, etc.

3.4 Billion Laughs Attack (BIL)

BIL (Billion laugh attack) is an XML-based attack that affects the availability of a system and may be used to launch a
Denial-of-Service attack [6]. In a BIL attack, an entity is referenced recursively which results in the consumption of a large
amount of system memory which hampers the overall performance of the system. A successful BIL attack may result in the
unavailability of the service. Figure 1 shows BIL attack payload.

<?XML version="1.0"2>

<IDOCTYPE lolz

<IELEMENT lolz (#PCDATA)>

<|IENTITY loi "lol">

<IENTITY lofl “&lol,&lok &lol,&lol &lol,&lol. &lol&lol, &kl &lol,">

<IENTITY Ioi2 “&lol1;&loll :&loll,&lol) &lol) &loll &oll &lol1 &0l &l011,">
<IENTITY Ioi3 "&1012; 8102 &1012;&1012 &1012,&1012: 43012 81012, &3042 & 012>
<IENTITY [0i4 “&l0|3,&i0i3:&1013,&1013.&1013,81013:83013, &013, &4c43 &1013,">
<IENTITY lol5 "&lol4  &iold . &lol4;&lol4 &lold &lold &iol4, &lold &0k &lol4, ">
<IENTITY lol6 "&Ilol5; 8015, &1015,&1015:&1015,&1015, 83015, 81015, &85, &1015;">
<IENTITY loi7 "&1016;81006;&1016, &10i6:£1016,&1016, 21016, &1016; £5086,&1016,">
<IENTITY ol “&lol7,&00i7 &lol 7 &lol7 &0l 7 &lol 7, &3017, &lol 7, &40l T;&l0I 7,"
<IENTITY [0l9 “&lol8;&loi8; &1018; &lol8:&l0IB; &1018.£&1018,&1018, &0l8 & l0lB; "> >

<lolz>&lol9:<foiz>

v

Fig 1. BIL attack payloads

3.5 Quadratic Blowup
Similar to the BIL attack, the Quadratic Blowup attack also exploits entity expansion. Instead of implementing a number
of nested entities, this attack uses one large entity containing thousands of characters. When an application filters recursive entity
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expansion to mitigate BIL attack, quadratic blowup can still be exploited by attackers to launch DoS attacks. Figure 2 shows a a
Quadratic Blowup payload. The entity “blowup” contains the character “a” couple of hundred times. It is then referenced
repetitively resulting in a large amount of memory consumption.

<?XML version="1.0"?>
<IENTITY blowup "aaaaaaaaaaaaaaaa...">J>

<data>&blowup;&blowup;&blowup;&blowup;...</data>

Fig 2. Quadratic Blowup Attack Payload

XML-based vulnerabilities offer a large attack vector for various attacks to be executed. For example, recent vulnerability
(CVE-2019-5893) allowed SQL Injection via the dataxml query parameter. This vulnerability was patched by
implementing a white-list approach that disallowed special characters in the user input search field [7]. Similarly, CVE-
2019-11253 allowed the attacker to initiate a BIL attack which resulted in a DoS attack. Mitigation strategies have been
discussed with an emphasis on validating user input, implementing whitelists and parameterized queries [7]. While
implementing whitelists and blacklists is an easy solution to implement, they can be bypassed by highly trained malicious
actors. Furthermore, blacklists may adversely affect system performance as they restrict usage of certain keywords that
may be required by the application internally for proper functioning.

Hence, the very first step for mitigating XML-based attacks is to properly configure XML parsers and disabling XML
external entities and DTD processing. This approach is effective to avoid a large number of XML-based vulnerabilities.

l. EXPERIMENTAL STUDY

To conduct the study, we evaluated popular XML parsers and libraries based on the results acquired from Github. Github
is the most popular code hosting platform available. According to Github, Python and JAVA are ranked at number 2 and 3
respectively. This made parsers in these languages a prime choice. Also, we tried to select XML parsers that are included in
modern programming languages. In total, we selected a total of 21 parsers to test including but not limited to Python minidom,
PHP SimpleXML, JAVA DOM parser, etc.
To study different attack scenarios, each parser was supplied with specially crafted malicious payloads to mimic an attack. It was
made sure to keep the default parser properties intact as this is a common coding tendency among developers to keep things at
default settings. The result was then manually analyzed. It was observed that vulnerable parsers expand external entities in the
XML file and return the contents of the files specified in the XML document. Figure 3 illustrates successful XXE injection and
the contents of “/etc/passwd” file are displayed.
Similarly, BIL and Quadratic Blowup attacks were tested one by one. Malicious XML payloads were supplied to the vulnerable
parser and the behavior was observed. This was an iterative process as a number of recursions were needed to properly test the
BIL attack. To test the SSRF vulnerability, a text file was created and kept on the internal network which was not accessible by
the user. The text file was then requested using an XXE payload which resulted in a successful SSRF attack. After all the parsers
and results were analysed, proper and safe implementation of parsers was done as suggested by the Open Web Application
Security Project (OWASP) to study the effectiveness of the mitigation strategies.

Fig 3. Successful XXE Injection to read contents 'of'/etc/passwd file.
Il. RESULTS AND DISCUSSION

4.1 Test Results of Different XML Parsers

Since different programming languages implement different XML parsers, there isn’t a universal solution for
every programming language present. Therefore, different techniques are to be considered while implementing a
language-specific XML parser. Table 2 shows the result of the tested XML parsers.
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Parser Billion
Laughs Quadratic Blow | XXE Server Side Request
Attack (Bill) up Injection Forgery(SSRF) via XXE

Python: xml.sax Vulnerable Vulnerable Vulnerable | Vulnerable

Python: etree Vulnerable Vulnerable Not Not Vulnerable

Vulnerable
Python: minidom Vulnerable Vulnerable Not Not Vulnerable
Vulnerable

Python: pulldom Vulnerable Vulnerable Vulnerable | Vulnerable

Python: Ixml Not Vulnerable Vulnerable | Not Vulnerable
Vulnerable

Python: defusedxml.Ixml | Not Not Vulnerable Not Not Vulnerable
Vulnerable Vulnerable

Python: Not Not

defusedxml.etree Vulnerable Not Vulnerable Vulnerable Not Vulnerable

Python: defusedxml.sax | Not Not Vulnerable Not Not Vulnerable
Vulnerable Vulnerable

Python: Not Not

defusedxml.pulldom Vulnerable Not Vulnerable Vulnerable Not Vulneggble

Python: Not Not

defusedxml.minidom Vulnerable Not Vulnerable Vulnerable Not Vulnerable

PHP: SimpleXML Not Not
Vulnerable Vulnerable Vulnerable Vulnerable

PHP: DOMDocument Not Vulnerable sot Not Vulnerable
Vulnerable Vulnerable

LR Not Not Vulnerable Not Not Vulnerable
Vulnerable Vulnerable

SRR L Not Not Vulnerable NoE Not Vulnerable
Vulnerable Vulnerable

NET-LINQ to XML Not Not Vulnerable ot Not Vulnerable
Vulnerable Vulnerable

NET: XmiDocument Not Not Vulnerable | Vulnerable | Vulnerable
Vulnerable

NET: XML TextReader | Not Not Vulnerable | Vulnerable | Not Vulnerable
Vulnerable

Ff:r‘;é':‘: Oracle  Dom Vulnerable Vulnerable Vulnerable | Vulnerable

JAVA:

DocumentBuilderL ibrary Vulnerable Vulnerable Vulnerable | Vulnerable

JAVA: Vulnerable Vulnerable Vulnerable | Vulnerable

TransformerFactory

JAVA: Validator Vulnerable Vulnerable Vulnerable | Vulnerable

Table 2. Test result of different parsers.

4.2.1 Python

As observed in Python's Ixml module, while parsing XML documents, Ixml module resolves external entities by default.
This makes an application vulnerable to XXE, Quadratic Blowup, and SSRF attacks. But since recursive entities are not expanded
by default, this parser is safe against BIL attack. Disabling entity resolution mitigates all attack vectors in the Ixml module. To
prevent SSRF, while processing an XML document, access to the network and file system should be disabled.
Sax parser processes XML Entities by default which renders them vulnerable to XXE attacks. The proposed countermeasure is to
remove Entity processing. Generally, using of sax parser in Python is not recommended for security reasons.
Furthermore, Python provides two modules defusedxml and defusedexpat to mitigate XML -based vulnerabilities. An instance of
defusedxml should be implemented if applicable. These packages sanitize user input before the parser processes the document.
To use the package, import the defusedxml / defusedexpat package and use the required methods from the package instead of the
original module. If another parser is required, disabling external entities, DTD processing, and network access is recommended to
mitigate XXE vulnerabilities. Other countermeasures are not available for the listed Python XML parsers.

4.2.2 PHP

Based on the tests, XMLReader was not found to be vulnerable to any XML attack vector whereas SimpleXML and
DOMDocument are both vulnerable to DoS attacks. As suggested in the PHP documentation, XXE in DOMDocument can be
mitigated by using the “libxml set external entity loader()” function. This function changes the default external entity loader
and stops the expansion of arbitrary external entities. But this countermeasure has adverse effects too as XMLReader and
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DOMDocument both support Xinclude and using libxml_set_external_entity loader() to disable external entities is not suitable
for XMLReader and DOMDocument. This prevents the input to be parsed and has an adverse effect on the functioning of the
parser.

Furthermore, enabling DTD processing renders all PHP parsers are vulnerable to XXE attacks.

4.2.3 .NET

Various XML libraries are provided by the .NET framework, XmlIReader being the most popular, is not vulnerable to
XXE since the DTD processing is turned off by default. Similarly, LINQ to XML is not vulnerable to any XXE attack vector.
XmlIDocument prior to 4.5 was found to be unsafe and vulnerable to SSRF due to XXE. The proposed solution is to turn off
external DTD processing if using XmIDocument is necessary. XMLTextReader is vulnerable to XXE as parsing XML entities is
turned on by default. Turn off entity processing to secure the application.

4.2.4 JAVA

All tested JAVA parsers are vulnerable to XML-based attacks as External Entity processing is enabled by default. Oracle
DOM Parser expands external entities by default which renders it vulnerable to recursive entity resolution attacks and leads to
DoS. The proposed solution is to disable entity expansion explicitly. If recursion is required then defining recursion depth is
advised.
DocumentBuilder Library, TransformerFactory, and Validator are vulnerable to XXE as they allow DTD processing by default.
To prevent XXE, both internal, as well as external DTD processing, should be turned off. If disabling of DTDs is not possible,
disallow external entities along with parameter entities.

I11. CONCLUSION AND FUTURE WORK

XML-based vulnerabilities are still prevalent in popular XML parsers. The inclusion of XXE in OWASP Top 10 clearly
signifies the impact of the vulnerability. Multiple parsers implemented in different programming languages are prone to attacks.
In this paper, we studied different XML-based attacks, their impact, and their prevention in web applications. In general,
developers should disable network access to sensitive data and systems. Also, implementing XML parsers as per the guidelines in
the OWASP XXE mitigation cheat-sheet is advised. In addition to this, processing of external entities should be done only when
necessary, else discussed methods for language-specific parser should be implemented. Being a pervasive technology, further
research is needed to correctly estimate the risk and to provide mitigation strategies for other parsers that were not tested in this
paper.
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