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INTRODUCTION 

 

Internet has a lot of advantages for the consumer as well as for the businesses, as it has made life easy, 

effective and efficient. It is more feasible way to enter into transactions and saves a lot of energy. The 

electronic commerce (E-commerce) has grown with the increase in use of electronic means for trade and 

business. E-Commerce provides consumers with a variety of options to choose from as compared to 

visiting local markets. It has enhanced the business process with timely and effective communication. 

However, it has many drawbacks which pose as a threat to the e-consumers. 

 

E-consumers have similar needs and requirements like the traditional consumers.1 The Consumer 

Protection Act, 20192 has been enacted which replaced the erstwhile Consumer Protect Act, 19863. The 

concept of product liability and consumer laws in electronic commerce are main features of Consumer 

Protection Act, 2019 which was not previously part of the Consumer Protection Act, 1986. With the 

enactment of the new Act, the Government of India has tried to lessen the gap between the traditional 

consumers and e-consumers while few areas still remain untouched. 

E-COMMERCE 

 

E-commerce is defined as, “the use of electronic medium to engage in exchange, including buying and 

selling of products and services requiring transportation, either physically or digitally, from location to 

location.”4 In simple words, E-commerce means buying and selling of products and services via 

electronic means i.e. business or trade through the Internet.  

                                                      
1 Prof. (Dr.) Ashok R. Patil and Dr. Pratima Narayan, E-Consumer Protection In India: Trends and Challenges, año 1, no. 2 

ReDIP 128, 135 (2017), http://sedici.unlp.edu.ar/handle/10915/67476. 
2 Consumer Protection Act, 2019, No. 35, Acts of Parliament, 2019 (India), www.bareactslive.com. 
3 Consumer Protection Act, 1986, No. 68, Acts of Parliament, 1986, (India), bareactslive.com. 
4 Marilyn Greenstein & Todd M. Feinman, Electronic Commerce: Security Risk Management and Control (Tata McGraw-Hill, 

2000) . 
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The Government of India enacted the Information Technology Act, 20005 for implementation of the 

UNCITRAL Model Law on Electronic Commerce, 19966 in India. The Information Technology Act, 

2000 aims to provide legal recognition to transactions carried out by standard method of transferring 

commercial information between computers and other electronic transactions, commonly referred to as 

“Electronic Commerce”, involving the use of alternative to paper based methods of the communication 

and storage of information, to facilitate electronic filing of document with the government agencies.7 

 

Purpose of E-Commerce is to give protection to e-consumers. E- Commerce involves lots of legal issues 

as compared to traditional shop experience. It’s said be an E-Commerce transaction if goods or services 

or information or EDI, etc. are provided using any electronic device i.e vending machines, internet, 

computers, etc. Especially in the present scenario, during this pandemic, the use of E-Commerce has 

become very beneficial for the e-consumers, they can purchase anything from anywhere without going 

out of their house. 

 

Advantages of E-Commerce 

There are numerous reasons for this exponential growth and use of e-commerce to buy or order goods 

and services over physical purchasing of the same. Some of those reasons are:- 

 

 Affordability 

 Convenience – sitting at home with the easy click of a button 

 Availability 

 Information and Reviews – Product Awareness 

 Wider Choice/Variety 

 Better Bargain 

 Speedier And Cheaper Shopping 

 Multitask 

 

 

 

                                                      
5 Information Technology Act, 2000, No. 21, Act of Parliament, 2000, (India), www.indiacode.nic.in 
6 United Nations Commission On International Trade Law, UNITED NATIONS, (June 12, 1996), 

www.uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce. 
7 Information Technology Act, 2000, Preamble, No. 21, Act of Parliament, 2000, (India). 
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Drawbacks of E-Commerce 

E-Commerce is seen as pro-consumer and is useful in many ways by providing wide range of products, 

discounted prices, product reviews, etc., although it has some drawbacks as well:- 

1. Online Fraud and Phishing: Online identity theft is the practice of pretending to be some other 

person on the Internet. The criminals carry out transactions using different identity. This enables 

them, for instance, to order items online under a false name and pay using someone else’s credit card 

information or by debiting another person’s account.8 Phishing, on the other hand, involves using 

fraudulent means to access personal data.9 This is the criminal practice of using voice over phones 

system to gain access to details about account numbers, PIN, date of birth and expiry date of credit 

card holders and using it for fraudulent activities. 

 

2. Privacy concerns: The Internet and its ability to save vast amounts of data, without the online 

consumer even knowing is a new and potent threat to traditional privacy values. Information 

Technology Act, 2000 provides for reasonable procedure and security to be undertaken by the 

intermediaries10. But there’s need for framework for protection of private information/data or 

sensitive information. 

 

3. Online Jurisdiction: Decentralized nature of Internet within the entire country and outside the 

geological boundaries. There is no specific clause on jurisdiction and laws applicable especially with 

reference to parties belonging to different countries. Enforcement of foreign laws and difference in 

situation makes its application difficult. But the consumer protection laws are mainly based on 

geographical boundaries of India. To be protected under the current laws in India at the time of 

electronic shopping, the primary thing an e-consumer has to ensure is that all the parties involved in 

the transactions are based within geographical boundaries of India where his district consumer laws 

apply. 

 

4. Lack of Uniformity in Rules, Laws or Regulations: Laws in India are not uniform resulting in to 

grave misuse by the wrongdoer/accused. For example, Information Technology Act, 2000 lays down 

that the place of business of the opposite party will decide the jurisdiction11 whereas Consumer 

Protection Act, 2019 states that the consumer can approach a consumer forum district even if 

opposite part has a branch office.12 

                                                      
8 Chris Hauk, Online Identity Theft: What Is It and How to Protect Yourself, PIXELPRIVACY (January 11, 2021), 

www.pixelprivacy.com/resource/omline-identity-theft/ 
9 Phishing by Merriam-Webster, www.merriam-webster.com/dictionary/phishing 
10 Information Technology Act, 2000, § 43A, No. 21, Acts of Parliament, 2000 (India). 
11 Information Technology Act, 2000, § 13, No. 21, Acts of Parliament, 2000 (India) 
12 Consumer Protection Act, 2019, § 11, No. 35, Acts of Parliament, 2019 (India) 
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5. Cyber Security: Internet being accessible and advantageous has certain drawbacks which are 

necessary to be dealt with. Online/Cyberspace security being one of such concerns, the government 

is taking all preventive measures and has also notified the Information Technology (The Indian 

Computer Emergency Response Team and Manner of Performing Functions and Duties) Rules, 

201313 but because of exponential growth of e-commerce it is difficult to curb the security issues. 

 

6. Fake/Quality Issues: Unlike physical purchase of goods and services, goods ordered or purchased 

through E-commerce there is no option of examining the product. Through touch it is easy to 

examine whether the goods are fake or of poor quality but the images available online may not be the 

true image and fake copy of the same product may be sold. It is very difficult to judge online product 

that it is of high quality or not. 

 

7. Contracts by Minors: Possibility of minors entering into contracts is high. Requirement of 

guidelines to avoid such contracts with the minors. 

 

8. Stamping of Contracts: There are no facilities or applications for E-stamping of contracts, which is 

a major requirement. Payment through E-stamp papers can be a future solution. 

 

9. Consent & Acceptance of Offer: Online there is no possibility to negotiate or bargain or read terms 

and conditions. There is no provision for punishment in Information Technology Act if undue 

influence is used to enter into an E-Contract. 

 

10. Payment Gateway Interface: Contractual obligation of payment gateway and settlement system is 

not defined. Legal recognition to such transactions by Information Technology Act, 2000 is required. 

 

11. Intellectual Property rights issue: E-commerce sites provide a huge platform to users to share their 

products and services with third party, leading to sharing of goods or services of other owners 

resulting in infringement of the owner’s rights. There are serious ownership issues. Online 

Intellectual Property Right policy is also not clearly spelt out. The same protection is to be granted to 

domain names is same as that for trademarks.14 

 

 

 

                                                      
13 Information Technology (The Indian Computer Emergency Response Team and Manner of Performing Functions and Duties) 

Rules, 2013, G.S.R 20(E), Notification, (Jan 16, 2014) (India), www.meity.gov.in/writereaddata/files/G_S_R20 (E)2_0.pdf. 
14 Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., 2004(3)AWC 2366 SC 
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12. Advertising on Cyberspace: Reach of an online content is far and vast, leading to more electronic 

advertisement. Nowadays, on each and every medium goods or services are advertised even to 

mislead the consumers, there are polished advertisements. Personal data of the consumers is 

compromised to display the advertisements according to their prior searches. E-

Advertisements/Web- Advertisements have a greater reach as compared to banners and hoardings on 

the roads. It is also necessary in today’s time that the advertisements are truthful and honest 

representation and claims the actual features or qualities of the product. Advertisements should not 

be offensive and against public order. 

13. Competition: Online there is strong competition which has lead to market transparency. There is 

collusive behavior of various players in the E-Commerce marketplace and constant monitoring and 

evaluation of consumer behavior. With so much cut throat competition there is a need for Generic 

terms & conditions but specific to goods, risk management policy and payment purchase sequence 

clarity/updated. Every E-commerce service provider should ensure reasonable efforts to prevent 

unauthorized transactions, capacity building for further growth of sector and not just technology but 

strategy and business management. 

 

 

E-CONSUMERS 

CONSUMERS 

 

The word Consumer has been defined in Oxford Dictionary as “a person who purchases goods and 

services for personal use”.15 

 

A consumer is a person who purchases goods, products, or services primarily for personal, social, 

household and similar needs, not directly related to entrepreneurial or business activities that is, the 

goods are purchased for self consumption and not for commercial advantage or profit. 

  

E-CONSUMERS 

 

Electronic Consumers/Online Consumers/E-Consumers are those consumers who buy goods or services 

online through electronic means or by teleshopping that is e-commerce transactions.16 

 

To a large extent, e-consumers have the similar requirements and desires as traditional consumers. 

However, in many ways, e-consumers are more vulnerable as they typically cannot examine the product 

                                                      
15 Consumer by Oxford Dictionary, www.lexico.com 
16 Consumer Protection Act, 2019, § 2(7), No. 35, Acts of Parliament, 2019 (India) 
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prior to purchasing it and may not know from whom they are buying. In light of this, it could be 

suggested that the need for “trust” is even greater in e-commerce than in offline trade.17 

 

 

RIGHTS OF CONSUMERS 

 

The basic rights of consumers were first recognized and defined on 15th March, 1962 by John F. 

Kennedy, the President of United States of America in his special message to United States Congress on 

Consumer Protection later called the Consumer Bill of Rights.18 These rights are conferred on each and 

every consumer. Four rights that he stated are as follows : 

 

1. Right to Safety 

2. Right to be Informed 

3. Right to Choose 

4. Right to be Heard. 

 

 

These four rights were later incorporated in UN Charter as Human Rights. Human rights are those 

rights that belong to an individual or group of individuals simply for being human, or is a consequence 

of inherent human vulnerability, or because they are requisite to the possibility of a just society.19 India 

is a signatory to the United Nations Declaration on Human Right (UDHR) and the Indian Constitution 

identifies Fundamental Rights and Directive Principles of State Policy as Human Rights. These 

Consumer Rights can also be said to be part of the Article 21, Right to Life, guaranteeing consumer 

protection and justice. 

The United Nations Guidelines for Consumer Protection recognized four more rights and started 

recognizing 15th March as World Consumer Rights Day. Later the International Organization of 

Consumers Union (IOCU) and Confederation of Indian Consumers Organization (CICO)20 added three 

more right which are as follows : 

1. Right to be Redress 

2. Right to Consumer Education 

                                                      
17 Dr. Shashi Nath Mandal, E-consumers’ Protection in India, Global Journal of Management and Business Research : E-

Marketing, Volume 16 issue 5 version 1; 2016, p. 2-4. 
18 Consumer Bill of Rights Law and Legal Definition By USLEGAL, www.definitions.uslegal.com/consumer-bill-of-rights/ 
19 Burns H. Weston, Human Rights, BRITANNICA (March 05, 2020), www.britannica.com/topic/human-rights 
20 EMN, The Significance of World Consumer Rights Day, EASTERN MIRROR (Mar 14, 2021, 10:00 PM), The Significance of 

World Consumer Rights Day - Eastern Mirror (easternmirrornagaland.com/the-significance-of-world-consumer-rights-day-2/) 
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3. Right to Healthy Environment 

 

 

Then the National Convention of CICO held at Calcutta in 1991 passed a resolution for inclusion of one 

more right that is the Right to Boycott. Moreover, Rights to Basic Needs is the latest addition to rights of 

consumers. This right deals with providing basic amenities like clothing, shelter, health care, sanitation, 

etc.. Hence, there are total 8 Consumer Rights in India. 

 

There are main 8 Rights of Consumers but with expansion in use of E-commerce, these rights can be 

expanded with respect to online purchase or order of goods and services. For Example, Right to safety 

does not only talk about safe products but also safe online transactions, further Right to Information is 

not  limited to making the consumers aware of their rights and unfair trade practices but also of security 

issues and online frauds that can take place against the consumers. 

 

Caveat Emptor which means “let the buyer be aware”, this rule it applicable to shift the liability on the 

buyer to check the product before buying by touching, holding and tasting. But the rule of Caveat 

Emptor cannot be applied to online purchase because the goods purchased online are based on 

information provided by the seller and the buyer has no means to check the product before purchasing or 

ordering it. The consumer relies on information presented by the seller so here the rule of Caveat Emptor 

cannot be applied. It cannot be applied where the buyer relies on the abilities, skills and judgment of the 

seller. The main rights of consumers are as follows: 

 

1. Right to safety: 

Consumers have the right to be safe against the goods which are hazardous to life and health. Consumers 

are entitled to healthy and safe products. They need to be protected from those goods that can be 

dangerous and affect their safety. The goods that are marketed and sold should not have unsafe 

substances, food colors, dangerous appliances, flammable products, etc. This is one of the foremost 

important consumer rights. The protection must be against any product which could be hazardous to their 

mental health, physical health or many of the other factors. E-Consumers should also be informed about 

safety measures or precautions to be taken for any product. Disclaimer needs to be added and should be 

clearly indicated in description of the product. 

 

2. Right to information: 

Right to Information means the right to be informed about the product’s quantity, quality, ingredients, 

standard, purity and also the price. A well informed consumer can be protected against unfair trade 
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practices. The consumer should be informed about the product that he/she purchases or intends to 

purchase. The packaging of the product should list all the essential details which the consumer needs to 

be informed and no false information should be provided to the consumer. Specifically, in case of E-

commerce transactions, the description of the goods or services should be clearly displayed along with 

the product, so that the e-consumers are well informed regarding the product they are buying. 

 

3. Right to choose: 

As it is said that the consumer is the king and should have a right to choose from variety of goods 

available. Variety of goods should be made available to the consumers at competitive prices. Free 

competition and wide variety enable consumers to choose the best goods. There should not be monopoly 

of a few or one good and should not be forced to choose a specific product. Consumers should be able to 

choose the product according to their needs, paying capacity, use, etc.. A consumer should be convinced 

of the product he is about to choose and should make a decision by himself. 

 

4. Right to be heard: 

Consumers must be heard and their interests should be prioritized. In case of any difficulty their views or 

problems or concerns should be considered and heard before the appropriate forums. If a consumer is 

dissatisfied with the product purchased then they have all the right to file a complaint against it and also 

the said complaint cannot go unheard, it must be addressed in an appropriate time-frame. E-Consumers 

do not get the liberty to check the product before buying, they have high chances of getting damaged 

product or find some other fault in the product, they should be provided with a platform to address their 

problems or express their views and claim refund in case of damaged product. 

 

5. Right to Education: 

Consumers should be made aware of their rights and remedies available to them for resolution of their 

grievances. Consumers have the right to be informed and should be made well aware of the rights and 

responsibilities of the government. Consumers should be made aware of the malicious practices of the 

seller or manufacturer, fake products sold in the market, right against the seller or manufacturer, 

grievance redressal, etc.. Lack of Consumer awareness is the main reason that the consumer is 

vulnerable and exploited by the seller/manufacturer/other party. E-commerce transactions are increasing, 

specially now-a-days and has been very beneficial for the consumers but involve a lot of problems. E-

Consumers need to be educated about the threats they could face and remedies to deal with these threats. 

The e-consumers are more vulnerable and have more to lose as compared to traditional consumers. 
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6. Right to Redressal: 

Grievance Redressal machinery must be set up for timely and effective redressal of consumer grievances 

against unfair trade practices and exploitation by unscrupulous elements. If a seller supplies or delivers 

or sells defective products and does not return or refund the said product then the consumer has to right to 

seek redressal. The consumer can file a complaint against such unfair trade practices before the grievance 

redressal forum. E-consumers can claim damages and refund against the seller who can easily defraud the 

e-consumer by sending defective, damaged or fake products and poor services. 

 

7. Right to healthy environment: 

Consumers have the right to live in a pollution free environment. This is necessary to enhance and 

reinforce the standard and quality of human life. The manufacturers have a duty to protect our 

environment and not indulge in such actives that harm the consumers. E-Commerce transactions help e-

consumers to stay at home and shop online, they do not have to do any tedious work of going to the 

market, it saves their time and energy. 

 

8. Right to Satisfaction of Basic Needs: 

With this right, consumers can look forward to the availability of basic and prime commodities at 

affordable prices and good quality. This right deals with providing basic amenities like clothing, shelter, 

health care, sanitation, etc.. 

 

 

THREATS TO RIGHTS OF E-CONSUMERS- 

Threats to Rights of Consumers can be categorized under following heads : 

 

1. Security and Trust related Threats 

a) Illegal Collection of Data – The e-commerce sites collect data which is not even of any use by them 

but is collected which can later cause injury or damage to the e- consumer. 

b) Illegal storage of data – The data/information provided by the consumers is illegally stored online 

and can be misused or further sold to fraudsters. 

c) Disclosure of personal information of a consumer on search – The data stored or collected by the 

online sites is visible online which can lead to cyber crimes like stalking, financial fraud, identity 

theft, etc. 
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2. Content related Threats21 

a) Tempting fake advertisement – Most of the advertisements published online are fake and can lead 

to financial loss or data loss to the consumer. E-mail advertisement (Spam E-Mails) is the new trend 

and clicking on the shopping link causes wrongful loss or damage to the consumer. Criminal gets 

advantage of it by using cyberspace to send/publish these advertisements like guaranteeing loans at 

easy money, selling articles which are not permitted to be sold, health diet scams, etc.. 

b) Mis-description of Quality - Electronic market places the e-consumers in difficult situation as they 

lack face to face interaction, they rely on the facts that are placed before them by the seller, hence 

can be easily defrauded or manipulated. Spamming and spoofing through E-mails to divert and 

distort the mind of the consumer towards the product has increased with time. 

c) Non-Disclosure of conditions of online contracts – After the consumer has entered into the 

contract the seller can mislead the consumer and deny to provide the promised services on bases of 

the contract. Obligations of Payment Gateways not clearly defined hence not safe to use. 

 

3. Defective delivery of goods22 

a) Non-Delivery of Goods - Most of the time seller receives payments from customers and never 

deliver goods. 

b) Defective goods delivered – Consumers usually make prior payment and seller uses this as an 

opportunity and sent defective goods. 

c) Quality Issues/ not latest edition – Sellers provide refurbished goods or of different colour or a 

totally different product, etc. without informing and then refuse to replace or refund the 

consumer. 

 

4. Financial and Economic Threats 

Internet payment offences related to Credit Card, ATM, Debit card fraud, unauthorized access, 

phishing, pharming and sabotage are very common against e-consumers as the personal data can be 

accessed by cyber criminals.  

5. Contractual Contraventions 

Contracts concluded by consumers by faceless, speechless, virtual websites through shrink/click 

wrap contracts, mis-lead the consumers and are forced to accept the terms and conditions. The 

consumers are unaware of the terms of contract and the business can deny services later. 

 

                                                      
21 Consumer Protection Act, 2019, § 2(28), No. 35, Acts of Parliament, 2019 (India) 
22 Consumer Protection Act, 2019, § 2(47), No. 35, Acts of Parliament, 2019 (India) 
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CONSUMER PROTECTION 

 

The Government by different ways tries to protect consumers from any kind of exploitation or problem. 

Government makes the consumers aware of their rights and provides them with grievance redressal 

mechanisms for their protection. As in India, E-Commerce is growing exponentially, there are number of 

problems that needs to be looked into for the protection of the consumers. Through the enactment of 

Consumer Protection Act and various rules for the welfare of consumers, the Government has tried to 

protect the consumers from various factors. 

 

Meaning of Consumer Awareness 

Consumer Awareness is the process of making the consumers aware of their rights. It involves making the 

consumers aware about safety and the resolution options available to them. The Department of Consumer 

Affair aims at resolving various problems of the consumers through various methods by educating the 

consumers. The “Jago Grahak Jago” campaign initiated is one of the best initiatives to make the consumers 

aware and a successful campaign.23 

Methods of Consumer Protection24 

For the protection of consumers, following steps/methods can be adopted : 

 

1. Fair Practice by business: 

Business should be truthful and honest towards the consumer. Business should adopt fair trade 

practices and should not take an advantage of an uninformed consumer. They should provide good 

quality products and the products should match the description given on them. 

 

2. Consumer Grievance Redressal: 

Consumers should be well informed and should stand against any malafide practice by any seller or 

service provider. Consumers should be aware and careful before purchasing or ordering any service 

or good. “Jago Grahak Jago’25 is one of the initiatives by to government to enlighten the consumers 

of their rights and stand against any wrong. Every business has a grievance officer to look into the 

complaints of the consumers. Consumers should be persistent and fight against the wrong to stop any 

wrong. 

 

 

                                                      
23 Jago Grahak Jago - Online Consumer Forum, जागो ग्राहक जागो, www.jagograhakjago.co.in 
24 Consumer Protection Act, 2019, § 2(9), No. 35, Acts of Parliament, 2019 (India) 
25 JAGOGRAHAKJAGO, supra note 23 
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3. Consumerism: 

Consumerism is a movement which focuses on protecting consumers and promotes strong rights and 

powers of consumers. The Government of India by various means is promoting consumer awareness. 

Government has tried to publish various advertisements and awareness campaigns for the welfare of 

the consumers. Recently, government is broadcasting awareness campaigns with respect to online 

frauds. Government has taken several measures to promote a strong and broad-based consumer 

movement in the country. At various levels government educates the children about consumer rights, 

laws enacted for their protection and their duties as informed citizens. 

 

4. Fair dispute Resolution: 

The Government should provide the consumer fair, timely and affordable platform to redress their 

issues. Consumer should have access to simple mechanism so that they themselves can approach the 

concerned person/authority without any difficulty or external help. Proper legal advice and assistance 

should be accessible by the consumer. Alternate Dispute Resolution Mechanism for timely disposal of 

any dispute. 

5. Legislative measures: 

One of the most important measure to have strong Consumer protection laws for the safety, wellbeing, 

protection and awareness of the consumers. The Government of India has taken several legislative 

measures for the protection of consumers like the Consumer Protection Act, 1986, Consumer 

Protection Act, 2019, Sale of Goods Act, 1930, Prevention of Food Adulteration Act, 1954, Standard 

of Weights and Measures Act, 1956, Prevention of Black-marketing and Maintenance of Supplies of 

Essential Commodities Act, 1980, etc.. 

 

 

CONSUMER PROTECTION ACT, 2019 

 

The Consumer Protection Act, 201926 came into force on 20 July, 2020, it repealed and replaced the 

Consumer Protection Act, 1986. With the rise in use of e-commerce services it was necessary to have 

laws with respect to protection of e-consumers. The number of e-commerce users/consumers is 

increasing day-by-day and the risk of using e-commerce services exposes them to more vulnerable 

conditions. These problems require immediate and well organized system, if no timely solution is 

provided it could lead to huge damage or loss to the e-consumers. There are lots of legal issues in e-

commerce as compared to traditional shop experience. 

                                                      
26 CONSUMER PROTECT ACT, 2019, supra note 3 
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New points added in Consumer Protection Act, 2019 are as follows: 

1. E-commerce – All rules of direct selling are extended to e-commerce. Any person buying or selling 

goods or hiring or availing services offline or online shall mean a consumer.27 

 

2. Unfair Trade Practices28 – Three more activities have been incorporated and will be termed as 

unfair trade practices, if the business 

a) Fails to issue a bill or receipt 

b) Refusal to accept a good returned within 30 days (except or otherwise in contract to contrary or as 

term & conditions) 

(i) Breach of implied condition – does not perform basic function which it is given in the contract, 

i.e., not performed as per conditions of contract. Seller refuses to refund or accept goods, if found 

defective will be considered unfair trade practice. 

(ii) Breach of Implied warranty – can claim damages. Contract performed but defect or problem 

does not repudiate the contract. 

c) Disclosure of personal information related to the product specifications to general public, which are 

necessary for consumers to make an informed decision. If something is required to be disclosed 

regarding the product then the seller has to do that it is not always responsibility of the buyer to be 

aware (Caveat emptor). 

 

3. Product liability – There was no provision in Consumer Protection Act, 1986 with respect to 

product liability. The new Consumer Protection Act, 2019 provides for product liability against 

seller, service provider, manufacturer if any there is any defect in the product after sale. Following 

conditions provide for product liability: 

a) The seller or manufacturer will be liable for the defective or modified or deficient products or 

services provided by them and shall compensate for such damages.29 

b) If there is manufacturing defect, design defect, breach of express warranty, faulty or deficient 

services provided, not providing correct instructions for product use and deviates from 

manufacturing specifications then it will be basis for product liability.30 

c) Harm or damage caused not only to the product but to any property or mental agony or personal 

illness or injury caused to the consumer then it will be the responsibility of seller or manufacturer 

                                                      
27 CONSUMER PROTECTION ACT, supra note 16, § 2(7) 
28 Consumer Protection Act, 2019, § 2(47), No. 35, Acts of Parliament, 2019 (India) 
29 Consumer Protection Act, 2019, § 86, No. 35, Acts of Parliament, 2019 (India) 
30 Consumer Protection Act, 2019, § 84, No. 35, Acts of Parliament, 2019 (India) 
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to compensate.31 

 

4. Unfair Contracts32 – Unfair Contracts have been defined under Consumer Protection Act, 2019 as 

those contracts between the business or trader and the consumer that causes significant change in 

right of the consumer. Following shall be included as Unfair Contracts : 

a) For performance of an obligation of a contract the consumer deposits excessive security 

b) Even on payment of appropriate penalty, other party refuses to accept the repayment of debt 

c) Consumer forced to pay penalty for breach of contract which was not incidental to loss incurred 

by the other party 

d) Permitting or assigning the contract by one party causing damage or loss to the consumer without 

his consent 

e) One party is empowered to terminate the contract unilaterally without a justified reason. 

f) Putting the consumer at a loss by levying unjustified charges, conditions or obligations 

 

5. Consumer Protection Council (CPC) – Established to promote and protect the consumers at 

district, state and national level. Central Consumer Protection Council (CCPC) Rules to be notified 

for the constitution and functioning of CCPC.33 Central Consumer Protection Council (CCPC), State 

Consumer Protection Council and District Consumer Protection Council shall work as an advisory 

body for the protection of consumer rights under this Act at national, state and district level 

respectively. 

 

6. Pecuniary Jurisdiction – District Consumer Forum can take up cases upto Rupees 1 crore claim, 

State Consumer Forum can take up complaints where claim for damages or injury is Rupees 1 crore 

upto Rupees 10 crore and National Commission can decide cases where damages or compensation is 

above Rupees 10 crore.34 

 

7. Alternate Dispute Redressals Mechanism – Mediation cells will be added at all the levels for 

timely and cost efficient disposal of cases.35 Consumer Commissions will refer the complaint for 

mediation if there are chances of settlement and acceptable to parties. It will follow same rules as of 

Alternate Dispute Resolution as for cases referred by courts and there will be no appeal against the 

settlement. 

 

                                                      
31 Consumer Protection Act, 2019, § 2(22) & § 2(34), No. 35, Acts of Parliament, 2019 (India) 
32 Consumer Protection Act, 2019, § 2(46), No. 35, Acts of Parliament, 2019 (India) 
33 Consumer Protection Act, 2019, § 3 - § 9, No. 35, Acts of Parliament, 2019 (India) 
34 Consumer Protection Act, 2019, § 34 & § 47 & § 58, No. 35, Acts of Parliament, 2019 (India) 
35 Consumer Protection Act, 2019, § 74, No. 35, Acts of Parliament, 2019 (India) 
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8. Regulator – Central Consumer Protection Authority (CCPA) is for protection of consumers.36 

Central Consumer Protection Authority (Allocation and Transaction of Business) Regulations, 

202037 authorizes the CCPA to regulate and allocate the business transactions, deals with procedure 

for transactions, execution of contracts, reimbursement, affixation of common seal, etc.. 

 

9. Penalties – The Consumer Courts/Consumer Forums have the power to impose fine, penalize or 

both as per law. They can grant maximum imprisonment upto 3 years or fine of minimum Rupees 

25,000/- and maximum of Rupees 1 Lakh or both for non-compliance of their order.38 Anyone who 

fails to comply with directions of CCPA shall be imprisoned for maximum term upto 6 months or 

fine upto Rupees 20 Lakh or both.39 In the interest of consumers, the maniufacturers or service 

providers shall be punished with maximum imprisonment upto2 years and fine upto Rupees 10 Lakh 

for publishing false and misleading advertisement and every subsequent offence shall be punished 

with imprisonment which may extend to 5 years and fine upto Rupees 50 Lakh.40 

 

CONSUMER PROTECTION (E-COMMERCE) RULES, 2020 

 

Consumer Protection (E-Commerce) Rules, 202041 also called the E-Commerce and Unfair Trade Practices 

Rules, deals with duties and liability of the E-Commerce websites and sellers in case of unfair trade 

practices42.  Few provisions for are given below : 

 

a) E-commerce businesses have to disclose information to the consumers regarding the return, refund, 

delivery, terms & conditions, warranty & guarantee, payment modes & methods, security of payment, 

grievance redressal, grievance officer, country of origin, etc.. 

 

b) Consumers should be made well aware of the products so that they can be informed of the product 

before purchase. 

 

c) Responsibility to acknowledge the complaints within 48 hours and resolves them within one month 

from the date of receipt. Appoint grievance officer and publish the name of the officer on its website. 

                                                      
36 Consumer Protection Act, 2019, § 10, No. 35, Acts of Parliament, 2019 (India) 
37 Central Consumer Protection Authority (Allocation and Transaction of Business) Regulations, 2020, F. No. 1-1/2020-CCPA, 

Notification, (Aug 13, 2020) (India), www.consumeraffairs.nic.in/theconsumerprotection/central-consumer-protection-authority-

allocation-and-transaction-business 
38 Consumer Protection Act, 2019, § 72, No. 35, Acts of Parliament, 2019 (India) 
39 Consumer Protection Act, 2019, § 88, No. 35, Acts of Parliament, 2019 (India) 
40 Consumer Protection Act, 2019, § 89, No. 35, Acts of Parliament, 2019 (India) 
41 Consumer Protection (E-Commerce) Rules, 2020, G.S.R. 462(E), Notification, (July 23, 2020) (India), 

www.consumeraffairs.nic.in/theconsumerprotection/consumer-protection-e-commerce-rules-2020 
42 Consumer Protection (E-Commerce) Rules, 2020, Rule 4 – Rule 7 
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d) E-commerce entities cannot manipulate prices of the goods or services provided and are prohibited from 

having wrongful gains due to profits through unjustified prices. 

 

e) They cannot refuse to take back goods or refund or withdraw services if it provides defective goods, 

deficient services, late delivery, faulty good or service and wrong product not as per the details given. 

 

 

INFORMATION TECHNOLOGY ACT, 2000 

 

The Information Technology Act, 2000 also provides provisions to protect the e- consumers with respect to 

their data or online transactions. Consumers should not only file a complaint to the concerned authority 

against the seller or e-commerce business but also report any online fraud or crime or wrongful loss to 

police or report to cybercrime.gov.in or to IT Adjudication Officer.  

 

a) E-commerce companies shall be accountable for protection of personal data. If they fail to protect 

personal data of its customers or are negligent in maintaining it and results in wrongful loss to the online 

buyer, the company will be wholly liable to pay damages by means of monetary compensation.43 

 

b) Any wrongful disclosure of confidential information by intermediaries/e-commerce platforms without 

consent of the concerned person, and with the knowledge that it may cause wrongful loss to the person is 

punishable with imprisonment of three years and fine up to Rupees 5 Lakhs upon the intermediaries.44 

 

c) The Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal 

Data or Information) Rules, 201145 provides for collection and non-disclosure/publishing of any 

information or personal provided by the user and disclosure only with the permission of the concerned 

person.46 

 

d) If any cyber crime like fraud, identity theft, phising, pharming, etc. are committed online using the e-

consumers’ data/information then they can file an FIR47 or register a complaint with the concerned 

                                                      
43 Information Technology (Amendment) Act, 2008, § 22, No. 10, Acts of Parliament, 2009 (India) 
44 Information Technology (Amendment) Act, 2008, § 40, No. 10, Acts of Parliament, 2009 (India) 
45 The Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 

2011, G.S.R. 313(E), Notification (April 11, 2011) (India), www.latestlaws.com/bare-acts/central-acts-rules/laws/information-

technology-act-2000/information-technology-reasonable-security-practices-and-procedures-and-sensitive-personal -data-or-

information-rules-2011/ 
46 Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 

2011, Rule 5 & Rule 6. 
47 Information Technology Act, 2000, § 78, No. 21, Acts of Parliament, 2000 (India) – Police officer below the rank of Inspector 

shall investigate any offence under this Act. 
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authority48. 

 

CONCLUSION 

 

The Consumer Protection Act, 2019 provides consumers with a consolidated act to protect online or 

offline sellers. The rights of consumers are not limited to traditional markets but to electronic markets as 

well. The Government of India is making efforts to provide laws and various frameworks which are 

applicable to every scenario from wherever the consumer purchases the goods & services. In modern 

era, with increased use of internet, the e-commerce crimes and frauds are also increasing which 

necessitates the Government to spread more awareness regarding the e-commerce platforms through 

different mediums. The Government has enacted various laws to for e-consumers but with new 

development the consumers are not aware of the law and rules enacted and authorities/forums 

constituted for their protection. 

 

The Consumer Protection Act, 2019 tries to reduce the gap of consumer protection of traditional market 

and electronic market but there still remains few problems which need to be dealt with. E-commerce 

entities should be regularly regulated and should provide proper structure that guarantees consumer 

protection and enforcement of consumer rights. Therefore, advancement of technology will lead to more 

amendments and new laws for protection of consumers. In the long run, better awareness can lead to 

implementation of the Consumer Protection Act, 2019 and Consumer Protection Rules in its true light 

and can help in reducing frauds and crimes against the e-consumers. 

 

                                                      
48 Information Technology Act, 2000, § 46, No. 21, Acts of Parliament, 2000 (India) 
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