
© 2022 JETIR June 2022, Volume 9, Issue 6                                                                  www.jetir.org (ISSN-2349-5162) 

JETIR2206146 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org b332 
 

Prediction Of Phishing Website Using Machine 

Learning 
Dr. S. Madhurikkha, M.E, Ph.D. 

Department of computer science 

Jeppiaar Engineering College, Chennai, India 

 

 

Ramji P 

Department of Computer Science 

Jeppiaar Engineering College 

Chennai, Tamil Nadu 

ramjipandiyan2001@gmail.com 

 
Vigneshrajan S     
Department of Computer Science 

Jeppiaar Engineering College 

Chennai, Tamil Nadu 

vigneshrajanvicky@gmail.com 

 
Yogeshwaran P                                            
Department of Computer Science  

Jeppiaar Engineering College 

Chennai,Tamil Nadu 
yogihari2224@gmail.com

Abstract— The Internet has become a significant a part 

of our life. Although, it conjointly has provided 

opportunities to anonymously perform malicious 

activities like Phishing. Phishers attempt to deceive their 

victims by social engineering or making simulation 

websites to steal info like account ID, username, parole 

from people and organizations. Though several ways are 

planned to find phishing websites, Phishers have evolved 

their ways to flee from these detection ways. One in all 

the foremost prosperous ways for police investigation 

these malicious activities is Machine Learning. During 

this paper, we have a tendency to compared the results of 

multiple machine learning ways for predicting phishing 

websites. 

                I.INTRODUCTION 
Phishing could be a dishonorable technique that uses 

social and technological tricks to steal client 

identification and monetary credentials. Social media 

systems use spoofed e-mails from legitimate 

corporations and agencies to alter users to use faux 

websites to disclose monetary details like usernames and 

passwords. Hackers install malicious software package 

on computers to steal credentials, typically victimization 

systems to intercept username and passwords of 

consumers’ on-line accounts. Phishers use multiple 

strategies, together with email, Uniform Resource 

Locators (URL), instant messages, forum postings, 

phone  calls, and text messages to steal user info. The 

structure of phishing content is comparable to the initial 

content and trick users to access the content so as to get 

their sensitive information. The phishing drawback is  

Considered an important issue business particularly e-

banking and E-commerce taking the amount of on-line 

transactions payments. We’ve known totally different 

completely different options associated with legitimate 

and phishy websites and picked up 1353 different 

websites from distinction sources. Phishing websites were 

collected from Phish tank information archive that could 

be a free community website wherever users will submit, 

verify, track and share phishing information. The 

legitimate internet sites were collected from Yahoo and 

place to begin directories employing a web script 

developed in PHP. The PHP script was obstructed with a 

browser and that we collected 548 legitimate websites out 

of 1353 websites. There’s 702 phishing URLs, and 103 

suspicious URLs. 

When an internet site is taken into account SUSPICIOUS 

meaning it will be either phishy or legitimate, that means 

the web site command some legit and phishy options. 

Attribute Information: 

URL Anchor, Request uniform resource locator, SFH, 

uniform resource locator Length Having Prefix/Suffix, IP, 

Sub Domain, internet traffic, Domain age, Class 

collected options hold the explicit values, Legitimate, 

Suspicious and Phishy, these values are replaced with 

numerical values one,0 and -1 severally. 

In comparison to most previous approaches, researchers 

specialize in characteristic malicious URLs from the huge 

set of URLs.  

Therefore, the study proposes continual Neural Network 

(RNN) based mostly uniform resource locator detection 

approach. 
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               II.IMPLEMENTATION 

Four completely different |completely different   

formulas area unit compared and known the algorithm 

which provides the simplest accuracy for the predicting 

model and used different python packages and deployed 

it using flask.  

 

 

 

 
 

 

 

 

 

 

           Fig 3.1 System Architecture 

diagram 
 

 

                   Fig 3.2 Sequence diagram 

III. Existing System 

Existing CTI for phishing website detection methods can 

be divided into three types: lookup systems, fraud cue-

based methods, and deep representation-based methods. 

The lookup system detects a phishing website by 

“looking up” the website URL against a blacklist of 

phishing URLs and an alarm is raised when the website’s 

URL appears in the list. The blacklists are classifiers 

(e.g., SVM, decision tree) and novel machine learning 

methods (e.g., statistical learning theory-based methods, 

genre tree kernel methods and recursive trust labeling 

algorithm) have been devised to detect phishing websites. 

Similarly, website traffic-based fraud cues require 

analyzing the website traffic within a period of time, 

making them hard to meet the real-time detection 

requirement. 

 

             IV.PROPOSED SYSTEM 

The planned model is to create a machine learning model 

for anomaly detection. Anomaly detection is a crucial 

technique for recognizing fraud activities, suspicious 

activities, network intrusion, and alternative abnormal 

events that will have nice significance however ar 

troublesome to observe. The machine learning model is 

made by applying correct information science techniques 

like variable identification that's the dependent and 

freelance variables. Then the mental image of the info is 

finished to insights of the info. The model is build 

supported the previous information set wherever the 

formula learn data and obtain trained totally different 

algorithms are used for higher comparisons. The 

performance metrics are calculated and compared. 

                     

                        V.RESULTS 
 

The process started from data cleaning and processing, 

missing value, exploratory analysis and finally model 

building and evaluation. The best accuracy on public test 

set is higher accuracy score will be found out. This 

application can help to find the Prediction of phishing 

website or not. 
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VI.CONCLUSION 

 The analytical method started from information 

cleanup and process, missing worth, beta analysis and 

at last model building and analysis. the most effective 

accuracy on public check set is higher accuracy score 

are distinguished. This application will facilitate to 

search out the Prediction of phishing web site or not. 
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