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Abstract:  The Android Operating System permission framework prohibits inappropriate applications from manipulating handheld 

interactive content and triggering critical APIs. Nevertheless, there are still several shortcomings in the existing permission 

administration that contribute to the authorization process being unable to adequately protect the personal data of users. In this 

report, a new Android permission control strategy built on machine learning is presented to mitigate the challenges of the current 

permission system. To realize fluid management, the suggested system retains a variable permission governance database that 

registers the status of the privileges on each application. Mostly the privilege given in the database context can be used in this 

method. In the entire process, the system initially classifies the query by machine learning, then collects the appropriate permission 

details from the databases and sends an unsafe access alert to users. Eventually, the framework changes the fluid control database 

per the user's judgments. Using this method, users can avoid the malicious actions of application obtaining personal data and 

triggering critical APIs on time. The system enhances the efficiency of permission administration and strengthens the protection 

and stability of interactive data on Android devices. Improved Permission Access Management Mode (iPAM) is presented as proof 

of concept, and alternative tool to manage and administer permission as request by applications both malign and malicious 

applications that seeks to exploit components of other vulnerable applications to cause harm or breach of users’ privacy. The 

proposed model iPAM integrates machine learning and privilege administration to strengthen the default privilege framework as 

set out in the Android Operating System Permission Framework. Translating this model into the real-world environment and on a 

physical Android device is important in the future. 
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I.  INTRODUCTION 

Smart devices include smartphones, laptops and Personal Digital Assistant (PDA) is the current generation of consumer electronic 

devices, although they have been around since the beginning of the 1990s (Backes et al., 2013; Tuncay et al., 2018; Zhang et al., 

2016). Smartphones integrating telephony and telecommunications computing have emerged in recent decades as a popular trend 

in electronic products across the world today [4]. In the early years of the ’90s, the mobile phone was just normal phones that could 

only be used to place calls and receive the same and nothing else, and computers were just immobile devices. Therefore, it was not 
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possible at that time to move around computers as it is today without some sort of complicated disassembly and some fragile parts 

could be destroyed in the process [5].  

 

Mobile devices are a family of devices providing more programming skills on an ordinary mobile phone; running a consummate 

and autonomous Operating System (OS) offering a homogeneous interface and a stage for third-party software developers [6], [7]. 

 

Today's smartphone incorporates convenience, accessibility, and entertainment due to mobile features such as 2G, 3G, 4G, 

LongTerm Evolution (LTE) connectivity, touch screen, accelerometer, Global Positioning System (GPS) and more than 1.7 GHz 

processing speed and power. [8]. screen, according to (Khokhlov et al., 2018; Ren et al., 2015). Distinct innovations in the OS that 

are commonly used allow distinct markets for applications for these various platforms; the advantage of alternatives for the average 

consumer as shown in Figure 1 

 

 

Figure 1: Showing percentage of used OS [11] 

[12] also noted that the two biggest smartphone platform OS in the contest today is Apple’s iOS and Google’s Android as presented 

in Figure 1.1 with 75% of the consumers using Android-based smartphones which makes it the big cheese rival. Nevertheless, 

Android has had a challenge with up-to-date old devices with late OS versions as they leave that to Original Equipment 

Manufacturer (OEM) (Boksasp et al., 2012). Many Android-based devices today are still running older versions of the OS platform 

according to [14].  

This is a challenge because old found liabilities and exploitations are as threatening as when they were initially found or advanced 

[15]. With no patches for the liabilities either from OEM or Google as the main maintainer of the OS, it is practicable to use these 

aged liabilities for late exploitation as if the liabilities where zero-day old [16]. With time these exploits and liabilities just keep 

appending and piling up and endlessly get patched, that begets an outsize measure of feasible attack vectors, and staying protected 

becomes almost impossible for the devices that are still running older versions of the OS as shown in Figure 2. 

 

Figure 2: Shows Update Frequency of iOS and Android (Cauchi et al., 2018). 
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II. PROBLEM STATEMENT 

The Android permission system restricts application that has been installed on a device and prohibits it from accessing the critical 

system resources and user personal information by invoking some sensitive API of which it does not have the requisite permission. 

There are still plenty of shortcomings in the new permission administration, though, which means that the default process can not 

sufficiently protect the private information of users [18]. 

 

In this study, Android's alternative permission management model is implemented, based on machine learning, to resolve the current 

permission management drawbacks. To accomplish the fluid permission control, the proposed model maintains a database that 

tracks the permission status for each application. Only the permission given in the database can be used in the requested application. 

 

 

III. SIGNIFICANCE OF THE STUDY 

 

Android marketplace maintains a wide range of third-party applications and users can install applications with varying degrees of 

confidence. End-users and developers install applications from both known and unknown developers of software along with 

applications capable of handling confidential user data such as medical records [12], [19].  

 

Given all their default isolation policy, applications can communicate discretionarily through a message-passing mechanism called 

Intent Communication, through this medium can become an attack vector. When third party software developers reveal methods, 

classes, and functionalities actively or passively, the application may be tricked into performing an unwarranted task or action [20].  

 

The proposed model aim at acting as Man-in-the-Middle in this communication channel, with the sole purpose to test whether the 

component has the privilege as in permissions to either request or perform an action or execute a task [4], [21], [22]). This will 

ensure that applications and their components have the required permissions and privileges to carry out an operation or collect 

remotely relevant data and no other application or components. To this extent, users may be secure and be protected as all these 

Intent communications are virtually not visible to the user [14]. 

 

 

IV.  SCOPE OF THE PROJECT 

This study focuses on the Android OS since it has about 75% of the market space of mobile telephone and smart device operating 

system platform. The theory about threats will as a starter focuses on Android 2.3.3 and 4.0.2 Jelly Bean up to 6.0.1 (Marshmallow) 

Application Programming Interface (API 23) since about 54%  cannot get the latest Android OS 8.0 or Android P (Oreo, API 27, 

Android P API 28) [23]. 

 

 

V. METHODOLOGY 

The study aims to develop an improved model for managing access to permissions. The permission access model of the Android 

program package is proposed and applied after research on the Android permission framework as shown in Figure 3. The entire 

model consists of the module for application classification and the module for permission management. The application 

classification module will initially retrieve permissions and sensitive API data from a decompiled APK file. These two excerpts are 

considered a key attribute for the classification of applications. The permission management module measures the classifier to 

evaluate the category to which the application belongs and then provides the user with the permission warning according to the 

unique access whitelist category. In the end, the module prompts the user to agree to the granting or otherwise of the requested 

permissions. 
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Figure 3: iPAM Model Architecture. 

 

 Classification Module.  

Classifier's accurate and efficient work provides the entire model with an effective execution guarantee. Classification methodology 

is commonly used to solve problems in a wide range of areas, even in medical settings. Many machine learning algorithms efficiently 

represent sequential observations and tend to cluster between separate elements. This section introduces the creation of the 

application classifier module to a large extent and explains every step in the process [24]. 

 

 Application Classifier Training.  

Training and testing of the module on MacBook Pro help to obtain the application classifier as the development machine, the most 

important and complex process of the permission administration module, is the use of a substantial number of APK programs. The 

machine learning classification approach involves the selection of APK data set, data pre-processing, data modelling, extraction 

and feature value processing, training, and testing, as shown in Figure 4. Such steps are outlined as follows. 
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Figure 4: Flowchart of iPAM Application Classification Training. 

 

 Data Pre-processing.  

Google Play Store, which is the most common application platform for selecting APK data sets was used. The data sets are processed 

in advance and placed into separate categories. Ultimately, some 400 APK data sets were gathered in total and all these data sets 

are put in separate categories. The application classification comprises 10 segments including Sports, Health and Fitness, Education, 

Books, Media, Music, Social Networking, Family, Travel, and Tools 

 

 Data Modelling.  

Since similar types of Android apps have similar features, it's easy to figure out that they're using similar APIs and permissions. 

This work thus subscribes to the inclusion of permissions and sensitive APIs as the feature value in data modeling implementation. 

This study implements the space vector model that transforms the APK file into a multidimensional vector relative to the value of 

the function elements, and each element corresponds to a single vector dimension. The weights of the function elements are 

calculated using a binary approach [25]. Here, the data sets collected are presumed to be given as 

 

1, A1, C1), ... (Pi, Ai, Ci), ... (Pn, An, Cn). 

 

For example, where Pi represents the privilege use scenario of No. i APP, P1= (0, 1, 0, 1, 1) means APP1 encapsulates second, 

fourth and fifth privileges, Ai reflects the use of sensitive API, which incorporates both the first and third sensitive APIs. For 

instance, Ci {10 categories of applications}, C1= Education which defines APP1 as per the category of education. Relating to the 

earlier method, the details of the APK can be adequately represented in vectors. 

 

 Processing of Feature Values.  

The selection and assessment of feature values is by far the most time-consuming and difficult task for the classification of 

applications. Through decompiling the APK file, the privileged information can be retrieved from the AndroidManifest.xml file. 
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First, the use of Apktool to decompile sensitive API data in the APK file, evaluate the Smali file to access the API used in the APK, 

then use the API library [26]. 

 

 Training and Testing Data Set.  

Within the machine learning classification algorithm, the complete data set will be split into a training set and test set. The training 

set is used to train the model to construct the classifier for a particular classification algorithm. The test set is used to verify the 

detection ability gained by the classifier. This study uses an open-source machine-learning algorithm to train and test the data set, 

such as the logistic regression algorithm. 

 

 Classification Module Implementation 

To identify the application when it is installed, the application classification module accesses the generated classifier and then the 

outcome is stored in the classification result database. The program classification module outlines procedures as shown in Figure 

5.  

 

 

 

Figure 5: Flowchart of iPAM Classification Module 

 

 

 

 Feature Values Extraction 

The data collected from the APK applications require permissions and sensitive APIs to be used in the process of classification. 

Consequently, the collected feature data must be converted to the feature value that the classifier can acknowledge. 

 

 Classification Prediction 

The first stage of the predicting classification process is to attach the permission and important API data in the classifier. The 

classifier validates the classification result and then specifies which category that application belongs to and subsequently generates 

it. 

 

 Saving Classification Result 

This phase is primarily intended to store the outputs of the classification process in the database of classification results. The 

database contains one classification result table for all applications configured within the application classifier's expected context, 

which is then used to store the classification results. This primarily involves the application's UID, the name of both the application, 

and the group or category which the application belongs to. 
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VI. iPAM MODEL 

Improving the module permission access management strengthens the OS's existing permission system which makes it more 

precisely balanced. The module dynamically grants privileges when the application is running and declines a permission, and even 

notifies users of the details of the permissions present. This phase involves database design and construction, user interface design, 

and improved permission management implementation. 

 

 Database Design 

The enhanced access privilege administration model focuses primarily on three-tier databases: the classification results database, 

the permission management database, and the permission authorization database as shown in Figure 6. 

 

 

Figure 6: iPAM Database Module. 

 

 

 Authorization Database 

The database for permission authorization includes three different tables. The table for application categories stores the category of 

application data. Individual categories have similar functions for implementation and the same intent. All permissions data are listed 

in the Android OS permission table. The permission whitelist table stores a maximum of 5 permissions for each application category, 

considered to be the whitelist permissions for the application category. If the permission request is not included in the whitelist table, 

the permission management module will notify the user and then allow the user to determine whether to approve or deny the privilege 

as required by the application. 

 

 Permission Access Management 

The new model of privilege administration enhances the Android OS's default permission process. In certain cases, when a program 

uses a device resource, if it has received express authorization from the process of the Android OS permission framework, the 

improved privilege administration also needs further testing. The improved permission management requests users to determine 

whether to grant or deny and update the database details simultaneously. The systematic method of improved management of 

permission as shown in Figure 7. 
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Figure 7: iPAM Framework. 

 

 

 

VI.  iPAM: TEST & RESULT DISCUSSION 

 

 Machine Learning Algorithm 

To get the best accurate application classifier, the most suitable machine learning algorithm needs to be chosen to train and evaluate 

the extracted data sets. To train the classifier, this study uses the open-source machine learning algorithms. Machine learning 

algorithms that are widely used include Naïve Bayes, Logical Regression, Decision Tree, and SVM. In the model, the classification 

features relate to the features and characteristics of the application. Nevertheless, with application development, the features and 

characteristics must continuously be looped and updated, so it is essential to integrate new training data to update the program 

classifier in advance.  

 

However, the interaction of the program functionality has little impact on the performance of the classifier within the iPAM model. 

It also became evident in research before the machine learning algorithm that the logical regression method has a variety of parameter 

estimation method strategies, and therefore does not involve consideration of the correlation of features. Contrary to the Decision 

Tree and SVM, the Logical Regression algorithm makes updating the model simpler and integrates data from new features. The list 

of new application categories will always be updated, just like with the application classifier. Hence the logical regression algorithm 

is the most suitable application classifier algorithm. 
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 Classifier Training Phase 

To implement the classifier for use, this study uses the Weka 3.8.4 program. Weka integrates many machine-learning algorithms 

capable of performing the data mining task. Data sets and sensitive API obtained from the previous steps are used as training and test 

data sets in Weka for the request permissions. Weka implement in machine learning algorithms such as SMO, Logical Regression, 

Bayesian, and Decision Tree [27]. Weka's classifier module output, as shown in Figure 8, gives the results of training and testing in 

text form. The Correctly Classified Instances (CCI) filed indicates that classification accuracy is up to 88.22 percent by selecting 

permission and the API as the machine learning feature values. 

 

 
Figure 8: iPAM Classifier Module Output. 

 

 

 

 Method and Function Testing 

This study designs a privilege permission escalation attack to assess the system's function. The design attack package contains two 

applications: CatDownloader (the malicious software with no right to access SD-Card and Network) and MouseDownloader (a 

program user had already installed and given SD-Card and Network access permissions to it) [28], [29]. 

 

The idea behind this attack is that CatDownloader can access prohibited resources via MouseDownloader that accomplishes the 

privilege of escalation by CatDownloader application. The concept as illustrated in Figure 4.2. MouseDownloader simulates a 

download program precisely, enters the file's Uniform Resource Locator (URL), press the download button to begin downloading. 

The downloaded file will be stored on the SD-Card as shown in Figure 9(a).  
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Figure 9: (a)       Figure 9: (b) 

 

MouseDownloader User Interface. There are an EditText view and Button view in Figure 9(a). The user only needs to enter a valid 

URL and to download the image file, click on the button. The enhanced permission management system in Figure 9(b) prompts the 

user to have a warning dialog to notify the user of the danger of the permission requested and the option to either “Allow” or “Deny” 

and to secure the SD-Card data from unauthorized access. 

 

 
Figure 10: Privilege Escalation Attack Scenario. 

 

In this attack as shown in Figure 10, CatDownloader invokes the exposed component through a broadcast receiver (e.g. export=true) 

in MouseDownloader to achieve the objective of downloading a file from the web. MouseDownloader has the privilege to download 

and thus save files from the web to the SD-card. It downloads files by accepting a broadcast request and then receives the URL to 

retrieve the file. The privilege declaration and the broadcast receiver data are specified in the AndroidManifest.xml file of the 

MouseDownloader application as shown in Figure 11. 
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Figure 11: The AndroidManifest.xml Code Snippet of MouseDownloader. 

 

The CatDownloader behaves as an attacker application without any permission. It is also interesting to acknowledge that, as shown 

in Figure 4.5, a broadcast request could also be sent to retrieve the URL file through an Intent. 

 

 
 

Figure 12: Code snippet of CatDownloader. 

 

 Classifier Test and Simulation 

The project requires two Android Debug Bridge (ADB) software, the Android Studio IDE is currently bundled. MouseDownloader's 

install log, as shown in Figure 4.6. The Figure shows the application classification module tracking the application's installation 

procedure and extracting the feature value. The classifier then predicts the installation application category as shown in Figure 4.6. 

The result is that MouseDownloader belongs to the category "Tools". 

 

 
Figure 13: MouseDownloader Installation Log. 
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 Regular Environment 

The Trial Result. CatDownloader can successfully exploit the components of MouseDownloader to download the targeted file and 

save it on the SD-Card without the user’s consent. The outcomes of the implementation, as shown in Figure 4.7. The file named 

"myImage.jpg" has been downloaded and saved successfully. Thus, the privilege escalation attack was executed by CatDownloader. 

The attack application completes the unauthorized execution by asking for the SD-Card and Network connection permissions. There's 

a toast as shown on the user interface in the trial outcome in standard Android OS environment to notify the user that the file is 

successfully downloaded. 

 

 
 

Figure 14: In Typical Android Settings, test result. The "myImage.jpg" file is revised by folder on the sd card as seen in the list 

 

 

 

 Model Performance Evaluation 

This segment conducts performance reviews to determine the reliability and efficacy of the model. It is evident that when new 

requests for permission are displayed on the device, the model will always interrupt executions. The use of RAM and Central 

Processing Unit (CPU) in the Android Operating System (AOS) must be tested and the time cost of the device running must be 

checked as well. 

 

 Device Resource Evaluation 

A total of three applications executed in the same test device to assess the improved model results. The CPU utilization rate for the 

three programs in the scenarios as shown in Table 2. The model suggests an effect on the occupancy of the CPU, but all the 

sequences of the uptick are no more than 9 percent, which can be ignored. 

 

Table 1: CPU Occupancy Comparison (3 programs) 

CPU Occupancy App1 App2 App3 

Without Model Deployed 35% 21% 43% 

With Model Deployed 43% 24% 49% 
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Table 2: Memory Occupancy Comparison (3 programs) 

Memory Occupancy App1 App2 App3 

Without Model Deployed 18 31 56 

With Model Deployed 32 36 79 

 

 

Table 3: Installation Time Comparison (3 Applications). 

Installing Time App1 App2 App3 

Without Model Deployed 4155 3889 5532 

With Model Deployed 4808 5139 7822 

 

 

VII. CONCLUSION, RECOMMENDATION & FUTURE WORK 

 

 Conclusion 

In this project, iPAM is presented as proof of concept, and alternative tool to manage and administer permission as a request by 

applications both malign and malicious applications that seeks to exploit components of other vulnerable applications to cause harm 

or breach of users’ privacy. The proposed model iPAM integrates machine learning and privilege administration to strengthen the 

default privilege framework as set out in the Android Operating System Permission Framework. 

 

The improved model excludes unauthorized execution, such as obtaining media data from the Internet. The model proposed for 

implementation is based on the Xposed framework version v3.1.4. The explanation for Xposed is that, based on Android devices 

being rooted, this requirement creates a huge discount on Android architecture security. Translating this model into the real-world 

environment and on a physical Android device is important in the future. 

 

 Recommendations 

In addition to a more discreet approach in the practice of developers, some changes and enhancements that can be made to the 

Android OS to prevent accidental disclosure of device components. One of the fundamental issues is that Intents are used for both 

intra-component communication and inter-component interactions and that can be tricked into disclosing the application to external 

attacks such as permission escalation attacks that are not anticipated if developers are not sensitive and extra diligent. 

 

Conventionally, Intent communication must be transmitted in separate channels. Similarly, usability components of applications 

can be isolated in such a way that, some dedicated communication channels are only for internal exported attributes to the device 

and exported attributes to distinct programs if required. 

 

 Future Work 

In future work, iPAM will be further enhanced to support automatic validation of exploited leaks through existing permission 

escalation attacks and handle further enhancements to analyze native code of suspected malicious applications and over privilege 

applications. 
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