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Abstract:  Today's interconnected world, the online environment is crowded with data from billions of sensors, smartphones, 

smart watches, and other Internet of Things devices, cloud-based services, which leads to hacking threats for everyone. Securing 

our confidential information with proper authentication is a challenge. In this paper we propose a low cost reliable biometric 

system based on finger vein patterns. However, finger vein images are easily affected by uneven illumination, humidity, and 

finger pressure and collection posture, so quality of images gets reduced, resulting in lower performance of authentication 

method. To address this problem, we worked on the finger vein ROI identification method and image enhancement method by 

removing the noise using linear and non-linear filters. We have developed an effective CNN model in order to extract features for 

feature matching with enrolled images. The experiment is performed on MATLAB R2021b using the SDUMLA-HMT database. 

Analysis of accuracy scores and execution time, exhibit the outstanding performance of Resnet101 with the 97.64% accuracy. 

 

Index Terms - Accuracy, CNN, Feature extraction, Finger vein, ROI, PSNR. 

I. INTRODUCTION 

 

In today's highly computerized and interconnected world, we need to exchange a lot of our private information and secrets in 

unsecured cyberspace. Intruders are always active and pose a threat to everyone. So the security of our confidential data has 

become increasingly more significant. In applications like login authentication, personal computer access, phone security, 

attendance system, door security, confidential video conferencing, medical diagnosis images, industrial system, military system, 

borderland security, online transactions, passwords, and digital signatures legal etc. are needed to control access to our confidential 

information and provide the means to verify the integrity of persons. In many cases, such information leakage seriously invades 

personal privacy. 

With the help of biometric technology and devices, touch and get verified, and getting access to the system is very easy and 

convenient. There is no need to rush to carry your ID cards or identity related documents. In most parts of the world, many 

countries are working on establishing a biometric database of their citizens which is universally acceptable. Most manufacturers 

integrate biometric ability on mobile and computing devices for personal authentication. Since biometric is making its way to more 

and more applications. It is a good time to get familiarized with Biometric authentication. 

       Biometric is the science of identifying a person using their physiological or behavioral characteristics. Figure1 displays 

classification of biometrics based on physiological characteristics like  face, iris, hand, finger print, finger vein  and  behavioral 

characteristics like voice, signature, keystroke (put pressure while using keyboard) ,gait (a way person walk ) and mouse. 

 

 
Figure1.  Classification of Biometrics 

 

  In this paper, we propose an effective, reliable and low cost, user friendly biometric system based on finger vein patterns. It 

has gained popularity as it offers a reliable, robust and   high security for personal identification. Finger vein systems has become a 

pioneer over other traditional identification methods such as password, keys, secret codes, paraphrase, PIN (Personal Identification 

Number),OTP (One Time Password), and smart cards have struggled to meet convenience, anti-spoofing and high security 

mechanisms.  It removes all hassle associated with knowledge based ID, password and other token based or possession based 

authentication methods, making authentications or verification truly convenient experience.  
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   The rest of the paper is organized as follows:  Section 2 presents a brief survey of existing research work in the area of user 

identification and authentication using finger vein pattern. Section 3 presents finger vein authentication (FVA) methodology with a 

block diagram of the entire system, and also explains the necessity of ROI (Region of interest), image processing and feature 

extraction and matching using CNN. Section 4 elaborates the experiment and result analysis of the finger vein authentication 

system. The key conclusions from this work is summarized in section 5. 

 

II.  RELATED WORK: 

 As it is a well-known fact that the online environment is crowded with data from billions of smartphones, smart watches, 

sensors, cloud-based services and other IOT (Internet of Things) devices, that  leads to hacking threats from every direction. In this 

scenarios, user identification and authentication becomes difficult. Consumers are becoming more used to, comfortable and familiar 

with on-device biometrics. Fingerprint identification has been usually used in mobile phones like Samsung, iPhone, and Huawei or 

any android phone to defend economical safety and personal privacy. Now a day’s biometric research has become the hottest topic. 

Here we are presenting a brief survey of the related work in finger vein domain. Although the study of finger vein recognition has a 

shorter history as compared to fingerprint and face recognition, it has gained much attention over the last decade. 

Miura et al., (2004; 2007) has proposed two methods based on finger vein pattern for feature extraction are (a) repeated line 

tracking and (b) maximum curvature points. Since security is an important and crucial issue. Kumar and Zhou (2011) have 

investigated finger vein image based human identification. Wang, Li & Memik (2010). has applied finger vein patterns to safeguard 

secretive information stored in the consumer electronics devices like PDA (personal digital assistant, mobile phone and laptop. Wu 

& Ye. (2009). has examined finger vein credentials via Radon transform based statistical features and probabilistic NN classifier 

(neural network). However they have used too small a database to generate reliable inferences based on the strength of such 

features, where the noise is present in acquired   vascular patterns. 

Yang et al. (2014) the author's repeatedly-used Gabor filters in OC-based methods. Liu, & Song (2012) recommended a real-

time implanted finger vein recognition system for authentication on cell phones.  Kong & Zhang (2004, August) has offered the 

famous (CompCode) competitive code, in which a bank of Gabor filters was implemented to filter the palm image. Sun et al. (2005, 

June) has offered orthogonal line ordinal features method and then compared with the Gaussian filtered responses of two elongated, 

line-like image regions, which are orthogonal in orientation, and generates a one-bit feature code. Yang et al. (2013, June) 

recommended a cancellable bio-cryptosystem using non-invertible properties of finger vein biometric.  

Zhang, Ma & Han (2006, August) has extracted the curvelet based finger vein patterns and for classification they used a back 

propagation algorithm of neural networks. The performance from this approach is claimed very high but the key implementation 

details are missing in the paper. In 2011 Wu & Liu (2011) examined principal component analysis and the neural network for 

finger-vein pattern identification. Lu et al. (2014; 2013; 2017) explored finger vein authentication to secure IOT. They used HCOM 

(histogram of competitive orientation method) and Gabor responses for feature extraction. They also investigated the finger vein 

identification system with two cameras to improve the performance for posture variation effect. They also provided a detailed 

overview of some freely available finger vein databases for the research community in the biometric domain.  

Shareef, George & Fadel (2015) has investigated finger vein identification by applying HAAR Wavelet Transform method. 

Hong, Lee & Park (2017) experimented with VGG-Net-16 pre-trained in order to achieve finger vein-based user verification. 

VGG-Net-16 comprises 13 convolutional layers, 5 pooling layers and 3 fully connected layers. Qin et al. (2013) uses multi-features 

fusion based scale invariant feature transform (SIFT) techniques for finger-vein verification. Hoshyar et al. (2011) has used 

multilayer perceptron and attained a good accuracy of 93 % but this experiment was done only on 7 subjects and 14 test templates. 

Das et al. (2018) investigated capabilities of a CNN model containing five convolution layers and tested this architecture 95% 

accuracy with four publicly available databases. 

 

III.  METHOD AND MATERIAL  

From the extensive literature survey we can infer that the FVA (Finger Vein Authentication system) is proving to be one of the 

fastest, most accurate and reliable personal authentication systems with very less chances of forgery as it lies beneath the person's 

skin, has no aging effects, is contact less, has small image capturing devices, is convenient and universally accepted. 

In this section, we proposed a low cast, accurate, fastest and reliable vascular pattern based biometric system. Finger vein 

Authentication (FVA) works in two modes: Enrollment mode and verification mode. Figure 2 represents Finger vein 

Authentication phases. 

 
Figure 2.  FVA phases. 

In an enrollment mode, we initially need the finger vein image of a person captured from infrared or web camera and 

stored/enrolled in databases. During the authentication process, the finger vein image of a person is again captured for testing and 

the features (like minutiae, their location, and orientation) are extracted. These features are compared with the corresponding 

features in the database for associated respective ID. If there is a match then he/she recognized as genuine person and granted 

access to the system otherwise considered as imposter and access is rejected.  
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In general any finger vein identification and authentication system involves five major steps: image acquisition, ROI (region of 

interest), image pre-processing, feature extraction and feature matching Features will play an important crucial role in 

authentication of any individual. Figure 3 represented our proposed FVA Methodology. 

 

 
Figure 3.   Flow graph of FVA Methodology  

 

3.1 Image acquisition: The quality of the acquired finger vein image depends on the quality of the image capturing device, 

camera, and quality of sensor. Lightening of camera may cause an image either extremely darker or bright, distance between the 

finger and camera can cause optical blurring. In addition to that, the incorrect alignment or position of the finger can reduce 

authentication accuracy. So sometimes the guidance of the finger is also important for that reason it may happen like scattering 

because the human skin layer is not coherent. Some examples of finger vein scanner devices available in the market are shown in 

Figure 4. 

 
Figure 4.  Finger vein Scanner 

 

ROI (Region of Interest): One of the major problems that has to be addressed first is separation of unwanted region/background 

present in the image form the useful area of interest for image analysis. In order to achieve this, the images are cropped so that the 

information is taken mostly from the useful finger vein region. This process of finger vein identification involves ROI (Region of 

interest) detection using segmentation, edge detection, thresholding transformation. 

 

3.2 Thresholding transformation: Image thresholding is generally applied to gray level or color images. Thresholding 

transformations are particularly useful for segmentation, in which we want to isolate a region of interest (veinous finger image) 

from a background (non veinous finger image). Thresholding can be classified as: (a) Global Thresholding and (b) Local 

Thresholding. In global thresholding, we need to choose one threshold value for the entire image, which is often based on the 

estimation of the background level from the intensity histogram of the image. It is well known as a point processing operation. 

These methods are used to automatically reduce a gray level image to a binary image. In Local threshold: the purpose of the local 

thresholding method is to automatically specify a threshold value T, If  the pixel values below T are considered as background and 

the values above T are considered as foreground and vice versa. A simple method would be to choose to mean or median value all 

the pixels in the input image.   

 

3.3 Image enhancement: In image preprocessing, several characteristics of the image are modified so that useful information is 

exploited for better vision and analyzed for better interpretability. The quality of image can be enhanced by various method such as 

sharpening, contrast stretching, histogram equalization, using linear and nonlinear filters, and de blurring the image by noise 

removal and handling the distortion caused by transformation such as rotation, scaling, orientation. 

 

3.4 Feature extraction and feature matching: The feature extraction method can be categorized into three groups namely: (a) 

Vein pattern based method: The vein pattern based method have been explore in following ways: repeated line tracking, maximum 

curvature, mean curvature, Gabor filter, and region growth and modified line tracking method. In this method, initially the Vein 

patterns are segmented then the geometric shape or topological structure of the veins pattern is used for feature matching. 

(b)Dimensionality reduction method: Dimensionality reduction based feature method usually transforms image into low 

dimensional space for classification. (c) Local binary pattern method (LBP): In transformation they keep discriminating 

information and remove noises. Local binary methods based on local area and the extracted features are used in binary format. 

Development of all these pre-processing methods and thereafter feature selection and extraction generally takes/consumes a lot 

of time. So the proposed system for finger vein identification involves implementation of convolutional neural network (CNN). In 

the pattern recognition field, finger vein detection is considered a complex part. Implementation of CNN in this area makes this 

complex task simple and easy. CNN is a variant of multilayer perceptron (MLP) that possesses built-in invariance. 
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IV.  EXPERIMENT AND RESULTS DISCUSSIONS 

DATABASE:  

 

For this experiment, we used 3816 finger vein images from the SDUMLA-HMT dataset. SDUMLA-HMT was collected during 

the summer of 2010 at Shandong University, Jinan, China. The finger vein images were enrolled by 106 volunteers including 61 

males and 45 females with age between 17 and 31.The device used to capture finger vein images is designed by Joint Lab for 

Intelligent Computing and Intelligent Systems of Wuhan University. In the capturing process, each  subject was asked to provide 

images of his/her index finger, middle finger and ring finger of both hands, and the collection for each of the 6 fingers is repeated 

for 6 times to obtain 6 finger vein images. The finger vein database is composed of 6×6×106=3,816 images. Every image is stored 

in “bmp” format with 320×240 pixels in size. The total size of our finger vein database is around 0.85G Bytes.  (Lu, Y 2013; Yin. 

2011, December). 

 

4.1 Experiment 1: ROI 

Finger veins have been emerged as an effective biometric for personal identification in recent years.  However, finger  vein  

images  are  easily  influences by  image  translation,  orientation,  scale,  scattering,  finger  structure, complicated  background,  

uneven  illumination, humidity,  temperature, finger pressure, and  collection  posture,  All  these  factors may  contribute  to  

inaccurate  region  of  interest  (ROI)  definition,  and  so  degrade  the performance of finger vein identification system. To 

improve this problem, we worked on the finger vein ROI detection method. To identify ROI accurately, our proposed algorithm 

consists of three steps are: (a) Segmentation (b) Orientation correction and (c) ROI detection. 

A ROI is a portion of an acquired finger vein image that we want to use as a region of interest, i.e. veinous finger image for 

further image preprocessing operation such as filtering. In order to get more accurate finger region, we first removed false 

backgrounds (i.e. unwanted finger region) from veinous finger vein region and estimate correct orientation angle for orientation 

correction caused by posture variation. As finger vein ROI are sensitive to finger position variation. 

In our work we use a combination of thresholding as well as edge detection method for segmentation. We define ROI by 

creating a binary mask which is a binary image that is the same size. We set an automated threshold value using image batch 

processing concept for the entire dataset images. When the image pixel value is greater than the selected threshold, it will be 

chosen/ considered as a useful finger vein region and rest all other pixels set to 0 as background unwanted finger region were 

eliminated. The equation of Thresholding transformation given by equation (1) and Figure 5 depicts the creation of regions of 

interest. 

Thresholding Transformation:  𝑠 = {
1, 𝑟 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑
0, 𝑟 ≤ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

                                                            (1) 

 

 

 
Figure 5.  Creation of ROI 

Our aim is to find the upper and lower finger edges, hence we applied a canny edge operator on the selected finger region. It can 

detect the outlines or boundaries of the finger. Then we find the boundaries closest to the horizontal center line by taking the 

Laplacian of the image. The  width  of  the  finger  region  was  then  obtained  based  on  the  maximum  and  minimum abscissa 

values of the finger.  A  Canny operator with a locally adaptive threshold was applied to get the single pixel edge of the finger. 

Hough transform is used to extract the binary edge image. The result of edge detection method using Sobel, Prewitt and Canny 

operator is shown in figure 6.  

 

 
Figure 6.  Edge detection of finger vein image 

 

 To remove, false background caused by uneven illumination, scattering, and improper image capturing of finger at the time of 

collection, from the segmented finger vein image. We used binarization of an image. To delete wrong middle edge points, we used 

http://www.jetir.org/


© 2022 JETIR October 2022, Volume 9, Issue 10                                                     www.jetir.org (ISSN-2349-5162) 

JETIR2210307 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c813 
 

a single linkage clustering algorithm. After that using a least-squares estimation (LSE) method, we calculated orientation angle and 

employed it for orientation correction. 

Assuming  the  line  function  of  the  finger  is  described  by  y = Kx+ b  ,  then  the parameters can be directly derived 

according to least-squares estimation (LSE):   

𝑘 = ∑ (𝑥𝑖 −  �̅�)(𝑦𝑖 − �̅�) ∑ (𝑥𝑖 −  �̅�)2𝑛
𝑖=1⁄𝑛

𝑖=1        (2) 

 

                                     𝑏 = 𝑦 − 𝑘�̅�                                              (3) 

 

                                    �̅� =
1

𝑛
∑ 𝑥𝑖

𝑛
𝑖=1                    (4) 

 

           �̅� =
1

𝑛
∑ 𝑦𝑖

𝑛
𝑖=1                (5)  

 

Where 𝑥𝑖  = 1, 2,.., n,   𝑦𝑖  = 1,2,...,n .  Hence, the corrected orientation angle between X-axis and the estimated line can be 

computed as follows:  

  

𝜃 = {
−arctan (𝑘), 𝑘 < 0

arctan (𝑘), 𝑥 ≥ 0
 

 

Finally a useful ROI is detected based  on  searching  the  reference  line with  variation of finger width in  the  second  knuckle  

of  the  finger. The reference line is derived  from  the  vertical  projection  of the block  image  cropped from  the  segmented  or  

orientation corrected image. Algorithm1 presents the instruction for creation of ROI from finger vein image.  

Algorithm1 for ROI:  

Input:  User Finger vein image as input (I).Expected Output: Return ROI image of finger area (Ir). 

Step1:   Remove borders from user vein image (I). 

Step2:   Iboundary = CannyEdgeDetector(I ). 

Step3:   ITh = AutomatedThresholding(I ). 

Step4:  Use ITh(x,y) = ITh(x, y)(AND(NOT(Iboundary(x,y)))) at each pixel (x,y) to remove the boundary  from ITh. 

Step5:   Extract all components from ITh by using 8-neighborhood connectivity algorithm. 

Step6:   Remove small size components. 

Step7:   Except remaining component   pixels, set all other pixels as background pixels. 

Step8:   Ir = I. 

Step9:   Ir (background pixels) = 255  

Step10:  Return ROI image Ir. 

 

Figure 7 demonstrated a glimpse of simulation results of creation of region of interest of finger vein dataset. 

 

 

 
Figure 7. Simulation result of region of interest (ROI) on finger vein images 

 

 

4.2 Experiment 2: 

 Our next objective is to enhance the quality of image for improved visualization, understanding and interpretation of image 

analysis. So it highlights the specific detail information hidden in an image. Some standard preprocessing techniques are (a) 

removal of noise (b) contrast enhancement (c) de-blurring image (d) image filtering (e) image sharpening and (f) Image smoothing. 

In our work we tried to remove four different kinds of noises namely: Gaussian Noise, Salt and Pepper noise, Poisson noise and 

Speckle noise present in an image via  implementing eight different filters such as: min, max, mean or average, median, Gaussian, 

Weiner, ordered and sharpen filter  on our finger vein images.  All simulation tasks are carried out on MATLAB R2019a using 

SDUMLA-HMT Database. Comparison of application of various types of filters is depicted in Table1.  
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The graphical presentation of table1 is demonstrated in figure 8 and 9. For the evolution of performance measurement, we use 

the SSIM (Structural similarity index measure), MSE (Mean Square Error), SNR (signal to Noise ratio) and PSNR (Peak Signal to 

Noise ratio) metrics. The MSE and PSNR can be calculated according to formula as follows:  

 

𝑀𝑆𝐸 =
1

𝑀𝑁
∑ ∑ [𝐼(𝑖 , 𝑗) − 𝑘(𝑖 , 𝑗 )]2𝑛−1

𝑗=0
𝑚−1
𝑖=0   

𝑃𝑆𝑁𝑅 = 10 log10 (
𝑀𝐴𝑋2

𝑀𝑆𝐸
) 

The higher the value of PSNR and lower MSE value, represents better quality of image. We can clearly conclude that the 

Wiener filter outperformed over its peer group of all the filters. 

 

 

 
Figure 8. Comparison of PSNR on Finger Vein Database 

 

 
Figure 9. Comparison of MSE on Finger Vein Database 
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4.3 Experiment 3:  

A finger vein authentication CNN model consists of an input layer, output layer, as well as multiple hidden layers. The hidden 

layers of a CNN typically consist of convolutional layers, normalization layers (ReLU), pooling layers and fully connected layers. 

Examples of a finger vein authentication CNN depicted in Figure 10. 

 
 

Figure 10. CNN for Finger Vein Authentication. 

 

The overall objective of this set of experiments is to develop the CNN (Convolutional Neural Network) architecture for user 

authentication tasks. We implemented a transfer learning approach. Design an effective CNN model in order to extract features for 

feature matching with enrolled images for the finger vein authentication system. CNN is an influential machine learning technique 

from the deep learning province. It is a well-known fact that a collection of large divergent images is required to train CNN models. 

The larger the collection, the richer the features that CNN learns. These features often outperform as compared to HOG (Histogram 

of oriented Gradients), LBP (Local Binary Pattern) and SURF (Speeded up Robust Features).  

 

Simulation of this experiment is carried out in MATLAB R2021b.The entire process is explained as follows: (a) preparing the 

dataset (b) Uploading the dataset images (c) Partition the data set into training and testing dataset (c) Loading popular pre-trained 

CNN models for training (d) Replace the task specific feature learnable layer (e) Image augmentation (f) Training the model (g) 

Testing for validation. 

 In this experiment, we have implemented nine different CNN models such as Alex net, Google net, Shuffle net, Squeeze net, 

Efficient net, Resnet101, Dense net 201, Mobile net and NAS net model on SDUMLA_HMT dataset. We partitioned  the dataset 

into two parts:  70%  finger vein images for training  and 30% finger vein images  for testing  where the maximum number of the 

epoch equal to 6 and the mini-batch size equal to 267, maximum iteration=1602, learning rate is 0.0003. After training, the 

networks can identify the person’s finger vein and display the predicted label and prediction probability for the images in the 

dataset. Table2 and Figure11. Demonstrate the outcome of comparative analysis of FVR (Finger Vein Recognition) of nine popular 

CNN models with splitting of dataset in ratio (70:30) for training and testing dataset in terms of accuracy in percentage and time in 

minutes. 

 
 

 
Figure 11. Comparison of FVR CNN (70:30) 

Now we again repeat the above experiment by  partitioning  the dataset into two parts:  80%   finger vein images for training 

(i.e. 3052 images) and 20% finger vein images for testing (i.e. 764 images) where the maximum number of the epoch equal to 6 
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and the mini-batch size equal to 305, maximum iteration=1830, learning rate is 0.0003. After training, the networks can identify the 

person’s finger vein and display the predicted label and prediction probability for the images in the dataset.  

Table3 and Figure12 demonstrate the outcome of comparative analysis of FVR (Finger Vein Recognition) of nine popular CNN 

models with splitting of dataset in ratio (80:20) for training and testing dataset in terms of accuracy in percentage and time in 

minutes. 

 

 

 
Figure 12. Comparison of FVR CNN (80:20) 

V.  CONCLUSIONS: 

In this paper, we proposed ROI method to eliminate false background caused by uneven illumination, humidity and posture 

variation caused by image translation scattering, orientation, and pressure one puts while capturing the finger vein image for 

identification and verification of individuals. We have used the LSE method to correct its orientation. Then in the second 

experiment we performed image pre-processing/enhancement operation for better visualization analysis of finger vein by removing 

the noise which is inevitable itself while capturing by imaging devices or camera. We conclude that the Wiener filter performed 

excellently in its peer group of 8 different filters supported by the standard metric such as SNR, PSNR, MSE and SSIM. Finally, in 

the third experiment, we have used nine popular CNN models to leverage the power of CNN. It saves a huge amount of time and 

effort as a feature extractor and for verification of persons.  However training a CNN with a large set of divergent images is not an 

easy task. The experiment is performed on MATLAB R2021b using the SDUMLA-HMT database. Analysis of accuracy scores 

and execution time required for personal verification exhibit the outstanding performance of Resnet101 with the 97.64% accuracy 

over other networks. 
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