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Abstract :  Semantic search over encrypted data is a key task for secure information retrieval in the public cloud. Queries and search 

results are flexible as it aims to provide search services for any word. Existing semantic search schemes rely on predictive results 

from predefined keywords to validate search results from the cloud and do not support verifiable search. Also, the query is expanded 

to plain text and  exact matching is done using expanded semantic words. Predefined keyword with limited precision. This post 

proposes a secure and verifiable semantic search scheme. For semantically optimal matching of ciphertexts, we formulate a word 

transfer (WT) problem that computes the minimum word transfer cost (MWTC) as the similarity between a query and a document, 

and transform the WT problem into a  random linear programming (LP ) suggests a safe transformation that converts to  the problem. . 

Get encrypted MWTC. For verifiability, we examine the LP duality theorem  to design a verification mechanism that verifies the 

correctness of search results using the intermediate data generated in the matching process. Security analysis shows that our scheme 

can guarantee verifiability and confidentiality. Experimental results on two data sets show that our scheme has higher accuracy than 

the other schemes. 
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I. INTRODUCTION 

Cloud storage is becoming more and more popular in recent trends as it offers many advantages over traditional storage solutions.  

Cloud storage allows businesses to maintain their own data storage infrastructure rather than maintain it. , you can purchase the 

amount of storage you need from a cloud storage provider (CSP) to meet your storage needs. CSP can be used to handle all data 

maintenance tasks such as backup and restore. It also enables remote access to all data and optimizes operations across different 

locations. All these benefits enable businesses to significantly reduce operational costs by simply offloading business data to cloud 

storage. Beside these benefits that provided by the cloud storage, however, many security problems arise in cloud storage that 

prevent companies from migrating their data to cloud storage [7]. Due to the facts that cloud storage is usually hosted by third party 

provider other than the data owners and cloud storage infrastructure is usually shared among different users, data stored in cloud 

storage can be easily targeted by the masquerade attack [1, 8] and the insider data theft attack [9, 10]. These attacks threaten the 

data security and the data privacy of the stored data, as result, the data owners cannot rely on CSP to secure their confidential data. 

These attacks also induce the data owners to encrypt all their sensitive data such as the social security numbers (SSN), credit card 

information, and personal tax information before they can be saved in cloud storage. The encryption approach may have 

strengthened the data security of cloud data, but it has also degraded the data efficiency because the encryption will reduce the 

searchability of the data. Especially in cloud computing environments, it is inconvenient to download and decrypt all encrypted 

data from a remote cloud server before a user searches. Therefore, an efficient scheme to support retrieval of encrypted data in 

cloud computing will be very important before cloud storage becomes available to many enterprises. Recent research has proposed 

many schemes to enable keyword searches on encrypted data in cloud computing. The most common approach for these schemes 

is to index the keywords contained in each uploaded data file. The inherent scalability and flexibility of cloud computing is making 

cloud services popular and attracting cloud customers to offload storage and computing to the public cloud. Cloud computing 
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technology has made remarkable progress in both academia and industry, but cloud security is becoming one of the key factors 

limiting its progress. Incidents of data breaches in cloud computing, such as Apple's Fappening and Uber's data breach, are 

increasingly in the public eye. Fundamentally, cloud services should be trustworthy and honest, following defined protocols to 

ensure data confidentiality and integrity. Unfortunately, cloud server providers have complete control over their data and execution 

logs, which could lead them to engage in real-world fraud such as: B. Spying on sensitive data or performing erroneous calculations. 

Therefore, cloud customers should encrypt data and set up result verification mechanisms before offloading storage and compute 

to the cloud. 

II. LITERATURE SURVEY 

In this section, we review some previously proposed schemes to support keyword searches over encrypted cloud data, review 

previously proposed Wikipedia similarity matching techniques, and review content-based Solve your ad problem. Keyword 

Searching Against Encrypted Cloud Data Koletka and Hutchison, in his [2], created a proprietary data structure called a Secure File 

Object (SFO) to enable keyword searching against encrypted cloud data. I suggested. When the data owner uploads the data file to 

cloud storage, the client-side application creates her SFO, appends it to the encrypted data file, and then uploads it to cloud storage. 

Each SFO contains information describing the data file to upload. During SFO creation, the client-side application extracts the 

unique keywords from the data file you upload, encrypts them, and creates a list of encrypted keywords that is stored in the SFO. 

If the User wishes to search for a particular keyword, the User will send the Keyword to the Data Owner. Data owners calculate 

search power by encrypting keywords with the same key that was used to generate the list of encrypted keywords in SFO. The user 

can send the returned lookup function from the data owner to the cloud her server. If the list of encrypted keywords in SFO contains 

a search function, the cloud server will return an encrypted data file. Semantic search over encrypted data in this proposed Cloud 

Computing 5 SFO scheme will be implemented by the authors to provide simple keyword search over encrypted cloud data. The 

main drawback of the SFO scheme is that the scheme only supports keyword searches using the exact keywords as they appear in 

the data file. If there are typos in the keywords used to generate the search function, the cloud server will not be able to find the 

correct encrypted data file. To overcome the shortcomings of [2], Li, Wang et al. In [3], we proposed a “wildcard-based fuzzy set 

construction (WFSC)” scheme that enables fuzzy keyword searches over encrypted cloud data. The key concept behind WFSC is 

maintaining an index that covers all possible variations of a keyword within a defined edit distance. Instead of simply scrambling 

the keywords extracted from the data file, WFSC inserts wildcard characters into the keywords to expand each extracted keyword 

into a set of modified keywords. 

 

 

 

 

III. RESEARCH METHODOLOGY 

        

    1. System Architecture 

As shown in Figure 1, our system involves three entities: data owners, data users, and cloud servers. 

Data owners have a lot of useful documentation, but local machine resources are limited. So the owner is very willing to do her 

Initialize () to initialize the proposed schema. The owner obtains document F by encrypting it. Regarding cloud servers, our scheme 

is more efficient than the "semi-honest servers" used in other secure semantic search schemes [3], [4], [5], [6], [7]. Resist 

sophisticated security models. [8], [9]. In our model, rogue cloud servers return false or bogus search results and attempt to learn 

sensitive information, but do not maliciously delete or tamper with offloaded documents. Therefore, our secure semantic scheme 

should guarantee verifiability and confidentiality under such a security model. Regarding verifiability, we first reformulate the 

definitions of result forgery attacks and evidence forgery attacks in [24], and then apply game-based security definitions to analyze 

the verifiability of the proposed scheme in Section VII. adopted. Definition 1 (result forgery attack). A result forgery attack consists 

of a rogue cloud server trying to return incorrect search results to a user for some reason. Formally, q is any search term and C is 

the encrypted document. Then let T(C,q) be the correct search result and R(C,q) be the search result returned from the cloud server. 

In this attack, R(C,q) 6 = T(C,q). 
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            Fig 1 : The system architecture of our secure verifiable semantic searching scheme. 

 

 

 

1.1 PROPOSED METHOD 

The proposed scheme formulate the Word Transportation (WT) problem and propose a secure transformation technique to transform 

WT problems into random Linear Programming (LP) problems for obtaining the encrypted minimum word transportation cost as 

measurements between queries and documents. For supporting verifiable searching, we explore the duality theorem of LP and 

present a novel insight that using the intermediate data produced in the matching process as proof to verify the correctness of search 

results.  

 

1.2  Advantages 

 

 The trials results show that the delicacy of our proposed scheme is better than that of other schemes.  

 The results demonstrate the effectiveness of our secure verifiable semantic searching scheme grounded on word 

transportation optimal matching.  

 The delicacy of the proposed scheme using the description motifs is still advanced than that of other schemes. A reason 

is that the word transportation optimal matching is salutary to dissect the semantic relationship between the words and 

the significance of the distinction among words in long- text queries.  

 It's worth spending farther time to get advanced quest delicacy for the operations in practical scripts. Take the medical 

profile as an illustration, a correct particular medical profile of a case is essential and useful to help the croaker make a 

precise complaint opinion and health evaluation.  

 

1.3 Disadvantages 

 

 The traditional searchable encryption schemes demand that query words must be the predefined keywords in the 

outsourced documents, which leads to an egregious limitation of these schemes that similarity dimension solely base on 

the exact matching between keywords in the queries and documents.  
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 Scheme only verifies whether all the documents containing the extended keywords are returned to users or not, and needs 

users to rank all the documents for getting top- k related documents. thus, it's challenging to design a secure semantic 

searching scheme to support verifiable searching.  

 

 The being scheme is unfit to support semantic searching and introduces multiple rounds of communication between data 

possessors. 

 

                                      

 

IV. Conclusion 

We propose a secure verifiable semantic searching scheme that treats matching between queries and documents as a word 

transportation optimal matching task. Therefore, we investigate the fundamental theorems of linear programming (LP) to design 

the word transportation (WT) problem and a result verification mechanism. We formulate the WT problem to calculate the minimum 

word transportation cost (MWTC) as the similarity metric between queries and documents, and further propose a secure 

transformation technique to transform WT problems into random LP problems. Therefore, our scheme is simple to deploy in practice 

as any ready-made optimizer can solve the RLP problems to obtain the encrypted MWTC without learning sensitive information in 

the WT problems. Meanwhile, we believe that the proposed secure transformation technique can be used to design other privacy-

preserving linear programming applications. We bridge the semantic-verifiable searching gap by observing an insight that using the 

intermediate data produced in the optimal matching process to verify the correctness of search results. Specifically, we investigate 

the duality theorem of LP and derive a set of necessary and sufficient conditions that the intermediate data must meet. The 

experimental results on two TREC collections show that our scheme has higher accuracy than other schemes. In the future, we plan 

to research on applying the principles of secure semantic searching to design secure cross-language searching schemes. 
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