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Abstract :  A Wireless Sensor Network is composed of several wireless nodes that are dispersed and dedicated sensors that are 

physically positioned for monitoring the surrounding environment. Nowadays, wireless sensor networks are becoming part of almost 

every organization, whether it is the defense sector, banking, education, or other industries. In such an environment, we require data to 

be shared effectively and securely. The two main issues that need to be highlighted in Wireless Sensor Networks are the authentication 

of the nodes, i.e., the nodes that participate in the communication process need to verify their identities. Data communications security 

is the second issue to address. With the proposed concept, node authentication is performed by generating an authentication key based 

on the fingerprint SHA-256 code and the random image SHA-256 code of the node. As part of securing the data communication 

process, the secure authentication keys of the sender and receiver are used to create the communication key in conjunction with the 

concept of securing the data communication process. When compared with the previous research, the proposed concept has greater 

strength when validated using a variety of online and offline tools. 

 

IndexTerms – WSN ,Secure Communication, WSN Authentication. 

I. INTRODUCTION 

The wireless sensor network (WSN) measures environmental conditions such as temperature, sound, pollution levels, humidity, and 

wind by using spatially dispersed and dedicated sensors. A WSN can monitor air quality in a nearby city or industrial level at a power 

plant. 

 

Wireless sensor networks are used to monitor physical or environmental conditions, such as temperature and pressure. Modern 

WSNs are bi-directional, meaning they can collect data or enable control of sensors. The development of these networks was motivated 

by military applications such as battlefield surveillance. They've since become popular in the industrial and consumer sectors for 
applications like monitoring industrial processes and machine health. [1] 

 

Each node in a Wireless Sensor Network is equipped with a radio transceiver and a microcontroller, as well as sensors to detect 

changes in its environment, power sources, and other factors. Although microscopic dimensions have not yet been realized, sensor 
nodes can range in size from a shoebox to (theoretically) the size of a grain. [2]  

 

Sensor nodes can cost anything from a few dollars to more than a hundred dollars, depending on how complex they are. There are 

only so many things that the sensor node can have in order to be limited in size - energy, memory, computational speed, and 

communication bandwidth. There are a variety of topologies for wireless networks, from simple star networks to advanced multi-hop 

wireless mesh networks [2]. 
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Fig 1. Wireless Sensor Network 

 

II. LITERATURE SURVEY 

F. Z. Glory et. al. 2019 [3] proposed that a password be generated by a random combination of words and numbers as a method of 

authentication. A password is generated based on dynamic inputs such as the novel's favorite name, the number of grandmother's 
children, secret dates, etc. 

 

Shah Zaman Nizamani et.al 2017 [4] A text-based client confirmation conspire is proposed, which alters the secret phrase input 

strategy and adds a secret key change layer to the security of printed secret phrase plots. By using irregular decimal numbers to address 
alphanumeric secret key characters, the conspire opposes online security attacks, such as shoulder surfing and key lumberjacks. 

 

R. Menaka, et. al ,2020 [5] Current systems employ a variety of security measures, such as training data, to protect against attacks. 

However, these measures are insufficient because they are vulnerable to compromises. One way to overcome this problem is by using 

iterative isolating computation in conjunction with weighted information aggregation. This makes the system more robust and less 

likely to take on too much damage in an attack. 

 

Y. Al-Aali and S. Boussakta, 2020 [5] Lightweight cryptography: another part of cryptography focused on giving security to 

gadgets like wireless sensor networks (WSN), Radio-Frequency Identification (RFIDs), and other inserted frameworks. The elements 

considered in lightweight cryptography are circuit region, memory necessities, handling time, idleness, power, and energy utilization. 

This paper presents a conversation on common lightweight square codes for various performance levels, strength, pattern schemes, 

constraints, and applications including the NIST cycle 1 and 2 applicants. 

 

A. J. Chinchawade and O. S. Lamba, 2020 [6] Internet of Everything (IOE) could be replacing Internet of Things in the coming 

years. IOE includes a multitude of devices and sensors that are IoT related, individuals, communications between machines and devices 

through the Internet. While they share an Internet connection, they can have several purposes such as IoT sensors in buildings, medical 

care properties and even homes. Programmers use IOE to send large scale attacks with alarming consequences that may be difficult to 

stop without the proper security measures. This paper focuses on some of the security threats and authentication mechanisms in the IOE 
frameworks. 

 

M. H. Zaki et al 2017 [7] proposed a text-based secret phrase validation plot, but it is powerless against many forms of attacks. 

These include shoulder surfing, power animal attacks, and other related types of assaults, such as word reference attacks. Many practical 

based secret phrase confirmation plans exist, yet they are also costly in time and overall engagement for a business. In this paper, a safe 

example key based secret phrase validation plan that provides greater security using multiple example keys is proposed. This consists of 

client demands to input an enrollment number from the lattice into the design, register key qualities and guide values to the secret key 

and imitate qualities to the final secret word to spoof attackers. From that point onward, the client enters their graphical secret words in 

this design with already provided key qualities and adds fake digits to their final grouped word; this facilitates shoulder surfing 

protection because of high intricacy involved in deducing the key over 3 different levels: first from design then from key and finally 

from sham qualities. This mix creates a powerful procedure that does not burden human memory and enhances protection for those who 

do not have very little idea about passwords / passphrases in general - thereby providing them with increased safety from malicious 
aggressors. 
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III. PROPOSED WORK 
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IV. RESULT ANALYSIS AND IMPLEMENTATION 

 

The implementation is performed in Matlab and database is MS Access 

 

 
 

Fig 2. Implementation Form 
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Fig 3. Result Analysis Paper 1 
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Fig 4. Result Analysis Paper 2 

 

V. CONCLUSION 

The proposed concept allows node authentication to take place. The verification process includes the generation of the key by using 

a fingerprint that has been determined with SHA-256 and an image hash which has been obtained with SHA-256 as well. This is 

combined with securing the data communication process, in order for two nodes to communicate, validating the keys either online or 

offline are done to ensure there isn't any tampering performance. It is shown through various methods of validating that when compared 
against prior research, this proposed method has greater strength to it. 
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