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ABSTRACT  

Security operatives are faced with the challenge of maintaining and securing the territorial 

integrity of a nation through waterway surveillance. The high rate of piracy, kidnapping, oil 

bunkering and terrorist activities require effective communication network system for the 

monitoring ship. Due to inadequate resources in terms of funding; there is need for policies and 

effective surveillance measures to be put in place with the available resources. This research 

therefore focuses on 1. To enhance reliable communication that encourages good surveillance and 

2. To reduce the high cost of transmission in a wireless information communication system of 

monitoring vessels. The design of the wireless system is based on a single chip microcomputer. Its 

data acquisition and the information communication system are designed using the STM32C8T6 

chip with a small digital HT12E transmission module. The design programme of the 

communication system uses the modular design approach, while the software used was typically 

for wireless information transmission data acquisition. The outcome of the result indicates that 

the research method adopted in this work is reliable; it reduces the information transmission cost, 

the error probability and the anticipated network packet loss probability. The system has better 

information data storage and showed that efficient communication process can be guaranteed. 

Keywords: waterway surveillance; security; digital information communication; packet loss 

probability; information transmission costs; Marine vessels. 

INTRODUCTION  

The global challenges facing marine transportation and business transaction along the coastal 

lines calls for proactive measures to curb this monstrous menace. The exponential increase in the 

activities of sea pirates and terrorists poses disturbing scenario for the Maine vessels in Nigeria 

and other formation throughout the world. Maritime security and transportation can never be 

separated from information communication technology (Randan, et.al, 2017). There is evidence 

of national insecurity occasioned by unemployment, socio–political imbalance and 

marginalization which leads to the increase in sea piracy and militancy. This situation is 

occasioned by chronic corruption and bad leadership. There is insecurity on the waterways, life, 
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property and economic activities are paralyzed. Unfortunately, the increased piracy attacks and 

other criminal activities along the waterway were backed by the unguided claim of resource 

control agitators (Chilaka, 2014). 

II PROBLEM STATEMENT 

Since the pirates’ attacks are becoming more sophisticated with the use of modern weapons and 

information gadgets, there is need for an advanced information technology to be employed by 

navy and other marine vessel workers. The strategic value associated to the sea and resources 

there in normally increases the exposure to maritime security breaches of littoral nations. There 

is tendency of migratory criminal activities because the region is endowed with abundant living 

and non–living marine resources which can contribute to global economic prosperity. Some 

waterways in Nigeria is geographically situated with an added advantage for oil and gas supply 

due to its relative proximity to the world main energy consumers. Despite this prospect, there is 

constant manifestation of attacks on shipping sabotage of hydrocarbon infrastructure and marine 

resource theft. 

Despite these initiatives, the inability of the monitoring vessels to effectively checkmate the 

existing threats confirms the partial operation of existing maritime security frameworks and 

limited multilateral integration among maritime enforcement agencies. Good communication 

between monitoring ships will ensure improved surveillance and security. The acquisition of a 

sound and effective designed communication system on the ships and marine vessel will help to 

tackle the challenges of insecurity along the waterways. The Design of an operational dynamic 

information communication system for the vessels used by the monitoring ship will enhance 

efficient communication and ensure adequate security of the water ways (Chakrabarty, 2019). 

Marine communication between ships or with shores was done with the help of on board systems 

through shore station and Satellite. Ship to ship communication is carried out through VHF radio 

(Shahzad et al, 2016). 

The introduction of digital selective calling (DSC) with digital remote commands to transmit or 

receive distress alert, urgent and safety calls, or routine priority massages becomes a more recent 

innovation. Invariably, digital selective calling can be integrated with the VHF. A satellite service 

which is different from terrestrial communication system needs the help of geo–stationary 

satellite for receiving or transmitting signals where the range of shore bay station cannot reach. 

Most monitoring vessel does not deploy satellite communication system and may need an 

alternative communication device to effectively secure the waterways. The global maritime 

distress safety system (GMDSS) might not be available for patrol boats and multi role vessels to 

effectively perform the security function on the water ways, the boats or ships used by the 

monitoring vessel must have a functional communication bands. This will be able to cover the 

civilian, military HF, VHF, UHF, CMDS and SATCOM. The ships and boats can operate a dynamic 

wireless information transmission and communication system. This will reduce cost of 
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communication equipment in the sea and increase the applicability of wireless transmission 

module if well designed (Tao & sun, 2018). 

III MATERIALS AND METHODS 

In order to reduce the cost of signal transmission, the design is based on a single chip STM32CBT6 

microcomputer and wireless transmission module. The wireless system also comprises of triple–

terminal voltage stabilizing power source, receiving circuits, display circuits, data storage circuits 

and serial port circuits for programming. The programme involves modular design method which 

include; the design of wireless transmission, data acquisition/ reception of the wireless 

information and display circuits designed for digital visual assessment. Using STM32CBT6 single-

chip and HT12E small–powered wireless digital transmission module, the design of information 

gathering for monitoring ships and other marine vessel’s communication and wireless 

transmission system is assessed.  

 

 

 

Figure 1. Circuit diagram of wireless digital communication system. 

The design of the clock circuit involves articulate selection of frequency, modulation, power, 

signal propagation and reception technique (Barringuello & Sorsese Silva, et al, 2017). Using the 

minimum single–chip microcomputers STM32CBT6, the clock circuit, reset circuit and the 

interface are designed. 

 

http://www.jetir.org/


© 2023 JETIR January 2023, Volume 10, Issue 1                                                                 www.jetir.org (ISSN-2349-5162) 

JETIR2301300 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c798 
 

 

 

 

Figure 2. Clock design circuit for the wireless digital communication system. 

The wireless information transmission system of the ship contains a clock circuit. A crystal 

oscillator and two capacitors are used to form the on–chip oscillation mode. These oscillations 

are produced by a high gain Inverting amplifier in a parallel and series resonance to form a self–

oscillator and generate oscillatory pulses (Chao, Ken & Weigong, 2015). 

The reset circuit permits the crew to reset where the single–chip execution code is in error (Yibo, 

Yuhua & Hongliang, 2016). Since single-chip microcomputer is used in the vessel, a resistor, 

capacitor and  manual button are the single–microcomputer reset system. The reset system is 

completed by connecting the resistor at the single chip-microcomputer reset end with supply 

voltage VCC. This is controlled and used by the microprocessor supervisory circuits. 

To achieve an interface circuit of the wireless information transmission dynamic communication 

system of the ship, SCM J10 facilities are often made into elaborate interface facilities in which 

the single-chip microcomputers is designed. This can be connected to external devices such as 

A/D, LCD and LED. Harnessing the efficacy of the interface can lead to the expansion of the 

external storage devices such as the ship communication information memory. 

Unnecessary power surge may damage the transmission component, therefore, the 220V AC of 

the network is stepped down to 24V DC. With the presence of a capacitive filter, a stable DC 

voltage is produced for the dynamic vessel. Efficiency is achieved when the dynamic wireless 

system consumes lower power, steadily maintains reliable operation, and can easily 

transmit/receive correct data (SU & Huang, 2011). Achieving the system design requires the 
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extraction of the voltage directly from the ac load and this is realized by using the resistors 

subdivision.  The achieved voltage in the surveillance ship communication signal is separated by 

IL300 linear optocoupler and this stabilizes the voltage signal to 0 -5v DC. This process creates a 

stash voltage signal which transfers A/D conversion chip port and the voltage sampling port. The 

A/D converter is designed to convert the transmission current/voltage signals of the ship before 

passing through their respective sampling circuits.  

Using DDC316, the analog signals of wireless communication can be fed from any one of the 

channels of DDC316. The converted digital quantity is interpreted by the port. Frequency of MCU 

will be provided with secondary frequency regulation. 

There is need for memory circuit which will act as a data storage device for the vessel system. 

This will have a 12 bus interface, the reading and writing operations, SDA and the wireless 

transmission circuit is connected to P2 1 interface of the microcomputer. Ground level Pin is 

connected to the wireless transmission of the dynamic information communication system of the 

ship and 10v is needed in the external code of 8051 memory level output. 

The design of the data acquisition also involves the digital signals, the current micro converter 

and the voltage value. On the receiver, the wireless transmission vessel involves the reception of 

wireless data, SCM storage, data process and communication process. The major controlling 

system (SCM) includes the clocks rotation frequency interruption initialization and the 

communication port initialization. The major controlling system of the ship receives simulated 

information of the ship through wireless module, this keeps the simulated communication 

information with SCM. This is communicated with the host computer through RS232.  

To achieve a competent information transfer, the data acquisition module and the digital power 

metering–chip is initialized by the SPI serial port. The working mode and electricity parameter 

check is part of the initialization. The frequency of transmission, input impedance, the antenna 

gain, polarization and radiation pattern were considered (Sharma, 2019). By a single–chip 

microcomputer PIC, the metering can be reset and by gathering through the SPI serial interface, 

the information communication is passed to the PIC single chip Microcomputer where, the 

information communication is stored by the single–chip microcomputer. When data is sent, the 

PIC single–chip microcomputer will stop interpreting the information communication from the 

chip.                      
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Figure 3 Data transmission process for wireless communication syetem. 

The module for data acquisition receives information for the major controlling system through a 

wireless module and begins to relay the communicated information to the main control panel 

through the wireless module immediately the information is sent, the acquisition module ends. 

 

IV RESULT AND ANALYSIS 

Adopting the approach of Tao& sun (2018), a Dell OptiPlex 9020 host computer operating with 

windows 10 systems and USB 2.0 interface is used. The data file is MDS which is a product of C 

Make’s Products; External data which is connected for the ship wireless communication system. 

The outcome of the result shows that the average speeds of the vessel considering the terrestrial 

environment is 650KB/s giving the highest speed of 1.0MB/s. The average input speed is 360KB/S 

given the highest speed of 520kb/s. 

The result was verified to keep it closer to the actual use as a wireless digital communication 

system for ship. The test of the system device conducted shows a good operation of the 

equipment. 30 – 200 bytes of information were used to conduct test during transmission.  

For the limited access for the testing, the wireless module is Nrf24101 of 1.1km module – HUB360. 

The weather was clement and between 2-100c, GPS was used and the positioning accuracy in 

30m. The system transmits the information via the wireless transmission module through the 

receiver at a specified location and the recorded information is stored. The wireless digital system 

of the ship is based on SCM, data loss and retransmission applied to carry out the information 

transfer. 
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A retransmission and good transmission of data required less data loss. 

                    

                             ꝏ 

 E [r (K)] = ∑ Kph (1-ph) k-1                                                                                                                 
 

                       K-1                                                                                                  1 

 

The above equation expresses a single transmission success rate of digital information system of 

marine vessel. 

Table1. The transmission expectation is demonstrated in the table below 

Ph     E Expectation Number of 
Experiment 

Experiment 
time/minute 

0.6 1.5510 5 3 

0.5 1.7618 5 3 

0.4 1.8824 5 3 

0.3 1.9979 5 3 

    

 

The readings from the above table indicate that; where there is stable network, a better 

retransmission time of a single data packet to complete the ship digital communication becomes 

reliable. When the loss data-packet rises; the anticipated values of the data recovery of the 

wireless sensor node increase rapidly. 

Therefore, the transmission cost is expressed mathematically as; 

L = R (Llink + LNACK) + (R+1)Llength  Nakajima et al (2015).                               2 

Where; Llength represents the total length of data to be transmitted in the ship’s digital 

communication,  Llink represents the connected data frame length, LNACK, represents the NACK 

frame length while R represents the anticipated retransmission times. Considering a fixed packet 

loss rate, the total length of the wireless transmission of data for vessels can equally be expressed 

as length, thus the cost is given by; 

L’ = (1 =+ Llength/L pcket) q     Llink + L pcket. (1+ q) =+ (Llength/Lpcket) q L’ NACK.            3         

Critically analysing equation 3, Lpcket represents the length of each data packet of initial processing 

modes of naval digital information communication and LNACK represent the length of frame and q 

is the packet loss which is given by (1-ph). From the research, the transmission cost (MB/S) for the 

same length when the network packet loss is varied was recorded. Using loss rate of 5%, 10% and 

5%, the FPGA + DSP design method was chosen. The test considered the length of every packet 

of 80B with 40 data packets. 
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The test indicates that when a network packet loss rate is less than 5% and the data number for 

transmission of ship’s digital information is small, there is little or no difference in the reliability 

of the transmission of communication system using FPGA+DSP. When there is increasing number 

of packets to transmit communication, network packet loss rate increases. The data selection 

retransmission process in this research gives greater advantage over the FPGA+DSP method of 

wireless digital communication transmission system. 

With this research design for the surveillance ship digital communication system, more data 

packet can be better transmitted with minimal transmission cost. It will position the 

communication system of the ship to accommodate more data and harness more information for 

adequate policing and effective security check. The research used 80B as the transmission test for 

the ship transmission system with the test result shown in the table 2 below. 

 

TABLE 2. TEST RESULTS OF TOTAL TRANSMISSION COST OF MARINE VESSEL DIGITAL 

COMMUNICATION. 

TRANSMISSION 
DATA/B 

TOTAL 
TRANSMISSION  
COST B 

NUMBER OF 
EXPERIMENT 
/TIME 

DURATION  

400 
800 
1800 
3000 

304 
610 
1380 
4826 

8 
8 
8 
8 

2 
2 
2 
2 

 

TRANSMISSION 
OVER HEAD (MB/S) 

q =10% 0 5000 7500 8,50
0 

1000
0 

1100
0 

1300
0 

16,00
0 

17000 

 q =20% 0 4500 6000 5,50
0 

6000 8000 1150
0 

13,00
0 

16000 

 q =50% 0 3000 3500 5000 5000 7000 9000 11,00
0 

14000 

NUMBER OF 
PACKETS /NUMBER  

q =10% 0 10 20 30 40 50 60 70 80 

 q =20% 0 10 20 30 40 50 60 70 80 
 q =50% 0 10 20 30 40 50 60 70 80 

RESULT OF THE RESEARCH  

TRANSMISSION 
OVER HEAD (MB/S) 

q =10% 0 2,800 3,50
0 

4,50
0 

6,000 8,000 9000 10,00
0 

12,500 

 q =20% 0 2,000 3,00
0 

3,00
0 

5,000 6,500 7000 8000 10000 

  q =50% 0 18,00
0 

2,50
0 

3,00
0 

4,000 5,000 6500 6500 8000 
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FRGA + DSP METHOD – MEASUREMENT 

 

 

Table Difference between research method and the existing method 

The test result is synonymous with the obtained simulation result. 

The cost of transmission of 3000 B of monitoring ship digital communication information data 

with this research is 4826B. Comparing it with the FPGA +DSP, the cost is higher with a value for 

40 data packet of 80B which is 18706B. 

The research shows that the average packet–loss probability is usually a constraint in the wireless 

communication transmission naval ship digital communication data. The research also shows that 

the packet–loss does not increase with the increase in the number of data packets of ship digital 

communication, here we realize that the highest packet–loss is less than 10% and then ensure 

that the complete Wireless transmission of digital communication is achieved. 

Looking at the transmission error rate which is the sign of accuracy established in the transmission 

of information at the specific time, it will be easy to contrast the outcome of this research with 

already used method in earlier study. The expression are calculated as  

Transmission error Rate= Transmission error/total transmission codes *100 

Analysing the result; the transmission error rate systematically increases though not stable but 

the performance of the information transmission is not good as seen in the earlier research. In 

NUMBER OF 
PACKETS /NUMBER 

q =10% 0 10 20 30 40 50 60 70 80 

 q =20% 0 10 20 30 40 50 60 70 80 
 q =50% 0 10 20 30 40 50 60 70 80 

NUMBER OF 
PACKETS 
/NUMBER 

  0 10 20 30 40 50 60 70 80 90 

NETWORK 
PACKET 
LOSS RATE 
% 

LITERATURE 
METHOD 

0 14 28 36 48 56 68 76 82 94 

NETWORK 
PACKET 
LOSS RATE 
% 

RESEARCH 
METHOD 

0 8 10 14 16 18 20 22 26 30 

NUMBER OF 
PACKETS 
/NUMBER 

 0 100 200 300 400 500 600 700 800 

TRANSMISSION 
ERROR 
RATE% 

LITERATURE 
METHOD 

0 20 32 44 36 40 38 50 70 

TRANSMISSION 
ERROR 
RATE% 

RESEARCH 
METHOD 

0 10 12 14 16 18 18 20 22 
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this case the transmission error rate cannot be predicted. This research shows a transmission 

error rate that is low with good data storage which is completed when transmitted to the 

receiving end with excellent performances. 

CONCLUSION 

The research focused on using the STM32CBT6 single chip microcomputer and HT12E small 

powered wireless digital transmission module. The emphasis was focused mainly on using a single 

micro–chip computer to design a wireless digital information transmission Communication 

system which will be more efficient for surveillance ship information communication system. 

Due to financial constraint and inadequate funding for the entire surveillance operation, the 

hardware and software used for the system is very economical with good data storage and 

information transmission is very efficient. Surveillance systems can adopt this digital 

communication approach to improve the efficiency of their information gathering and data 

storage. The readings from the wireless digital communication system experimented in this 

research is reliable and stable with little or no transmission error rate. The operating modules are 

very simple and reduce its operational cost. The packet loss probability is adequately controlled 

and it is very important in achieving a reliable system for surveillance vessels.  

REFERENCES 

Barriquello, C.H., Soarese Silva, F.E., Barnardor,D.P., Canha, L.N., Ramos, M.J., and Porto, 
D.S.(2017). Fundamentals of Wireless Communication Link design for Network Robotics. 
Retrieved from Intochopen.com/books/service-robots/fundamentals-of-wireless-
communication-link-design-for-network-robotics.Doi:10.5772/intechopen.69873. 

Chao, L., Ken, Q., and Weigong, Z. (2015). Design of a high Speed data transmission system based 
on PCIE bus master DMA code. Application of Electronic Technique, Vol. 41(a) pp 142-145. 

Charkrabarty, A. (2019). What Marine Communication systems are used in Marine Industry? 
Retrieved from marineinsight.com/marine-    nsvigation/marine-communication-systems-used-
in-the-maritimeindustry/. 

Chilaka, E. (2014). Piracy and National Security in the early 21st Century. African Journals Online. 
Retrieved from http://dx.doi.org/10.431/1hr.v14i/.3 

Nakajima,K., Sillard, P., Richardson, D., Li, M. J., Essiambre, R.J., and Matsuo, S. (2015). 
Transmission Media for an SDM-based Optical Communication System. IEEE, Communication 
Magazine. 53(2), pp44-51. 

Radan,A., Latifi M., Moshtaghie, M., Ahmadi, M., and Omidi, M. (2017). Determining the sensitive 
conservation site in Kola Ghazi National park Iran in order to manage wild life using GIS software. 
Environment Ecosystem Science. Vol. 1(2), pp13-15. 

Shahzad, A., Lee M., Xiong, N. N., Jeong, G., Lee, Y., Choi, J., Mahesar, A.W., and Ahmed, L. (2016). 
Intelligent and Smart-sensing approach for industrial system Automation and Transmission over 
unsecured wireless Network. Sensors. Vol.16 (3), P322. 

http://www.jetir.org/
http://dx.doi.org/10.431/1hr.v14i/.3


© 2023 JETIR January 2023, Volume 10, Issue 1                                                                 www.jetir.org (ISSN-2349-5162) 

JETIR2301300 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c805 
 

Sharma, L. (2018). System Design Tricks for Wireless communication. Retrieved from 
electronicsforu.com/technology-trends/system-design-tricks-wireless-communication. 

Su, W., and Huang, X, Y. (2011). A design of wireless Transmission System. Advanced Material 
Research. Vol.187, pp 621-624.  

Tao, L., L, and Sun, Z (2018). Designing Wireless Transmission systems for Dynamic Information 
Communication of Marine vessels. Journal of Coastal Research Vol.82, pp156-162. 

Yibo, C., Yuhna, Y., and Hongliang, W. (2016). Design and implementation of High Speed Data 

acquisition and Fibre-optical Transmission System. Application of Electronic Technique. Vol. 

42(10), pp73-76. 

 

 

 

   

 

http://www.jetir.org/

