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Abstract— Cloud computing is almost similar distributed computing over a network and means the power to 

run a program on many connected computers at the same time. The word is also, more commonly used to 

refer to network-based services which seems to be provided by real server hardware, which really are served 

up by virtual hardware, simulated by software running on one or more real machines. Such type of virtual 

servers do not physically exist and can therefore be moved around and scaled up or scale down on the fly 

without affecting the end user - arguably, rather like a cloud. Cloud computing is a model to achieve more 

reliable, on-demand access to a shared pool configurable computing resources. In cloud computing, IT 

related abilities are provided as services, accessible without requiring brief information of the underlying 

technologies, and with minimal management effort. It provides more efficient computing by centralizing 

storage, bandwidth and memory processing. Adopting cloud computing can result in both negative and 

positive effects on data security. This paper provides an overview of cloud computing, and discusses related 

security challenges. We emphasize that even there are many techniques that can improve cloud security, there 

are in present no one-size fits- all solutions, and future work has to undertake challenges such as service level 

agreements for security, as well as holistic schemes for insure accountability in the cloud.  
Keywords: Privacy and security; Cloud computing; formatting; security challenges; security strategies. 

 

I. INTRODUCTION  
The rapid development of the computer technology and network technology brings growing computing demands 

and storage demands. Many companies, organizations and individuals choose to outsource their computing 

demands and storage demands. Cloud computing and cloud storage are proposed to satisfy these requirements. 
 
Nowadays storing the data in remote servers (cloud environment) becomes natural and also essential. Cloud is a 

large shared resource pool and the users move towards them with respect to their needs. It offers amenities for 

data storage, data access and other computational capabilities in a reliable manner. But, security becomes the 

major concern for both cloud service provider and the clients who are using the cloud resources. Meanwhile, it 

reduces the 
 

Overhead of cloud users in maintaining their crucial data in a secured manner. But in those cases, the provider 

must ensure that their infrastructure is secure enough to protect clients’ data and its applications and the 

customer on the other hand, must be able to attest that the provider has taken proper security measures to protect 

their crucial information. Although cloud architecture has its own security. 
 
Integrity is the core process to ensure storage security in cloud. In case of compromise by service provider at any 

cost, entrusting cloud side is of no use. Also at the same time, data must not be tampered by cloud server. 
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Cloud computing is a computing model, where resources such as computing power, storage, network and 

software are abstracted and provided as services on the internet in a remotely accessible fashion. Billing models 

for these services are generally similar to the ones adopted for public utilities. [2] 
 
“Cloud” is a virtualized pool of computing resources. It can: 
 
• Manage a variety of different workloads, including the batch of back-end operations and user-oriented 

interactive applications.  
• Rapidly deploy and increase workload by speedy providing physical machines or virtual machines.  
• Support for redundancy, self-healing and highly scalable programming model, so that workload can be recover 

from a variety of inevitable hardware/software failure.  
• Real-time monitor resources usage, rebalance the allocation of resources when needed. [2] On-demand 

availability, ease of provisioning, dynamic and virtually infinite scalability are some of the key attributes of 

cloud computing. 

 

II. MODELS OF CLOUD COMPUTING  

Public Cloud  

IT activities/functions are provided “as a service,” over the Internet  

• Key features:  
–   Scalability  
–   Automatic/rapid provisioning  
–   Standardized offerings  
–   Consumption-based pricing.  
–   Multi-tenancy 

 
 

Hybrid Cloud: Hybrid Cloud means either two separate clouds joined together (public, private, internal or 

external) or a combination of virtualized cloud server instances used together with real physical hardware. The 

most correct definition of the term "Hybrid Cloud" is probably the use of physical hardware and virtualized 

cloud server instances together to provide a single common service. Two clouds that have been joined together 

are more correctly called a "combined cloud". [3] 
 
Private Clouds: Private clouds describe offerings that deploy cloud computing on private networks. It 

consists of applications or virtual machines in a company's own set of hosts. They provide the benefits of 

utility computing shared hardware costs, the ability to recover from failure, and the ability to scale up or 

down depending upon demand. [3] 

 

III. SERVICE MODEL OF CLOUD COMPUTING 
 

Software-as-a-Service (SaaS): Software as a service is software that is deployed over the internet and/or I 

deployed to run behind a firewall in your local area network or personal computer. This is a “pay-as-you go” 
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model and was initially widely deployed for sales force automation and Customer Relationship Management 

(CRM). [4] Platform-as-a-Service (PaaS): Platform as a service, another SAAS, this kind of cloud computing 

provide development environment as a service. You can use the middleman’s equipment to develop your own 

program and deliver it to the users through Internet and servers. [4] 

 

Infrastructure-as-a-Service (IaaS): Infrastructure as service delivers a platform virtualization environment as a 

service. Rather than purchasing servers, software, data centre space or network equipment, clients instead buy 

those resources as a fully outsourced service. [4] 
 
Hardware-as-a-Service (HaaS): According to Nicholas Carr, “the idea of buying IT hardware or even an entire 

data centre as a pay-as-you-go subscription service that scales up or down to meet your needs. But as a result of 

rapid advances in hardware virtualization, IT automation, and usage metering and pricing, I think the concept of 

hardware-as-a-service, let’s call it HaaS, and may at last be ready for prime time.” This model is advantageous to 

the enterprise users, since they do not need to invest in building and managing data centres. [4] 

 

IV. THE COMMON SECURITY ISSUE OF CLOUD COMPUTING 
 
4.1. Seven Security Issues of Cloud Computing Respectively by CSA and Gartner: Cloud Security Alliance 

(CSA) has published a white paper titled Top Threats to Cloud Computing by summarizing various security 

concerns of cloud computing in March, 2010 [7]. In this white paper, CSA has described seven security risks of 

cloud computing: 1) abuse and nefarious use of cloud, 2) insecure interfaces and APIs; 3) malicious insiders; 4) 

shared technology issues; 5) data loss or leakage; 6) account or service hijacking; 7) unknown risk profile. 

Gartner, a global authoritative IT research and analyst firm, has made a widespread investigation, and 

summarized seven security risks of cloud computing [8]: 1) privileged user access; 2) regulatory compliance; 3) 

data location; 4) data segregation; 5) recovery; 6) investigative support; 7) long-term viability. 
 
4.2. Three Parties’ Security Issues of Cloud Computing: We analyze the security risks of cloud computing 

from the perspective of customer, service provider and government as follows. 
 

• The security risks confronted by customers 
 
The security risks that customers need to confront in cloud computing environment include: 
 

1) The downtime of cloud computing environment that brings great depress to the confidence of customers 

cannot be avoided totally; 2) The leak of commercial secrets that means a nightmare for customer cannot be 

avoided totally; 3) How to face the privilege status of cloud service provider and the security concerns such as 

fault elimination, damage compensation and business migration etc.  
• The security risks confronted by service providers  
The security risks that service providers need to confront in cloud computing environment include: 1) How to 

assure the long-term secure operation of the cloud data center and isolate the fault to reduce its influence to a 

smallest extent are the security risks that service providers have to face with; 2) How to fight against the 

numerous and aggressive network hackers is a disturbing security problem; 3) For customers with various 

demands, how to effectively and securely manage these customers and identify and block the malicious 

customers is another unavoidable task.  
• The security risks confronted by government  
The security risks that government administrators need to confront in cloud computing environment include: 1) 

How to enhance the security protection of a mass-scale data center is one important concern; 2) How to securely 

manage the numerous and various scale cloud service providers; 3) How to evaluate and rank the security level 

of cloud service providers and the security credit of cloud customers, and publish the proactive alarm of 

malicious programs. 

 

V. PROBLEM DEFINITION  
The proposed scheme has four important features:  
1) it allows the owner to outsource sensitive data to a CSP, and perform full block-level dynamic operations on 

the outsourced data, i.e., block modification, insertion, deletion, and append,  
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2) it ensures that authorized users (i.e., those who have the right to access the owner's file) receive the latest 

version of the outsourced data,  
3) it enables indirect mutual trust between the owner and the CSP, and  
4) it allows the owner to grant or revoke access to the outsourced data. 

 

VI. NEED FOR RESEARCH Factors Affecting Cloud Model 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Security Challenges 

Cloud Servers are not fully trustable: 
 

Data Integrity  
Data could be corrupted or even deleted in the cloud. 
 

Data integrity in the Cloud system means to preserve information integrity (i.e., not lost or modified by 

unauthorized users). As data is the base for providing Cloud Computing services, such as Data as a Services, 

Software as a Service, Platform as a Service, keeping data integrity is a fundamental task. 
 
Furthermore, Cloud Computing system usually provides massive data procession capability. Herein, massive 

data means many Tera Bytes (TB) data or even Peta Bytes (PB) data in volume. The challenges for data integrity 

associated with data storage in the Cloud Computing system are as follows. Firstly, in terms of the current 

development of state for hard disk drivers (or solid state disks or tapes), their capacity increases are not keeping 

pace with the data growth. Therefore, to scale up the data storage in the Cloud Computing systems, vendors 

need to increase the population of hard drives (or solid state disks or tapes). This may consequently result in 

increased high probability of either node failure or disk failure or data corruption or even data loss. Secondly, 

disk drives (or solid state disks) are getting bigger and bigger in terms of their capacity, while not getting much 

faster in terms of data access. [3] 
 
Data Access control  
Data may be given access to unauthorized users. 
 
As the critical data is situated in the cloud provider infrastructure, the data may be changed without the owner’s 

consent. The modified information may then be retrieved and processed by the owner to make serious decisions. The 

authenticity of the information in this case is very essential, and therefore needs to be guaranteed. However, 

general standards to ensure data 

integrity do not exist. 
 
Need for Data Integrity Proofs. 

 Storing the data to the cloud provider




 Cloud provider may change or corrupt your data




 Client does not know about its confidential data




Auditing as a Service 

Checking On Retrieval is not adequate: 
 Not sufficient: random sampling cannot cover large size of data




 Not convenient: overhead is too high




 A service to check the cloud data integrity




 Conducted by a Third Party Auditor
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Why Third Party Auditing? 

 

  
A third party auditor can 

 Provide unbiased auditing results




 Benefit for both data owners and service providers




 Data Owners – be ensured data integrity




 Service Providers – Build good reputation




 Able to do a good job efficiently


 

 essional Expertise




 Computing Capabilities


 

VII. RESEARCH ISSUES 
 Privacy Preservation




Keep the data confidential against the auditor 
 Dynamic Auditing



 
                        Allow dynamic updates of data in the cloud 

 Batch Auditing


  

Combine multiple auditing tasks together to improve efficiency Architecture of 

3
rd

 Party Auditing  
Initialization: Data owner sends 1) encrypted data & verification tags to server, and 2) data 

index to auditor 
 Challenge: Auditor sends Challenge to cloud server




 Proof: Server responses with Proof




 Verification: Auditor verifies correctness of the Proof


 

VIII. COMPARATIVE STUDY OF DIFFERENT SYMMETRIC BLOCK CIPHERS There are so many 

symmetric block ciphers algorithms are there. The mostly used algorithms are AES, DES, 3DES, Blowfish, RC5 

and RC6. In this approach, there are so many options are there in choosing the most secure and speedy 

algorithm. 
 

Table 3.1: Comparison of algorithms based upon the four characteristics, [32]  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Here in this table, there are comparison of these algorithms in parameters of:  

Block size  

Key size  

Speed 
 

Security 
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