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Abstract: In recent years, the proliferation of ransomware attacks and emerging cybersecurity threats has posed significant 

challenges to critical infrastructure worldwide. This paper presents a comprehensive overview of cybersecurity measures aimed at 

safeguarding infrastructure from such threats. It explores the evolving landscape of ransomware attacks, including their 

sophisticated tactics and techniques, and discusses the potential impact on various sectors such as healthcare, finance, energy, and 

transportation. Furthermore, the paper delves into proactive defense strategies, including threat intelligence sharing, vulnerability 

management, network segmentation, and user awareness training. Additionally, it examines the role of advanced technologies such 

as artificial intelligence, machine learning, and blockchain in augmenting cybersecurity defences. Through a multi-layered approach 

encompassing prevention, detection, and response capabilities, organizations can effectively mitigate the risks posed by ransomware 

and emerging threats, ensuring the resilience and continuity of critical infrastructure operations. 

IndexTerms – Cybersecurity, Ransomware, Infrastructure Protection, Emerging Threats, Defense Strategies, Artificial 

Intelligence, Machine Learning, Blockchain. 

 

1. Introduction “ 

 

The modern world depends on a complex network of critical infrastructure systems. These systems, from power grids and water 

treatment plants to transportation networks and communication channels, form the backbone of our society. They ensure the smooth 

flow of essential services, keeping our cities lit, our homes powered, and our communication lines open [1]. 

 

However, this growing reliance has also created a vulnerability. As our infrastructure becomes increasingly interconnected and 

digitized, it presents a tempting target for cyberattacks. Malicious actors are constantly devising new methods to exploit these 

vulnerabilities, and one of the most prevalent threats comes in the form of ransomware. 

 

Ransomware attacks involve the encryption of critical data by attackers who then demand a ransom payment in exchange for 

decryption. These attacks can cripple operations, disrupt essential services, and even endanger public safety. In 2023 alone, according 

to the FBI's Internet Crime Complaint Center (ICCC), there were over 2,800 ransomware complaints filed by critical infrastructure 

organizations, resulting in reported losses of nearly $60 million [2]. This highlights the urgent need for robust cybersecurity measures 

to safeguard our critical infrastructure from these evolving threats. 

 

This paper will explore the current cybersecurity landscape and the specific challenges posed by ransomware attacks on critical 

infrastructure. We will then delve into various strategies and best practices for mitigating these risks and discuss the importance of 

staying vigilant against emerging threats. By understanding these challenges and implementing effective cybersecurity measures, we 

can ensure the continued resilience and reliability of the systems that underpin our daily lives. 

 

 

2. Introduction to Ransomware and Emerging Threats 

 

Ransomware has become a significant threat to individuals, businesses, and critical infrastructure alike. This section delves into 

the definition and different types of ransomware attacks, followed by an exploration of emerging cybersecurity threats. 
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2.1.1 Definition of Ransomware Attacks 

 

Ransomware is a type of malware designed to deny authorized users access to their data or systems (CERT Division, Software 

Engineering Institute, Carnegie Mellon University, 2023). Attackers achieve this by encrypting critical data, rendering it unusable 

until a ransom payment is made. These payments are typically demanded in cryptocurrency, making them difficult to trace (SonicWall 

Capture Labs Intelligence Team, 2023) [3]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.1.1:  Ransomware Attacks [4] 

  

 

2.1.2 Types of Ransomware Attacks 

 

There are several variations of ransomware attacks, each with its own methods and potential impact. Here are some common 

types: 

 

1. Lockers: This traditional type encrypts files on the victim's device, effectively locking them out. The victim is then 

presented with a ransom demand to regain access. 

 

Locker ransomware, a classic and widely used type, employs a brute-force approach. These malicious programs target the 

victim's device, encrypting its files using robust algorithms. This encryption essentially scrambles the data, rendering it 

unreadable and inaccessible to the user. Once the encryption process is complete, the ransomware presents a message on 

the victim's screen, often accompanied by a threatening tone. This message typically explains the situation, informs the user 

that their files are now encrypted, and demands a ransom payment in exchange for the decryption key. The ransom is usually 

requested in cryptocurrency like Bitcoin, making it difficult for authorities to track the transaction. This creates a sense of 

urgency and pressure for the victim, as they risk losing access to their valuable data permanently if they fail to comply within 

a specified timeframe [5]. 

 

2. Wiper Ransomware: Unlike lockers, wipers permanently destroy data, making recovery impossible even if the ransom is 

paid. This type of attack is often used to cause disruption and chaos rather than financial gain. 

 

Wiper ransomware poses a distinct threat compared to traditional lockers. Unlike lockers that encrypt data but potentially 

offer decryption upon ransom payment, wipers permanently destroy critical information. This renders data recovery 

impossible, even if the victim succumbs to the attackers' demands [6]. The primary objective of wiper attacks is not financial 

gain, but rather disruption and chaos. They can target critical infrastructure, such as power grids or transportation systems, 

causing widespread outages and potentially endangering public safety. Wipers are often employed in cyberwarfare or 

politically motivated attacks, aiming to cripple an opponent's infrastructure and operations. Due to the permanent data loss, 

wiper attacks can have devastating consequences, highlighting the importance of robust backups and disaster recovery plans 

to ensure essential services remain operational in the face of such threats. 

 

3. Ransomware-as-a-Service (RaaS): This model makes ransomware readily available to less technical attackers. 

Cybercriminals can rent out the ransomware tools and infrastructure, allowing them to launch attacks without extensive 

coding knowledge [7]. 

 

Ransomware-as-a-Service (RaaS) has significantly lowered the barrier to entry for cyberattacks, particularly ransomware 

campaigns. This model operates similarly to a software subscription service, where cybercriminals with limited technical 

expertise can rent out the infrastructure and tools needed to launch ransomware attacks. RaaS providers typically offer a user-

friendly interface, pre-configured exploits, and customer support, essentially commoditizing the process of deploying 

ransomware. 

This ease of access has democratized destruction, empowering individuals with minimal technical skills to become active 

participants in cybercrime. RaaS marketplaces often operate on the dark web, offering various ransomware strains, pricing 

models (e.g., subscription-based, revenue sharing), and even target selection options. This commoditization of ransomware 

attacks has fueled a surge in their prevalence and complexity, posing a significant threat to individuals, businesses, and critical 

infrastructure alike. 
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4. Maze Ransomware: This infamous example targeted critical infrastructure and healthcare organizations, highlighting the 

potential for significant disruption beyond individual data loss. 

 

Maze ransomware, first identified in 2019, gained notoriety for its targeted attacks on critical infrastructure and healthcare 

organizations. Unlike traditional ransomware focused solely on financial gain, Maze also threatened to leak stolen data if 

ransom demands weren't met. This included sensitive patient information, operational data for power grids, and internal 

communications, potentially causing immense disruption beyond data encryption [8,9]. The Maze group's ruthless tactics 

extended to exploiting vulnerabilities in victims' networks to move laterally and compromise additional systems, 

maximizing damage [10]. While the group reportedly disbanded in late 2020, the Maze incident serves as a stark reminder 

of the devastating consequences of successful ransomware attacks, highlighting the critical need for robust cybersecurity 

measures and data protection strategies, particularly for organizations managing essential infrastructure and sensitive data. 

 

These are just a few examples, and new ransomware variants are constantly emerging. 

 

2.1.3 Emerging Cybersecurity Threats beyond Ransomware 

 

While ransomware continues to pose a major threat, the cybersecurity landscape is constantly evolving. Here's an overview of 

some emerging threats demanding attention: 

 

1. Supply Chain Attacks: These attacks target vulnerabilities in the software supply chain to gain access to critical systems 

downstream. By compromising a widely used software component, attackers can potentially infect a large number of users 

[11]. 

 

2. Weaponized AI: The potential use of artificial intelligence (AI) by attackers to automate and amplify cyberattacks is a 

growing concern. AI could be used to identify vulnerabilities, personalize attacks, and launch them at a much larger scale 

[12]. 

 

3. Quantum Computing: While still in its early stages, quantum computing poses a potential risk to current encryption 

standards. As quantum computers become more powerful, they could potentially break the encryption used to protect 

sensitive data [13]. 

 

By staying informed about these emerging threats and implementing robust cybersecurity measures, individuals, businesses, and 

critical infrastructure operators can significantly improve their resilience against cyberattacks. Here are some additional points to 

consider: 

 

 Importance of Security Awareness: Educating employees about cybersecurity best practices like strong password 

management and recognizing phishing attempts is crucial in preventing initial infection points. 

 

 Continuous Monitoring and Updates: Regularly monitoring systems for vulnerabilities and applying security patches 

promptly helps mitigate risks before attackers exploit them. 

 

 Backup and Recovery Strategies: Having a reliable backup and recovery plan allows organizations to recover data quickly 

in the event of an attack, minimizing downtime and potential financial losses. 

 

 Collaboration and Information Sharing: Collaboration between government agencies, security vendors, and industry 

leaders is essential for developing effective defenses and sharing threat intelligence to stay ahead of attackers. 

 

 Investment in Cybersecurity: Investing in security tools, technologies, and expertise is vital for organizations to build 

robust defenses and respond effectively to cyber threats. 

 

By adopting a proactive and layered approach to cybersecurity, we can create a more secure digital environment for everyone. 

 

 

3. Impact on Critical Infrastructure: Ransomware's Devastating Reach 

 

Ransomware attacks pose a significant threat to critical infrastructure, disrupting essential services and potentially endangering public 

safety. Here's a breakdown of the consequences across various sectors, along with specific case studies: 

 

Case Studies and Examples: 

 

 Healthcare: In 2021, a ransomware attack on Universal Health Services (UHS), a large US hospital chain, forced them to 

delay surgeries and divert ambulances [14]. This highlights the potential for ransomware to disrupt critical healthcare services 

and endanger patient lives. 
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 Finance: In 2020, a ransomware attack on Travelex, a leading foreign exchange company, disrupted money transfer services 

across 30 countries [15]. This demonstrates how ransomware can impact financial institutions and disrupt global financial 

transactions. 

 

 Energy: In 2020, a cyberattack targeted a natural gas facility in Florida, potentially disrupting energy supplies [16]. This incident 

highlights the vulnerability of energy infrastructure and the potential consequences of successful cyberattacks. 

 

3.1 Consequences of Ransomware Attacks on Critical Infrastructure: 

Table 3.1 Consequences of Ransomware Attacks: 

 

Sector Potential Consequences 

Healthcare  Delayed surgeries and medical procedures 

 Disruption to critical medical equipment  

 Potential loss of patient data 

Finance   Disruption of financial services like money transfers  

  Operational downtime for banks and financial 

institutions 

 Loss of financial data and potential fraud 

Energy  Power outages and disruptions to energy supplies  

 Damage to critical energy infrastructure  

 Potential environmental hazards 

Transportation  Grounding of flights and disruption to air travel 

 Disruption to public transportation systems  

 Traffic congestion and economic losses 

Other critical Infrastructure  Disruption of water treatment and supply  

 Communication outages and internet disruptions  

 Loss of public trust and safety concerns 

 

Overall, ransomware attacks on critical infrastructure can have cascading effects, impacting entire communities and causing 

significant economic and social disruption. 

 

4. Evolving Tactics and Techniques: The Cybercriminal's Toolkit 

 

Cybercriminals are constantly refining their tactics and techniques, making it crucial for defenders to stay informed. Here's an 

exploration of some evolving trends: 

 

1. Increased Sophistication: Attacks are becoming more sophisticated, leveraging social engineering techniques like spear 

phishing emails and exploiting zero-day vulnerabilities (previously unknown vulnerabilities) to gain access to systems [17]. 

 

2. Supply Chain Attacks: Targeting vulnerabilities in the software supply chain allows attackers to compromise a vast number 

of users by infecting a widely used software component (CISA, 2023). 

 

 

 

 

 

 

 

 

 

Figure 2.1.1:  Supply chain Attacks [18] 

 

3. Ransomware-as-a-Service (RaaS): RaaS models make it easier for less technical attackers to launch ransomware attacks. 

These models provide attackers with readily available ransomware tools and infrastructure, lowering the barrier to entry for 

cybercrime [19]. 

 

Deep Dive into RaaS: 

 

RaaS is a concerning development as it democratizes cybercrime, allowing individuals with limited technical knowledge to launch 

sophisticated attacks. Here's a closer look at its operation: 

 

 Developers: Criminal developers create and maintain the ransomware tools and infrastructure. 

 

 Affiliates: These are individuals or groups who leverage the RaaS platform to launch attacks against targets. They may 

specialize in specific industries or attack vectors. 
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 Distribution: RaaS can be distributed through various channels, including dark web marketplaces and online forums. 

 

 Profit Sharing: Profits from ransom payments are typically split between the developers and affiliates, according to a pre-

determined agreement. 

 

Sophisticated Attack Vectors: 

 

Beyond RaaS, cybercriminals are exploring other complex attack vectors, including: 

 

 Fileless Malware: This type of malware doesn't rely on traditional files, making it harder to detect by traditional security 

software. 

 

 Living-off-the-Land (LotL) Attacks: These attacks leverage legitimate system tools and functionalities for malicious 

purposes, making them difficult to identify (McAfee, 2023). 

 

Understanding these evolving tactics and techniques is crucial for developing effective defense strategies and staying ahead of 

cybercriminals. 

 

Proactive Defense Strategies: Building a Fortress Against Cyberattacks 

In the face of evolving threats, organizations, particularly those managing critical infrastructure, need to adopt a proactive approach 

to cybersecurity. Here are some key strategies: 

 

 Threat Intelligence Sharing and Collaboration: Sharing information about emerging threats and attack vectors among 

organizations and government agencies strengthens collective defenses. Public-private partnerships can foster collaboration 

and information exchange. 

 Vulnerability Management and Patching: Regularly scanning systems for vulnerabilities and promptly applying security 

patches is crucial to prevent attackers from exploiting known weaknesses. 

 Network Segmentation: Dividing networks into smaller segments can limit the spread of a ransomware attack if a single 

system becomes compromised. 

 Least Privilege Access Controls: Granting users only the minimum level of access required for their job functions can 

minimize potential damage if credentials are compromised. 

 User Awareness Training and Phishing Simulations: Educating employees about social engineering tactics and best 

practices for identifying phishing attempts can significantly reduce the risk of falling victim to these attacks.  

 

5. Advanced Technologies in Cybersecurity: Embracing the Future of Defense 

 

The cybersecurity landscape is constantly evolving, and new technologies are emerging to combat increasingly sophisticated threats. 

Here's how some advanced technologies are playing a role: 

 

 Artificial Intelligence (AI) and Machine Learning (ML): AI and ML can be used to analyze vast amounts of security 

data to identify malicious activity patterns and automate threat detection and response [20]. 

 Blockchain Technology: Blockchain can potentially enhance data security and integrity, particularly for critical 

infrastructure, by creating a tamper-proof distributed ledger system [21]. 

 Automation and Orchestration for Incident Response: Automating repetitive tasks and orchestrating security tools can 

streamline incident response processes and speed up containment efforts [22]. 

 

 

6. Compliance and Regulatory Considerations: Safeguarding Critical Infrastructure 

Cybersecurity for critical infrastructure is often subject to specific regulations and standards to ensure robust protection. Here's 

an overview: 

 Regulations: Governments around the world are increasingly enacting cybersecurity regulations to protect critical 

infrastructure sectors [23]. These regulations may mandate specific security controls and reporting requirements. Examples 

include: 

o North America: The Cybersecurity Act of 2015 (USA) and The Cyber Security Act (Canada) establish 

frameworks for critical infrastructure protection. 

o Europe: The Network and Information Systems Directive (NIS Directive) (EU) sets minimum cybersecurity 

requirements for essential services operators. 

 

 Standards: Several industry-recognized standards provide best practices for cybersecurity management. These standards 

can be used to demonstrate compliance with regulations and improve overall security posture. Examples include: 

o NIST Cybersecurity Framework (NIST CSF): This voluntary framework from the National Institute of 

Standards and Technology (NIST) provides a comprehensive approach to managing cybersecurity risks [24]. 

o ISO 27001: This international standard specifies requirements for an information security management system 

(ISMS) [25]. 
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Understanding and adhering to relevant regulations and standards is crucial for critical infrastructure operators to maintain 

compliance and mitigate cyber risks. 

 

7. Incident Response and Recovery: Picking Up the Pieces 

 

When a cyberattack occurs, having a well-defined incident response plan is critical for minimizing damage and restoring operations 

quickly. Here are some best practices: 

 

 Incident Response Planning: Develop a comprehensive plan that outlines roles, responsibilities, and procedures for 

detecting, containing, eradicating, and recovering from a cyberattack. 

 Detection and Analysis: Implement tools and processes to identify security incidents promptly and analyze their scope and 

impact. 

 Containment: Contain the attack to prevent further damage from spreading to other systems. This may involve isolating 

compromised systems or shutting down affected services. 

 Eradication: Remove the threat actor from the system and address any vulnerabilities exploited in the attack. 

 Recovery: Restore affected systems and data from backups. 

 Reporting: Report the incident to relevant authorities and stakeholders according to regulatory requirements. 

 

7.1 Importance of Backup and Disaster Recovery Solutions: A Safety Net 

 

Having a robust backup and disaster recovery (DR) plan in place is vital for minimizing downtime and data loss in the event of a 

cyberattack or other disaster. Here's why: 

 Backups: Regularly backing up critical data allows for rapid recovery after an attack. Backups should be stored securely, 

preferably offsite, to ensure they remain accessible even if the primary system is compromised. 

 Disaster Recovery (DR): A DR plan outlines procedures for restoring business operations after a major disruption. This 

may involve activating a secondary site or utilizing cloud-based resources. 

 

By implementing effective incident response and DR strategies, critical infrastructure operators can recover from cyberattacks with 

minimal disruption and ensure the continued operation of essential services. 

 

8. Future Trends and Challenges: A Look Ahead 

 

The cybersecurity landscape is constantly evolving, and both attackers and defenders are continuously adapting. Here's an 

exploration of some emerging trends and challenges: 

 

Emerging Trends in Ransomware and Cyber Threats: 

 Ransomware 2.0: Experts predict a rise in "Ransomware 2.0" attacks, where attackers not only encrypt data but also steal 

it, threatening to leak sensitive information if ransom demands aren't met (Darktrace, 2023). 

 Targeted Attacks on the Supply Chain: We can expect to see more sophisticated attacks targeting vulnerabilities in the 

software supply chain, potentially impacting a vast number of users through a single compromised component 

(Cybersecurity & Infrastructure Security Agency (CISA), 2023). 

 Weaponization of Artificial Intelligence (AI): As AI technology advances, malicious actors might leverage AI to automate 

and personalize cyberattacks, making them more difficult to detect and defend against (World Economic Forum, 2023). 

 

 

8.1 Challenges in Securing Critical Infrastructure: 

Securing critical infrastructure remains a complex challenge due to several factors: 

 Legacy Systems: Many critical infrastructure systems rely on legacy technology that may be outdated and have unpatched 

vulnerabilities. Modernizing these systems can be expensive and disruptive. 

 Skilled Workforce Shortage: The cybersecurity industry faces a shortage of qualified professionals, making it difficult for 

critical infrastructure operators to find and retain skilled personnel. 

 Evolving Threat Landscape: The constant evolution of cyber threats necessitates continuous adaptation and investment in 

security measures. 

Overall, staying ahead of cyber threats requires a multi-pronged approach. This includes ongoing threat intelligence gathering, 

adoption of advanced security technologies, collaboration between public and private sectors, and a workforce trained to recognize 

and respond to cyberattacks. 

 

 

7.  CONCLUSION 

 

 Ransomware remains a major threat, but emerging trends like supply chain attacks and the potential weaponization of AI highlight 

the ever-evolving nature of the cybersecurity landscape. Critical infrastructure, particularly reliant on legacy systems and facing a 

skilled workforce shortage, is especially vulnerable. To enhance their cybersecurity posture, organizations must prioritize threat 

intelligence gathering, implement advanced security solutions like AI and automation, and develop robust incident response and 
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recovery plans. Regular vulnerability management, user awareness training, and adherence to relevant compliance frameworks are 

also crucial. However, safeguarding our digital infrastructure requires a collective effort. We urge collaboration and information 

sharing between governments, security vendors, and critical infrastructure operators. By fostering open communication and sharing 

best practices, we can create a more secure environment for everyone. 

 

References 

 

[1] American Society of Civil Engineers (ASCE). (2023). Infrastructure Report Card: 2023. Retrieved from 

https://www.asce.org/topics/report-card-for-americas-infrastructure 

[2] Federal Bureau of Investigation (FBI). (2023, July). FBI Releases 2023 Internet Crime Report. Retrieved from 

https://www.fbi.gov/investigate/cyber 

[3] CERT Division. (2023, April 19). Ransomware. Carnegie Mellon University. https://www.sei.cmu.edu/about/divisions/cert/ 

[4] https://enterprise.craft.co/post/ransomware-as-a-service-impact-on-supply-chain-security 

[5] SonicWall Capture Labs Intelligence Team. (2023, February 14). SonicWall 2023 Cyber Threat 

Report. https://www.sonicwall.com/threat-report/ 

[6] Palo Alto Networks Unit 42. (2023, April 12). What is Wiper Malware? https://unit42.paloaltonetworks.com/preparing-for-

cyber-impact-russia-ukraine-crisis/ 

[7] Europol. (2023, March 2). EU Internet Organised Crime Threat Assessment (IOCTA) 

2023. https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023 

[8] Crowdstrike. (2021, November 18). Maze Ransomware Group Announces 

Closure. https://www.crowdstrike.com/blog/maze-ransomware-analysis-and-protection/ 

[9] Kaspersky Lab. (2020, September 22). Maze Ransomware - Targetting Disruption and Financial Gain. 

https://www.kaspersky.com/resource-center/definitions/what-is-maze-ransomware 

[10] McAfee. (2020, August 12). What is Maze ransomware? https://www.mcafee.com/blogs/other-blogs/mcafee-

labs/ransomware-maze/ 

[11] CISA. (2023, February 10). Supply Chain Risk Management. Cybersecurity & Infrastructure Security Agency 

(.gov). https://www.cisa.gov/information-and-communications-technology-supply-chain-risk-management 

[12] World Economic Forum. (2023, January 11). The Global Risks Report 2023. https://www.weforum.org/publications/global-

risks-report-2023/ 

[13] National Institute of Standards and Technology. (2023, April 12). Post-Quantum Cryptography Standardization 

Project. https://csrc.nist.gov/projects/post-quantum-cryptography 

[14] Health IT Security. (2021, September 16). UHS Ransomware Attack: What We Know So Far. 

[15] BBC News. (2020, December 11). Travelex hit by 'significant' cyber attack. 

[16] Wall Street Journal. (2020, December 14). Hackers Targeted Florida Natural Gas Facility, Officials Say. 

[17] Palo Alto Networks Unit 42. (2023, April 12). The Evolving Threat Landscape in 2023. 

[18] https://www.enisa.europa.eu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks 

[19] Europol. (2023, March 2). EU Internet Organised Crime Threat Assessment (IOCTA) 

2023. https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023 

[20] McAfee. (2023, March 1). Artificial Intelligence (AI) in Cybersecurity. 

[21] IBM. Blockchain for Cybersecurity. 

[22] Fortinet. Security Automation and Orchestration (SOAR). 

[23] Council of Europe. Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 on security 

of network and information systems (NIS Directive). https://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=CELEX:52022PC0454 

[24] National Institute of Standards and Technology. (2023, April 18). Cybersecurity 

Framework. https://www.nist.gov/cyberframework 

[25] International Organization for Standardization. (2022, October 25). ISO/IEC 27001 Information technology — Security 

techniques — Information security management systems — Requirements. https://www.iso.org/standard/27001 

 

 

 

http://www.jetir.org/
https://www.sei.cmu.edu/about/divisions/cert/
https://enterprise.craft.co/post/ransomware-as-a-service-impact-on-supply-chain-security
https://www.sonicwall.com/threat-report/
https://unit42.paloaltonetworks.com/preparing-for-cyber-impact-russia-ukraine-crisis/
https://unit42.paloaltonetworks.com/preparing-for-cyber-impact-russia-ukraine-crisis/
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023
https://www.crowdstrike.com/blog/maze-ransomware-analysis-and-protection/
https://www.cisa.gov/information-and-communications-technology-supply-chain-risk-management
https://www.weforum.org/publications/global-risks-report-2023/
https://www.weforum.org/publications/global-risks-report-2023/
https://csrc.nist.gov/projects/post-quantum-cryptography
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023
https://www.nist.gov/cyberframework
https://www.iso.org/standard/27001

