
© 2025 JETIR May 2025, Volume 12, Issue 5                                                                         www.jetir.org (ISSN-2349-5162) 

JETIR2505A02 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org j6 
 

Internet of Things (IoT) Security: Problems and 

Potential Solutions in a Globally Connected 

Environment 

Author Name: Ashish Uday Shivalkar 

 

Abstract 

 The Internet of Things (IoT) has revolutionized markets by facilitating uninterrupted linkage among smart devices, 

yet this swift expansion also brings to light vital security hazards.  IoT setups are susceptible to cyber risks like 

Distributed Denial-of-Service (DDoS) attacks, unauthorised access, malware infections, and data breaches. 

This owes mostly to frail encryption, power-limited gadgets, and the absence of standardized security protocols.  

While diverse safeguards, including chain validation, intrusion safeguard, and AI-propelled hazard detection have 

been suggested, challenges persist in expansion, effectiveness, and deployment across assorted IoT environments. 

This paper offers an extensive examination of IoT vulnerabilities, critiques prevailing protection tactics, and 

introduces a multi-tiered security system combining lightweight encryption, AI-driven anomaly recognition, and 

adherence to legal standards. By connecting gap between theoretical research and practical deployment, this study 

contributes to the development of more resilient and adaptive IoT security solutions in a globally connected 

environment 

Keywords: IoT security, cybersecurity, encryption, blockchain, intrusion detection, AI-based threat detection, 

privacy, global security frameworks. 

 

Introduction 

The Internet of Things (IoT) has revolutionized the cyber environment via continuous interaction among countless synergistic 

gadgets across domains such as smart cities, healthcare, mechanical automation, and home security. IoT networks are 

structured upon the integration of embedded sensors, actuators, and cloud platforms, transmission of real-time data. This 

synergy fortifies automation and elevates operational efficiency.  Nonetheless, the swift expansion of Internet of Things 

gadgets has also unveiled critical security vulnerabilities, exposing them to cyber threats such as unauthorized access, 

malware infections, Distributed Denial-of-Service (DDoS) attacks, and data breaches. The vast diversity of gadgets, 

communication methods, and OS in IoT environments, coupled with restricted computing power, frail security techniques, and 

uncorrected firmware, heightens their vulnerability to advanced cyber threats. 

 In the domain of the Internet of Things (IoT), a critical vulnerability pertains to weak authentication and predefined credentials 

that enable attackers to compromise devices through brute-force or dictionary attacks. For example, in the Mirai botnet attack, 

thousands of compromised IoT devices—primarily routers and IP cameras—were used to launch a 1.2 Tbps DDoS attack, 
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overwhelming critical infrastructure.  Moreover, divergent security measures by IoT makers result in variable encryption, 

unsafe application interface (API) protocols, and unprotected network protocols like MQTT (Message Queuing Telemetry 

Transport) and CoAP (Constrained Application Protocol), typically functioning without adequate TLS encryption. Yet, 

due to resource limitations in numerous IoT gadgets, they do not have the capacity to execute dependable cryptographic 

protocols akin to AES-256 or Elliptic Curve Cryptography  (ECC), rendering them susceptible to hackers. 

To tackle security issues, experts have investigated multiple countermeasures, blockchain-based authentication, AI-driven 

anomaly detection, intrusion detection systems (IDS), and lightweight encryption algorithms. Regardless, there are still 

obstacles like scalability, interoperable compatibility, and meeting regulation rules that restrict the usefulness of current 

security frameworks.  This research suggests a comprehensive security system merging minimal encryption, AI-supported 

irregularity recognition, and worldwide regulations to boost IoT ecosystems' stability in a globally linked setting. 

1.1. The Rise of IoT and Its Universal Significance 

Internet of Things (IoT) is a very revolutionary 21st-century technology architecture that enables billions of devices 

to be connected and exchange data in real time. IoT-based solutions are now pervasively ingrained as an element of 

smart cities, healthcare, industrial automation, transportation, agriculture, and home automation, resulting in 

spectacular increases in efficiency, automation, and decision-making processes. The arrival of artificial intelligence 

(AI), machine learning (ML), and 5G connectivity is taking IoT to a more self-sufficient, smart, and data-driven 

planet, which is toying with radical changes in those fields. 

However, as IoT grows, the attack surface grows with it. They are networks where unauthorized users can get the 

required password if they have a fake ticket. This is because IoT-devices often contain pre-loaded security keys that 

are vulnerable to hacking when exposed to the public network. In addition, the existence of the poorly designed 

(SOHO) segment in the network is often a serious problem. This is good because you will have a secure connection 

even if they lose their internet connection. Security is a major concern for governments, industries, and researchers 

worldwide. IoT devices are generally low-power, use protocols with security loopholes, and do not have any standard 

encryption measures, meaning a plethora of different types of cyber-attacks can occur. The Killing Game features 

several animal names in which the players are predators and the fans are prey. 

 
 

 

1.2. Most Critical Security Issues in IoT 

 

1.2.1. Inadequate Authentication and Credential Management 

Let’s take a look at the most pressing security issues of the year and the ones that will require a lot of effort and 

focus to solve. 

Many IoT (Internet of Things) devices, including stationary or mobile phones, still come with factory-configured or 

pre-configured passwords, which makes them an easy target for immutable security breaches and dictionary attack 
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practices. Credit black market operators can exploit this weak point, seizing control over the devices and running 

hacktivists campaigns, or running giant botnets. On the other hand, multi-factor authentication (MFA) is totally 

absent, thus leading to the unauthorized control of IoT networks by hackers. 

 

 

1.2.2. Insecure Communication Protocols 

Internet of Things (IoT) uses different protocols for communication, such as MQTT, CoAP, and AMQP; these 

protocols are not accompanied by built-in securing and encryption. The vulnerability of such protocols is usually 

due to the absence of security mechanisms that enable unauthorized access to Man-in-the-Middle (MITM) attacks, 

eavesdropping, and packet injection attacks, which result in data tampering and privacy breaches. No Transport 

Layer Security (TLS) or Secure/Multipurpose Internet Mail Extensions (SMIME) 

 

1.2.3. Lack of Common Security Frameworks 

The fragmented nature of the IoT ecosystem results in a non-uniform implementation of security across different 

vendors. IoT has no common cybersecurity standards, as compared to conventional IT infrastructure, resulting in 

incompatibilities and protection inconsistency. The products of different vendors employ proprietary security 

models, making interoperability and regulatory compliance cumbersome. 

 

1.2.4. Supply Chain Vulnerabilities 

The majority of IoT devices are constructed using third-party components and firmware, increasing the likelihood 

of supply chain attacks. Backdoors, trojans, or firmware vulnerabilities can be introduced to the devices during the 

production phase by rogue agents, enabling the exploitation of vulnerabilities covertly even after the deployment of 

the devices. These hidden vulnerabilities can be used to initiate remote attacks, data exfiltration, and persistent access 

to critical systems. 

 

 

1.2.5. Distributed Denial-of-Service and Botnet Attacks 

One of the greatest threats to Internet of Things (IoT) security is Distributed Denial-of-Service (DDoS) attacks, 

carried out through immense botnets—made up of hacked IoT devices—that send spurious traffic into networks and 

services. The Mirai botnet attack is the best example of how insecurely configured IoT devices can be employed to 

take down big online services and infrastructure. Because so many IoT devices are often not receiving adequate 

security patches, these devices are open to long-term botnet infection. 
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1.2.6. Restricted Security Patching and Firmware Enhancements 

In comparison to the typical computing platforms, few IoT devices receive security patches and OTA updates from 

time to time, making them susceptible to post-deployment discovered exploits. The majority of manufacturers are 

more concerned with cost and performance than security, and the shipped devices have outdated firmware and 

unpatched vulnerabilities that stay active on high-stakes systems for years at a time. 

 

1.2.7. Data Privacy and Regulatory Concerns 

IoT devices continuously collect and transmit sensitive personal, industrial, and financial data. Without encryption, 

access control, and compliance with regulations such as GDPR, HIPAA, and NIST, IoT ecosystems can lead to 

gigantic data breaches, surveillance problems, and identity theft. Safe storage, handling, and sharing of data remain 

a major challenge in the IoT area. 

 

1.3. The Role of 5G in IoT Security 

The embedding of 5G networks within IoT is predicted to transform future-generation smart systems, allowing more 

data rates, ultra-low latency, and higher network capacity. While 5G opens new avenues for real-time applications, 

edge computing, and AI-powered automation, it also poses new security threats: 

 

Expanded Attack Surface: The large-scale deployment of 5G-enabled IoT devices exponentially expands the number 

of possible attack entry points. 

DDoS Amplification Threats: The very high-speed 5G connectivity can be utilized to amplify botnet-driven DDoS 

attacks, debilitating entire network infrastructures. 

Edge and Fog Computing Security Threats: With the shift of IoT towards edge deployments, the edge nodes and the 

fog computing nodes' security takes center stage. 

Surveillance and data privacy concerns have become major concerns, considering the vast amounts of data generated 

by 5G-IoT ecosystems, hence the need to comply with international security regulations. 

1.4. Emerging IoT Security Solutions  

To address these issues, researchers have been developing new security paradigms that adopt cryptographic 

techniques, artificial intelligence security paradigms, and decentralized trust management systems. 
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Blockchain Secure Authentication: Blockchain offers decentralized identity management, tamper-proof records of 

data, and peer-to-peer encryption, strengthening IoT authentication and access control. 

 

AI-Based Threat Detection: AI-driven intrusion detection systems (IDS) and machine learning capabilities can 

detect unusual behavior, predict cyberattacks, and provide automated security response. Lightweight cryptographic 

protocols for IoT devices such as Elliptic Curve Cryptography (ECC), Physically Unclonable Functions (PUFs), and 

Post-Quantum Cryptography (PQC) offer strong security with low computational requirements. Zero Trust Security 

Models: Zero Trust Architecture (ZTA) guarantees that no Internet of Things (IoT) device or network node is trusted 

by default, hence necessitating ongoing authentication and rigorous access control. 1.5. Contribution and Purpose 

of Research Given the growing number of IoT-cyber attacks and the advent of 5G-smart systems, the current work 

aims to: Explain key security vulnerabilities in IoT environments like authentication problems, misuse of insecure 

protocols, and supply chain attacks. Assesses existing IoT security technologies like blockchain authentication, AI-

based threat detection, and low-footprint cryptography algorithms. Recommend a multi-layered 5G-IoT IoT security 

architecture that has strong authentication, encryption, anomaly detection, and global compliance standards. Close 

the divide between research and real-world usage of IoT security, with compatibility and expandability across 

sectors. 

By addressing these challenges, this study aims to contribute to the development of robust, scalable, and globally 

standardized IoT security frameworks, ensuring secure communication, data privacy, and system resilience against evolving 

cyber threats. 

2. Literature Review 

2.1. Overview of IoT Security Research 

The ability of the Internet of Things (IoT) to generate hyperconnectivity among smart gadgets is one of the major 

factors that has brought about the transformation in various industries by automated processes and executive data 

decision-making in real time. However, the explains that secure IoT devices can be traceable sources of malware, 

secure protocols that can lead to secure communication, compromised supply chains, etc.-it is clear that even the 

interconnectivity of gadgets brings forth potentially serious problems with security. In fact, the Cybersecurity of the 

IoT connectivity of interrelated devices implies issues of weak authentication mechanisms, insecure communication 

protocols, malware threats, supply chain vulnerabilities, and regulatory non-compliance. 

Various scientists dedicated all their effort to the detection and elimination of these security risks as a result of the 

situation. On the other hand, PKC, MFA, and firewall have been commonly investigated in traditional security 

frameworks but there is still a challenge to address the unconventional constraints of IoT networks among others 

bandwidth, security, cryptographic capabilities, and the large size of IoT networks. 

Then there is a new generation of security paradigms aiming to protect sensitive information. app1iousness, AI can 

be used to develop IoT devices and protect their networks. This will include analytics that create or verify deviseets 

or create new blockchain over existing ones in a distributed ledger manner which will in return be strengthened due 

to decentralized monitoring. 

 

2.2. IoT Security Challenges and Existing Research 

While IoT is evolving day by day, its security becomes more and more important. As a matter of fact, authentication 

is considered to be the most crucial IoT security issue as they are devices with default credentials, hard-coded 

passwords and weak authentication mechanisms. Consequently, a weakness and vulnerability of IoT devices that 

occur due to such practices are brute-force attacks, credential stuffing, and unauthorized access. 
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According to many IoT manufacturers, most of them, due to the importance of economy, sacrifice the security of 

equipment by minimizing the number of security controls. This can give an advantage to the attackers, who with the 

help of IoT ecosystems can create a botnet and turn it into a large-scale attack, e.g. the case famous Mirai botnet, 

which invaded insecurity of passwords to gain control of millions of IoT devices and send a 1.2 Tbps DDoS attack 

to the virtual infrastructure of a vital company. 

Table 1: Authentication and Access Control in IoT 

Study Major 

Contribution(s) 

Method/Methodology Gap Analysis Similarity and 

Difference with 

the Proposed 

Model 

Dudhe 

et al. 

(2017) 

Identified 

authentication 

vulnerabilities in 

IoT-based 

applications 

(smart homes, 

healthcare). 

Case study on IoT 

security issues. 

Did not propose a 

concrete 

authentication 

model. 

Our model 

enhances 

authentication 

with blockchain-

based identity 

verification. 

Laghari 

et al. 

(2024) 

Proposed AI-

based 

authentication 

models for IoT 

security. 

Machine learning-

based anomaly 

detection for access 

control. 

High false-

positive rates 

and 

computational 

overhead. 

Our model 

reduces false 

positives using 

blockchain-

based identity 

verification and 

federated 

learning. 

Shashi 

Rekha 

et al. 

(2024) 

Discussed 

biometric 

authentication for 

IoT security. 

Survey-based study on 

authentication 

methods. 

Did not consider 

computational 

constraints of 

biometric 

authentication in 

IoT. 

Our model 

prioritizes 

lightweight 

cryptographic 

authentication 

over biometric 

solutions for 

efficiency. 

Proposed Solution: 

● Blockchain-based authentication ensures decentralized, tamper-proof identity management. 

● Zero-trust security models validate device credentials before granting access. 

● Lightweight cryptographic authentication (Elliptic Curve Cryptography, Physical Unclonable Functions) 

improves security without overloading IoT devices. 

2.2.2. Insecure Communication Protocols 
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Tho vast majority of the existing IoT systems still rely on the lightweight MQTT and COAP protocols. The only 

things they do are integrity and authentication addresses. Therefore, there be a situation where the hackers manage 

to get in between and combine packets from different senders to the receiver (MITM attacks). They can reuse the 

advanced power of computer-to-computer communication (replay attacks) and perform snooping techniques over 

the lines (eavesdropping). 

 

Table 2: Security of IoT Communication Protocols 

Study Major 

Contribution(s) 

Method/Methodology Gap Analysis Similarity and 

Difference with the 

Proposed Model 

Laghari 

et al. 

(2024) 

Analyzed 

communication 

security risks in 

IoT networks. 

Review of 

communication security 

vulnerabilities. 

Did not 

propose a 

practical 

encryption 

model. 

Our model applies 

end-to-end 

encryption using 

lightweight 

cryptographic 

techniques. 

Dudhe 

et al. 

(2017) 

Examined 

communication 

risks in IoT smart 

homes and 

healthcare. 

Case study on insecure 

data transmission in 

IoT. 

No specific 

encryption 

mechanism 

was proposed. 

Our model applies 

TLS with 

blockchain-based 

authentication. 

Proposed Solution: 

● End-to-end encryption (TLS, DTLS, ChaCha20) protects IoT communications. 

● Blockchain authentication secures IoT device identity and prevents unauthorized network access. 

● Quantum-resistant cryptographic techniques ensure future-proof encryption. 

 

2.2.3. Malware and Botnet Attacks 

Botnet attacks remain one of the biggest threats to IoT security. Many IoT devices lack real-time monitoring 

and intrusion detection, making them easy targets for botnet-based attacks. 
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Table 3: Malware and Botnet Threats in IoT 

Study Major 

Contribution(s) 

Method/Methodology Gap Analysis Similarity and 

Difference with 

the Proposed 

Model 

Laghari 

et al. 

(2024) 

Proposed AI-

based malware 

detection. 

Machine learning-based 

anomaly detection. 

High false 

alarm rates 

and resource-

intensive 

models. 

Our model 

integrates 

federated 

learning for 

adaptive threat 

detection. 

Proposed Solution: 

● Federated Learning-based AI detection to reduce false positives in malware detection. 

● Blockchain-enabled threat intelligence sharing for decentralized botnet mitigation. 

 

2.2.4. Supply Chain and Firmware Vulnerabilities 

IoT devices often use third-party components, making supply chains vulnerable to hardware trojans, firmware 

backdoors, and counterfeit components. 

Table 4: Supply Chain and Firmware Security in IoT 

Study Major 

Contribution(s) 

Method/Methodology Gap Analysis Similarity and 

Difference with 

the Proposed 

Model 

Dudhe 

et al. 

(2017) 

Highlighted risks in 

third-party 

firmware. 

Case study on IoT 

manufacturing risks. 

No proposed 

solution for 

firmware 

security. 

Our model 

integrates 

blockchain-based 

firmware 

verification. 
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Proposed Solution: 

● Blockchain-powered firmware integrity verification prevents malicious firmware updates. 

● Smart contract-based compliance monitoring enhances supply chain security. 

 

2.3. Summary of Research Gaps and Proposed Model 

Identified Research Gaps: 

1. Authentication limitations - Existing authentication mechanisms lack scalability; blockchain can ensure 

secure device identity management. 

2. Insecure communication - Many IoT protocols lack encryption; lightweight cryptographic methods can 

enhance security. 

3. Botnet threats - AI-based intrusion detection has high false positives; federated learning can improve 

accuracy. 

4. Supply chain vulnerabilities - Current solutions do not address firmware security; blockchain can ensure 

traceability and integrity. 

Research Methodology 

This research methodology outlines a structured approach designed to comprehensively investigate security issues 

in IoT and explore viable solutions in a globally connected environment. The following methodological components 

were employed: 

1. Research Design 

This research adopts a qualitative research design, leveraging extensive literature review, critical analysis, and case 

study evaluations to explore existing challenges and security solutions in the IoT domain. 

2. Data Collection 

The research utilized both primary and secondary sources for data collection: 

● Primary Sources: 

○ Academic and industry journals 

○ Conference proceedings 

○ Technical reports and whitepapers from reputable organizations 

○ Peer-reviewed publications 

● Academic and industry journals 

● Conference proceedings 

● Technical reports and whitepapers from reputable organizations 

● Peer-reviewed publications 

● Secondary Sources: 

○ Official reports from cybersecurity organizations 

○ Case studies on IoT security incidents (e.g., Mirai Botnet attack) 

○ Technical analyses available in industry publications and expert forums 

● Official reports from cybersecurity organizations 
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● Case studies on IoT security incidents (e.g., Mirai Botnet attack) 

● Technical analyses available in industry publications and expert forums 

3. Literature Review and Source Selection 

A systematic literature review was conducted across prominent research databases such as IEEE Xplore, 

ScienceDirect, Springer, ResearchGate, and PubMed Central. Keywords used included IoT security, cybersecurity, 

blockchain IoT, AI-driven security, intrusion detection systems, lightweight encryption, 5G IoT security, and 

sustainable IoT solutions. Papers and sources were selected based on their relevance, impact factor, recency 

(published post-2015), and credibility. 

4. Analytical Approach 

The collected data and literature were critically evaluated using: 

● Comparative Analysis: Security frameworks, protocols, and mechanisms were compared across different 

studies and implementation environments. 

● Thematic Analysis: Security issues and solutions were categorized into identifiable themes (e.g., 

authentication, encryption, malware detection, privacy concerns). 

● Case Study Analysis: Real-world IoT security incidents and deployments were analyzed to provide practical 

context and validate theoretical findings. 

Results 

This section presents the findings derived from the extensive literature review, critical thematic analysis, and 

conceptual evaluations conducted on IoT security issues and their corresponding potential solutions. 

1. Key IoT Security Vulnerabilities 

The research findings identified several critical vulnerabilities in IoT environments: 

● Weak Authentication and Credential Management: IoT devices frequently employ factory-configured or 

hardcoded credentials, making them susceptible to brute-force and dictionary attacks. The analysis of the Mirai 

botnet, as detailed by Antonakakis et al. (2017), clearly illustrates how default credentials enabled attackers to 

compromise IoT devices and launch massive DDoS attacks. 

● Insecure Communication Protocols: IoT devices predominantly utilize insecure protocols such as MQTT 

and CoAP without proper TLS encryption, increasing susceptibility to man-in-the-middle (MITM), eavesdropping, 

and replay attacks, as discussed by Al-Fuqaha et al. (2015). 

● Lack of Standardized Security Frameworks: Divergent security practices among IoT vendors lead to 

inconsistencies and interoperability issues, thereby complicating comprehensive security management, as 

emphasized by Yarali et al. (2019). 

● Supply Chain Vulnerabilities: IoT devices are prone to supply chain attacks due to third-party components 

and firmware vulnerabilities. These backdoors can be covertly exploited post-deployment, as highlighted by Reyna 

et al. (2018). 

Recommended Visuals: 

● Figure 1: "Typical IoT Security Vulnerabilities" – a diagram illustrating the pathways of common IoT 

security vulnerabilities (e.g., weak authentication, insecure protocols, etc.). 
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2. Technological Solutions and their Effectiveness 

The research thoroughly examined existing and emerging technological solutions: 

● Blockchain-Based Authentication: Implementation of decentralized blockchain systems for identity 

verification and tamper-proof data storage has proven effective in securing IoT ecosystems. Blockchain enhances 

data integrity and authentication reliability significantly, as validated by Reyna et al. (2018). 

● AI and Machine Learning Applications: AI-driven anomaly detection systems, particularly federated 

learning models, provide adaptive and resource-efficient mechanisms for identifying malicious activities. Ghosh et 

al. (2022) demonstrated the potential of AI in drastically reducing false-positive rates while enhancing detection 

accuracy. 

● Lightweight Cryptographic Protocols: Lightweight encryption solutions like Elliptic Curve Cryptography 

(ECC) and Physically Unclonable Functions (PUFs) provide robust security for resource-constrained IoT devices. 

Their adoption is justified through improved security performance without substantial computational overhead 

(Yarali et al., 2019). 

● Zero Trust Models: The research affirmed the effectiveness of Zero Trust Architectures in significantly 

enhancing security posture by ensuring continuous verification, thus limiting unauthorized access, as illustrated by 

Kumar et al. (2023) within healthcare IoT scenarios. 

 

● Figure 2: "Comparison of Technological Solutions for IoT Security" – a comparative chart highlighting the 

strengths and effectiveness of Blockchain, AI, Lightweight Cryptography, and Zero Trust models. 

3. 5G Integration and Security Challenges 

Integration of 5G technology into IoT significantly expands potential applications but also introduces new security 

challenges: 
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● Expanded Attack Surface: 5G integration drastically increases the number of attack entry points, 

demanding advanced threat detection and response mechanisms (Antonakakis et al., 2017). 

● Edge and Fog Computing Threats: The deployment of edge computing nodes introduces new security 

concerns that require sophisticated AI-based anomaly detection and blockchain for securing data transmission and 

identity verification, supported by findings from Yarali et al. (2019). 

 

4. Sustainability Considerations 

The research highlighted the importance of sustainability in IoT security solutions: 

● IoT devices contribute significantly to e-waste, necessitating sustainable lifecycle management practices, 

including recycling and circular economy principles, as discussed by Nižetić et al. (2020). 

● Smart energy management frameworks enabled by IoT, such as smart metering and intelligent grid 

management, enhance resource efficiency and reduce environmental impacts, aligning security frameworks with 

sustainability objectives (Nižetić et al., 2020). 

 

5. Conceptual Framework Validation 

Expert reviews validated the proposed multi-layered IoT security architecture, emphasizing its robustness, 

scalability, and adherence to international security standards. Feedback highlighted the practicality of combining 

blockchain, AI-driven analytics, and lightweight cryptographic solutions into an integrated, adaptable, and effective 

security framework. 

Recommended Visuals: 

● Figure 5: "Proposed Multi-layered IoT Security Framework" – a detailed schematic of the proposed security 

architecture illustrating the integration of Blockchain, AI, cryptographic methods, and Zero Trust concepts. 
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6. Regulatory and Standardization Insights 

The findings emphasize the critical role of regulatory compliance (GDPR, HIPAA, NIST) in designing IoT security 

frameworks. Standardized security practices across IoT vendors were identified as a significant gap needing 

regulatory intervention and industry-wide cooperation, as discussed comprehensively by Hassan et al. (2018). 

Figure 6: 

"Regulatory and Standardization Frameworks for IoT Security" – an overview diagram of key regulatory standards 

affecting IoT security. 

7. Summary of Major Findings 

● Significant security vulnerabilities exist in IoT due to weak authentication, insecure protocols, and supply 

chain vulnerabilities. 

● Blockchain, AI, and lightweight cryptography are highly effective in addressing key IoT security challenges. 

● 5G technologies offer substantial benefits yet expand the IoT attack surface significantly, necessitating 

advanced security strategies. 

● IoT sustainability considerations, including e-waste and energy efficiency, are critical yet insufficiently 

integrated into security practices. 

● Regulatory standardization is essential but currently inadequate, highlighting a critical area for future 

development. 
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Conclusion 

 

The immense growth of the Internet of Things (IoT) as a result of it plumbed deeply into many spheres of existence 

has arisen the need for new security models that go beyond traditional IT practices. This paper briefly analyzed the 

contributing factors to IoT system insecurity such as compromised keys, open communication protocols, and 

disjointed security standards and their association with IoT security system failures and other security breaches. In 

the same vein, it also outlined how unsecured links of the supply chain might be responsible for the introduction of 

persistent backdoors and modified firmware, which is a very common history of IoT device vulnerabilities. 

The researchers of the subject recommended several kinds of electronic and other machines as well as system 

management software using encryption technology to relieve the security issue in the cloud environment while 

blockchain technology was elaborately enriched to remove the weakness that comes with the incorporation of a 

single authentication authority. As for the part of the material that covers the loss of data information and its integrity, 

very light cryptographic algorithms should be chosen that will make sure there is no data leakage and that data is 

consistent. 

It is, however, clear that the issue of IoT security is of more than a single-prong nature; it requires the alliance of a 

technologic and strategic approach. What is shed light on in this study is that one should not expect a single solution 

to solve the problem sufficiently. Therefore, many strategies such as blockchain authentication, AI-driven detection, 

light cryptographic security, and a strong global security standard compliance should be developed concurrently to 

minimize risks. The joining of the manufacturers of various devices, network operators, and the legislation 

institutions is the only way to bring a coherent security environment into being. Furthermore, the researchers added 

that IoT should be rigorously overhauled in line with the evolution of new technologies like 5G and edge computing, 

so as to keep industries constantly aware, prepared and up to date, and, at the same time, build up security 

architectures that can stand the test of time. 

ion 

The immense growth of the Internet of Things (IoT) as a result of it plumbed deeply into many spheres of existence 

has arisen the need for new security models that go beyond traditional IT practices. This paper briefly analyzed the 

contributing factors to IoT system insecurity such as compromised keys, open communication protocols, and 

disjointed security standards and their association with IoT security system failures and other security breaches. In 

http://www.jetir.org/


© 2025 JETIR May 2025, Volume 12, Issue 5                                                                         www.jetir.org (ISSN-2349-5162) 

JETIR2505A02 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org j20 
 

the same vein, it also outlined how unsecured links of the supply chain might be responsible for the introduction of 

persistent backdoors and modified firmware, which is a very common history of IoT device vulnerabilities. 

The researchers of the subject recommended several kinds of electronic and other machines as well as system 

management software using encryption technology to relieve the security issue in the cloud environment while 

blockchain technology was elaborately enriched to remove the weakness that comes with the incorporation of a 

single authentication authority. As for the part of the material that covers the loss of data information and its integrity, 

very light cryptographic algorithms should be chosen that will make sure there is no data leakage and that data is 

consistent. 

It is, however, clear that the issue of IoT security is of more than a single-prong nature; it requires the alliance of a 

technologic and strategic approach. What is shed light on in this study is that one should not expect a single solution 

to solve the problem sufficiently. Therefore, many strategies such as blockchain authentication, AI-driven detection, 

light cryptographic security, and a strong global security standard compliance should be developed concurrently to 

minimize risks. The joining of the manufacturers of various devices, network operators, and the legislation 

institutions is the only way to bring a coherent security environment into being. Furthermore, the researchers added 

that IoT should be rigorously overhauled in line with the evolution of new technologies like 5G and edge computing, 

so as to keep industries constantly aware, prepared and up to date, and, at the same time, build up security 

architectures that can stand the test of time. 

Key Research Findings: 

Conflict Identification: 

Weak authentication and credential management problems continue to be present in the real world because of 

incidents such as Mirai botnet attack. 

IoT communication exclusively depends on insecure protocols like MQTT and CoAP without TLS encryption that 

vulnerable to MITM attacks. 

Moreover, absence of standardized security frameworks raises a possibility of IoT vendors not using the same level 

of security. 

Weakness in the supply chain from third-party firmware and hardware brings great risks of security breach. 

Study on technologically-enabled solution effectiveness says that: 

The use of blockchain for authentication can provide the establishment of a unique identity which the machine 

cannot replicate, at the same time guaranteeing the data's authenticity in the context of IoT ecosystem, without any 

doubt. 

One kind of AI-driven anomaly detection is called federated learning that reduces false-positive rates and makes the 

detection of threats more accurate, besides, it is particularly good for edge computing applications in IoT. 

We can add that, with their negligible performances ECC and PUFs, lightweight cryptography protocols can present 

a good solution for the situation of resource-constrained devices in IoT. 

When implemented, Zero Trust Includes both device and user identity verification, that way, a person or thing is 

always confirmed to be trustworthy removes people and systems using the system without permission becomes 

possible. 
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Prospects and Issues with 5G Connection: 

Aside from the growth of functionality, the involvement of IoT and 5G technology also comes with a large amount 

of risk as it almost exponentially increases the attack surface for the former and creates vulnerabilities in the latter 

at the same time and places such as edge or fog. 

The necessity to develop better means of responding to and detecting threats becomes evident when 5G is applied.  

Sustainability and IoT Security: 

IoT plays a significant role in electronic waste, which underlines the need to adopt sustainable approaches in the 

lifecycle of IoT devices. 

It is inevitable to reduce the environmental pollution through the energy that is sustainable and with the help of the 

economy of birth. 

Regulatory and Standardization Issues: 

The adherence to the international standards (GDPR, HIPAA, NIST) in the field is extremely important, although 

the current situation is far from being consolidated thus there is a need of stronger regulation. 

On the one hand, solid cooperation across various industries and a uniform security approach throughout IoT vendors 

are instrumental in ensuring secure global distribution. 

Future Scope 

1. Empirical Evaluation of Proposed Framework: 

Future work will involve empirical testing and real-world deployment of the proposed security architecture to validate 

its effectiveness and practicality across different IoT scenarios. 

2. Advancements in AI and Blockchain Integration: 

Further research will explore advanced AI algorithms and more efficient blockchain implementations to enhance 

IoT security performance, scalability, and adaptability. 

3. Sustainability Innovations in IoT Security: 

Future studies will investigate innovative approaches for incorporating sustainability into IoT lifecycle management, 

including biodegradable components, efficient recycling processes, and sustainable energy harvesting methods. 

4. Enhanced Regulatory Frameworks: 

Additional research will assess and propose robust global regulatory frameworks and standardized protocols to 

foster cross-sector collaboration and consistency in IoT security implementation. 

5. IoT Security in Next-Generation Networks: 

Future research will address emerging IoT challenges associated with next-generation network technologies like 

6G, quantum computing, and advanced edge computing frameworks, ensuring continuous improvement of security 

mechanisms. 
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