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Abstract: The increasing rate of cyber threats requires the high level of accuracy in Intrusion Detection Systems (IDS).
Nevertheless, the contemporary ML-driven IDS can be considered rather opaque black boxes that can be highly accurate but lose
interpretability and credibility. This is a highly important impediment to quick decision-making in Security Operations Centres
(SOCs), which is caused by the related fatigue in alerts. The present project reviews most recent works on Explainable Intrusion
Detection Systems (XAI-IDS) that combine LIME (Local Interpretable Model-agnostic Explanations) and SHAP (SHapley
Additive exPlanations). The purpose of this is to build a high-performance IDS framework relying on such models as XGBoost
based on benchmark IDS datasets (e.g., CIC-1IDS2017, UNSWNB15). We have shown that XAl can contribute substantially to the
levels of analyst trust and that approaches based on XGBoost and SHAP give the best trade-offs between interpretability and
accuracy. The proposed methodology is devoted to the effective XAl integration that will produce human-readable explanations of
the predictions used in the IDS and will be checked with the help of the visualization and performance metrics to assure actionable
results that will be offered to SOC analysts.

IndexTerms - Explainable Al (XAl), Intrusion Detection Systems (IDS), Transparency, Cybersecurity, Machine Learning.

I. INTRODUCTION

The progressive complexity and the increasing rate of online attacks have dictated the implementation of new sophisticated
detection algorithms, which have resulted in the intensive use of Machine Learning (ML) models in Intrusion Detection Systems
(IDS). Although these ML-based IDS are high accuracy and highly effective in recognizing complex and zero-day attacks, these
supercomputers tend to be black boxes; that is, their decision-making is not transparent, and human operators cannot understand why
they made these decisions. This lack of transparency and interpretability in itself poses a considerable set of operational complications
in Security Operations Centres (SOCs). The suspicion of malicious activity that is not accompanied by an explanation when using an
IDS, showing the lack of trust by the analysts, makes it harder to validate the alerts, and reduces the important response to an incident.
Such an ongoing effort to comprehend the logic of the system is directly responsible to the high-level problem of alert fatigue, where
analysts are likely to ignore or overinterpret important alerts, thus jeopardizing security. To address the mismatch in high performance
and human understanding, the discipline of Explainable Artificial Intelligence (XAl) has been developed. This paper is devoted to
building the effective model of Transparent Threat Detection and incorporating two prominent paradigm XAl-independent methods,
SHAP (SHapley Additive explanations) and LIME (Local Interpretable Model-agnostic Explanations) into the system of high-
performance IDS. The goal is to generate an IDS that is not only effective at identifying intrusion, but also, explains its predictions
in a manner that is easily comprehensible by a human, thus enhancing the analyst confidence, alleviating alert fatigue and permitting
the security response to be faster and more reliable.

Il. LITERATURE SURVEY

The increasing sophistication of network-based attacks and intricacy has developed the emergent necessity of clear and
explainable Intrusion Detection Systems (IDS). Recent papers have concentrated on the means of incorporating Explainable
Artificial Intelligence (XAl) techniques especially SHAP and LIME in order to enhance interpretability, trust and efficiency in
IDS.

A. Principles in Explainable IDS
The theoretical background of SHAP was provided by Lundberg and Lee [1], who proposed additive features attributions,
and that of LIME was proposed by Ribeiro et al. [12] to serve model-agnostic local explanations. Based on them, Arreche et al.
[2] synthesized SHAP and LIME in pipelines of IDS, enhancing the interpretability of datasets. Ensemble models with LIME in
Patil et al. [25] were found to use high detection accuracy, but Wang et al. [11] and Alam et al. [5] demonstrated the applicability
of SHAP in deep-models but noted scalability problems.
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B. Public and Deep-Learning XAl Models

Autoencoders and CNNs with SHAP/LIME were utilized by Ahmed et al. [4] and Alam et al. [5] to find latent anomalies,
and Zhou et al. [9] used GNNSs to predict traffic topology. The stability of SHAP when used with ensemble models for predicting
the future was verified in a study by Kim et al. [7] and Khan et al. [13], whereas Ryu et al. [19] suggested attention mechanisms
that provide built-in transparency without post hoc overhead.

C. Dataset based Studies and Comparisons

Ahmad et al. [19] and Yadav and Sinha [22] used the LIME to the IoT data such as BoT-loT and TON-IoT to provide
lightweight edge explanations. Kumar and Bansal [17] and Zhou et al. [9] demonstrated that SHAP can reveal domain-specific
anomalies of cloud and SCADA settings. Hermosilla et al. [21] compared SHAP and LIME to UNSWNB15, with global/local
trade-offs being reported, whereas Coroama and Groza [14] emphasized inconsistent metrics of XAl evaluations.

D. Explainability in SOC and SIEM

Ban et al. [8] constructed an Al-assisted SIEM that has interpretable SVM justification, and Takahashi et al. [15] showed
that SHAP/LIME dashboards are superior to SOC decision making. Gupta [18] examined privacy-preserving, federated LIME,
whereas Rastogi et al. [20] measured the effect of explainable alerts on reducing the cognitive load in analysts and enhancing the
response efficiency. The research on mobile ad hoc network security indicates that blackhole attacks cause serious deterioration
of AODV routing performance, at the same time, better multiphase detection methods can be used to decrease the number of
packet losses and improve the general network reliability [31][32].

E. Systematic Reviews, Frameworks, and Domain Applications

Mohale and Obagbuwa [3] reviewed XAI-IDS techniques and observed scalability and real time limitations. Domain aware
explanation, as shown by Islam et al. [23], enhances the generalizability of the model to various instances of intrusion detection.
Zebin et al. [24] used XAl on DoH detection, and Patil [25] created hybrid visualization systems to simplify reasoning by an
analyst. Standard benchmarks and metrics of quantitative assessment have been suggested by Coroama and Groza [14] and Kim
and Cho [15].

F. Findings and General Shortcomings

SHAP over 25 studies has been able to explain globally stable tree and ensemble models [1][7][11][13], but LIME can give
instance-specific insights to lightweight environments and 10T applications [6][12][19][22]. Hybrid pipelines, as well as attention-
based approaches [19], provide a better explainability with no post-processing effort. Nevertheless, significant issues have still
not been overcome SHAP computing cost [1][11], insufficient benchmark diversity [2][3][21], poor standardized quality
indicators [14][15], and low adversarial resilience continue to be problematic, suggesting the need to develop scalable, real-time,
and robust explainable IDS systems.

All these studies prove the idea that XAl methods when used with IDS can help overcome the performance and
interpretability gap. They indicate the further directions of advancements: reducing the latency of SHAP and LIME, developing
uniform evaluation metrics, making models resistant to adversarial attacks, and modifying explainability to privacy-oriented
systems that involve human-in-the-loop checks.

I11. RESEARCH GAPS

Explainable Intrusion Detection System (XAI-IDS) Literature has outlined some of the existing gaps that have constrained the
use and scalability of explainable intrusion detection systems in real-world cybersecurity settings:

» Experimental computation volumes: The computational cost of the majority of SHAP-based frameworks is typically very
high, which renders real-time or scale-based implementation in SOC operations impossible [1,5,11,16].

» Absence of standardized evaluation metrics: There is no agreement on how the quality, fidelity or human usefulness of
explanations can be measured quantitatively and so there is a lack of consistency in the evaluation of the studies [3,14,15].

» Weak human-centric validation: There is weak engagement of analysts in the validation loop of many systems to make sure
that explanations can be comprehended, acted upon and consistent with the actual investigative processes [8,20].

» Adversarial vulnerability: The existing XAI-IDS system is hardly tested on adversarial manipulation, and thus their
interpretation and forecasting are vulnerable to adversarial attacks [16,18].

» Dependency on datasets and generalization: It becomes dependent on the old datasets, such as CICIDS2017 and NSL KDD,
which restricts generalization to new attack patterns and dynamic traffic patterns [2,3,21]

The system offers a solution to these gaps by introducing a light weight, human friendly XAI-IDS, resistant to attacks,
human-in-the-loop validation, and built in visualizations, which are aimed to execute efficiently in real time in SOC
environments.
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TABLE I: Summary of key literature and relevance

No Paper Title Authors | Problem Addressed Methodology Key Findings Limitations Relevance to
Present Work

1 A Unified Approach| Lundberg, Lack of a unified, | Foundational SHAP ﬁ%abdﬁlgi% SHALGSS | High  computational | Foundational. It is the
to Model S.M.; Lee S.- | theoretically sound | Framework (SHapley | feature attribution | complexity for exact | basis for SHAP, the
Interpretation 1. method to explain | Additive (%%wgg S%'S%e% Shapley value | most used XAl method

predictions from any | exPlanations); ‘\/IISSITII ness, Accuracy, | calculation in large | in IDS literature ([2],
machine learning | mathematical proofs; | Consistency}. datasets/models. [5], [7], [16], etc.).
model. introduced Kernel

SHAP and Deep

SHAP.

2 XAI-IDS: Toward | Arreche, O., et| Low trust and lack of | FTGPOSE Ad an prr}e(Ijlr%g_ The XAl pipeline | Generalizability is | Proposes a
Proposing an | al. actionable insights in empIoKed multiplé | improved overall | dependent on  the | contemporary,
Explainable traditional  black-box MLID ode II?\/IEU ed performance and | specific training data | comparative XAl
Artificial IDS models. pOSt hOC EX lanation | provided clear | distribution (CICIDS- | framework directly
Intelligence and feature sefection. explanations; feature | 2017, NSL-KDD). applicable to network
Framework for selection reduced IDS enhancement.
Enhancing training time
Network IDS significantly.

3 Beview JoEmalic ! Mohale, V.Z.; Lack of a structured | Systematic  Review [gentiied cgmmor; It is a conceptual g(g%gge_henswe uptc
E])’ge zg?na%rl]e Al Obagbuwa I.C. overview of )_(AI (meta—apalysm and fSHAP dLIl\éIaEt()9 ugﬁ%g review; does nqt offer datée map o IandscaAl_
Inthusion Detection adoption, evaluation, | synthesis) of recent | rgsearch gapgs in | new experimental | gefining current trenae
Systems and future trends in | research papers on | evaluation and | results or quantitative | and challenges.

IDS. XAI-IDS, deployment. validation.

4 Hybrid Deep- | Ahmed, H., et | Difficulty in | RyRd Deep Eearré!ng’ Q%‘r'rfa‘lﬁ’,d quperior | The “hybrid” nature | Shows  how to
Learning and | al. interpreting complex | Autoencaders or | accuracy while | adds complexity and | successfully pair high-
Explainable Al for anomaly-based  deep |ntegrz2te€10\r/v€ﬁt§c;§los? gg%‘{r'ldb'ﬂ lon scofr%st%? computational ~ over- | performance DL with
Anomaly  Based learning decisions in (SHAP/>L(I%/IIE) method | each anomaly alert. head compared to | XAl for  anomaly
Intrusion Detection IDS. single models. detection, a key IDS

task.

5 ﬁﬁ?'a'”ab'e Deep [ Alam, M. R., | Opacity of deep | Developed a Deep | SHAP values | SHAP  computation | v/,jidates SHAP’s
Detection  Model | et al. learning (DL) models | Learning Model and | effectively  revealed | adds overhead, | effectiveness
\L}gllﬂgs and F%ature hinders their | utilized SHAP for | which network | making real-time 35’(9?'f.',1°.a"y Defé)r
Attribution deployment in | feature attribution and | features drove the DL | explanation in high- Learnlng%ased IDg

mission-critical IDS. interpretation. model’s detection | speed networks ggﬁkﬁn?ark datasets 'ng
decisions. challenging.

6 LIME-based Bhattacharya, | Resource —constraints | Applied standard IFrlgc::ded tslumcgﬁ/ssn;wd/ ]aﬂ%%xismation cad @l | gadresses a ey suD-
Explainable A., & Das,P. | and the need for | Machine Learning relevant | unstable and | resource- constralned
Network Intrusion localized trust in IDS | models (ML) and used exl?éma“%}s e"ggg?{‘o'T a%%ﬁg%ﬁtebguﬁ%%rg}m?sl :)rlorltlzmg the LIME
Detection for loT for IoT environments. | LIME for local model | de- vices. highly non- linear. method.

Devices explanation.

7 SHAP-based Kim, K. S., et | Interpreting the | Implemented H{'e'?"; e dsuccessrutll%y Ensemble model | Demonstrates a
Interpretation  of | al. combined, opaque | Ensemble ML (e.g., | ensemble del’s | complexity  coupled | practical solution for
Network decisions of high- | Random Forest) and ggéﬂ}'gc Oﬁgﬂgg cPelgP with SHAP leads to | interpreting the often-
Anomalies  Using performing Ensemble | used SHAP to | counterfactual . significant training | used Ensemble IDS
Ensemble Learning Learning models. interpret anomaly gjomaly explajeiions. and explanation | black-box architecture.

predictions. latency.

8 Breaking  Alert | Ban, T, etal. | Excessive false '-’3\5;'% medan fietanees ms'\}ﬁ“_mqg Limited _ 3’?2?33%3?%%
Fatigue: Al- positives (alert fatigue) W z;\sllsm\é\gthlglEaMn Erie;%ucedlmal%sle tlg%ue reproducibility  since usmsecwlt){o grr:ﬁ!%sctg
Assisted SIEM in SIEM systems and | framewor, Wi speed and confidence | the experiments were trustgand efficiency.
Framework Using lack of context for | Vvisualization (ATG) of security triage. run on proprietary
Explainable SVM security analysts. enterprise SIEM alert

data.

9 Interpretable Cyber [ Zhou, L., et al. | Traditional IDS | Combined Graph h|gh fldeIAP provided mherentImOdéIS are IGnlr\]IoNVsa]g(;/rerelatlonshlp-
Threat  Detection models fail to capture | Neural Networks explanatlons that | computationally ed
Using SHAP and complex network | (GNN) to  model g°°°g"‘eg‘ or the 'Sﬁe,Q,%'VE and ?Sﬂmﬂ making eteg itts
Graph Neural dependency network entities with | and relatlonshlp based increases resource lnterpretablll \
Networks relationships for threat | SHAP for local ot demands. particularly valuable.

detection. explanation.

10 Securing SCADA | Gaj, P., et al. Need for high accuracy | Applied ML models | Achieved high | The evaluation lacked | Highly relevant to
Systems: IDS with and trans-  parent | (DT, RF, MLP) and | accuracy in the | a deep learning model | Industrial
Shapley Analysis decision-making in | utilized SHAP for | Modbus protocol | comparison, which are | 10T/SCADA security,

critical SCADAJICS | protocol-based feature | dataset, with SHAP | increasingly used in |a domain where

environments. attribution. providing clear, | SCADA security. interpretability is
modular  at- tack mandated for safety.
insights.

11 Explainable ML Wang, M., et | Difficulty in | Proposed a general ML | Successfully provided | SHAP’s inherent slow | An influential early
Framework for IDS| al. implementing a | framework using a | both local and global | computation limits its | paper that explored the

general, explainable | DNN classifier and | explanations for the | use in high- | feasibility and
framework for | integrating SHAP for | DNN’s  output on | throughput, real-time | limitations of DNN-
complex DL models in | explanationgeneration. | network traffic. network security | SHAP integration for
IDS. systems. IDS.
No Paper Title Authors Problem Methodology Key Findings Limitations Relevance to
Addressed Present Work

12 “Why Should 1 Ribeiro, Black-box models 'IEOE%SW' 'VE | Introduced LIME as a | Local explanations can | Foundational. The
Trust You?” M.T.; Singh offer high performance Interpretable odel- | fast, model- agnostic | be unstable across | basis for LIME, the
Expla_ir}ing Any S.; Guestrin but no insight, limiting E%(planatlons) uses a | local explanati(_)n small perturbat_ions; second m_ost used XAI
Classifier C. trust and deployment. motﬁ)el t0 ex Iam |%c§f| method; proved its | the linear | method in IDS for its

predictions. p effectiveness on | approximation may be | speed and simplicity.
diverse  data types | poor for highly non-
(text, images, tabular) linear regions.
; aqOresses |
5| Exlanable | Khan, H. et al] BCRE M T TP ST LR, e e Y S oy | Drectycreses
Ensemble I1DS revents security d Feature | ensemble deusnons feature " attribution) is mterpretabllny of
Based on Feature from Attrlbutlon method | allowing Secl less %enerallzable han | Ensemble Models,
understan ing ) eg., . experts” to audlt the SHAI LIME which are ubi unous
Attribution mbined  “detection germutatlon/Shapley— combine model’s in_commercial IDS
Io ic. ased). logic. solutions

14 Evaluation Metrics | Coroama, L.; hS%‘FoSg Srtnmficrglz?gﬁ Theoretical ~ Review | Ff r°p°)58,_‘\’| a Taxenomy | purely theoretical; | Crucial for research.

for XAl Techniques| Groza A. quantltatlvel% and taxonomy; | metrics; hlghll hted | does not provide | Defines how XAI-IDS
g‘f'%{ﬁa;('n exglgnuealllc% synthesized  existing Eﬂgct,gg gap ,tr? XA] | empirical results or test | proposals should be
itself. fidelity, stability, and | adoption. new  XAl- IDS | measured beyond just
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complexity metrics.

implementations.

IDS accuracy.

System

accuracy but no insight
into  their

process.

voting

decision
ensemble.

of e ensemble’s
black box output.

ataset
(cr%ros 2017).

15 Benchmarking Kim, S., & 'é})"r%e'é?gnve st?rrd tha% Formal Benchmarking | Provided clear, | The  “best” XAI | A valuable, recent
Explainable Al | Cho, Y. &roously eval u(ajtteis Study; used multiple | quantitative evidence | method remains | benchmarking study
Models for eregtthXAlsecumy XAl models and | of the trade-offs | context-dependent that informs the choice
Intrusion gerflgrnab ?t metri cg multiple datasets; | between XAl models | based on the specific | of XAl model for new
Detection: A xplainabiiity 165 | evaluated against | (e.g., speed vs. | trade-off prioritized by | IDS applications.
Comparative Study fidelity, stability, and | fidelity). the user.

detection metrics.

16 Introspective IDS | Guvenc Detecting and Auﬁtlgegggger based an _aD_tﬁthnsttéat?j%tect ang Limited external | Addresses the
Through Paltun, B.; explaining real- time | ID explain evasive | validation against a | advanced challenge of
Explainable Al Fuladi R. adversarial attacks an_d ?r!?r%%gle%%ﬁleSHaﬁaplg/fs% adver%ar%rgl Sﬁm%eséﬂ broader, more diverse real-time XAl in

novel threats  in | of detection failure: SDN testbed. set of advanced | adversarial defense, a
dynamic networks. persistent threats | state-of-the-art topic.
(APTSs).
XAI-Augmented Security 1 dynamic, an | Showed that XAI- Lom utatronal i

17 DS Yor " Cloud | Kumar, D., & | 5o Enant Y'Cloud Inte‘?pretable Dee augmented DL models arhed end Focuses on a high-
Environments: An Bansal, A. environments requires | Learning ~Fram ca maintain hrglh pendency on the cloud growth domain, Cloud
Interpretable Deep audltable interpretable specrflcally tarlored accurac h rovider’s APl for S it h
Learning threat detection. cloud  network Provrdr audit logs | data  collection are | Security, where
Framework traffrc analysis. hat satlsfy regulatory practlcal constraints. transparency and

requirements auditability are
paramount.
Cack_of_transparenc a__ Feature | successtull r:x Iﬁtron uant i
18 Interpretable Gupta, P. and trust in pmodes At?rbutron method to y pro it tn ¢ apx Highly relevant for
Feature Attribution Eiecentral ed. or ate mo i FL-trained th(l)Dst gedmgrégrprtegagélclltyfgg (;%Xrlén%tqlogr?t tﬂgeddeﬁg decentralized and
iz iV u i ircumve . ;
for Federated 1DS data .via _Fe d) ated | accessing raw prlvate distributed data, prrvacy restrictions of | Privacy-preserving
Models Learning (FL). data. maintaining ‘ ata L setup. security systems using
privacy gudrantees. Federated Learning.
i i The attention Welgnis | ARention Welgnis are | Ploneers ante-noc

19 Attentron—based Ryu, J., et al. | Post-hoc XAl Designed a Deep serve as an |ntrr%src hot mathe ngwlatrcally (inherent
Explainable methods Neural Network with anI atc f feal ast %uaranteed to satrsfy |nterpreta Ief}f DL

; i ; ex anation o aure mo ering  a
Intrusion Detection (SHAP/LIME) are’lan Attention %ortance integrated | consistency Ero ertres solutron 16, the Teal:
Using Deep Neural too slow for fast IDS | Mechanism for dlrectlylnto the model. | of methods li HAP. | time speed I|m|tat|on
Networks systems. intrusion detection.

; 3 i Need tQ quantity the a Xed- | Found _ that __ XAT [ Limited to a simulated | FOCUSES on the Socio-

20 Measuring Security | Rastogi, N., et human faclors Y Methods approach significantly reduced SOC envrronment technical aspect | of
and Cognitive | al. benefits '&tr (quantitative "metrics | analyst triage time and P/ XAl pro %
Impact  in  Al- effrmency) of X in | and qualrtatlve anaI st | cognitive load, leadin perfectly refp cate the empirical evrdence o)

P Security d:)eratrons data)Q within t - | to~ ‘faster 'incident | pressure real- | value ~ to human
Driven SOCs Centers (SOCs] framework resolutron world envrronment operators.
i Direct _ Com mtlve aligated_the Superior | Forensic i i

21 SHAP _vs.LIMEfor Hermosilla, P., Un(_:ertalnty over Studv of “SH p and expllcablllty p nd requires hlghl)é stable Essential for securlty
Forensic IDS et al. which XAl method is | LIM using hlghl consistency of SHAP explanatlons ut bo teams performing
Analysis best for post-incident (c éit%st’ Tabr’r}gges E%rmpfgrreecrirstrg ir}al srg srgnrfr n neur post-mortem  analysis

forensic and auditing instability. f[:ﬁim ut‘atlonal costfor | and auditing of past
purposes. s tas intrusion events.

22 SHAP and LIME | Yadav,J, & | The dual challenges of | Applied and compared E’éﬁ%’ﬁg‘ﬁé‘uve |nde§?g”hetcs] florreru%sr(rjr%ce SYermead Atargeted study on the
for Trans- parent | Sinha, P. low- resource | SHAP and LIME for | on rade- ff some extremela/ low- | comparison of the two
tntrusion Detection operation and .hrgh— transparency i.n.ML— Eggn;gpency) H d Pemaerrns proh,b,t,%\é'ces dominant XAl
in loT stakes decision- | driven IDS within an | LIME (SPEEd) for |0T methods (SHAP and
Environments making in 10T IDS. loT context. LIME) for loT

security.

i EXplanations must pe | Proposed |ntusrn Domain  knowledge | The formalization of HI RITQNTS the need for

2 mealn Knowledge Islam, S.R., et me%nlngful to security r?raln Knowledge 2 improved tge d a knowledge g go ain-
Aided Explainable | al. experts, which requires ghCIA prrncgJIes) in 0 relevance an universal w re explanatrons
Al for IDS incorporating model and | actionability of )P Ilcatlon across all | rather  than fpurey

o cybersecurity domain | explanation generation explanatrons and met ods remains | mathematical feature
knowledge. via pre- and post- oste the | a challenge. scores.
processing. ?Dnerahzabrhty of the
i i i SHAP _1dentified Ke i

24 XAl for DNS over | Zebin, T., et al.| Evasive attacks like Random Forest mod Features (e.g., payl y specrallzed and Irmrted Relevant for. tackling
HTTPS Attack DNS over HTTPS | and applied SIf-tAtP size, domarn entropa Eot (Iirfferenttratrn modern, evasive attack

i f a eatures | re- sponsible for D etween legitimate an
Detection (DoH) require | felated to the  DOH atacl? classification | malicious DoH traffic, | Vectors where protocol

transparent  detection | protocol. with high precision. n?t kgeneral network | level feature
to aid security analysts. attac importance is key.

i i iti Used a voting | Achieved a AIgh [ The use of SMOTE | A good exam |e or

25 Explarnable Al for Patil, S., et al. | Traditional er_rsem_ble Ensemble 2 classrﬂer% 08 Y %, may introduce howgt IP{

Intrusion Detection models pro- vide high | and utilized LIME to LIMEprovrdedancaI overfitting, and the | a IltT;]htwel t post h
explain the cgllect{\ﬁe accessrble explanatron results are limited to a (o] explam
0 e

ighly accurate
ensemble models.

IV.METHODOLOGY

The project is also designed with a systematic approach to produce an accurate and interpretable explainable intrusion detection
system (XAI-IDS). The methodology can be broken into five modules, each of which deals with a pivotal point of the system
pipeline, such as creating realistic datasets and training high-performance predictive models, including ex- plainability,
performance, and the presentation of the insights in visual ways. This framework is modular in nature to make sure that the
system is not only efficient in detecting intrusions but it is also transparent in its operation and makes sense to cybersecurity
analysts.

A. Dataset Loading & Preprocessing

This module chooses benchmark datasets of IDS, such as CICIDS2017, UNSW-NB15, and NSL-KDD. It takes care of data

cleaning, normalization, encoding categorical features, dealing with the imbalance of classes (e.g., using SMOTE) and feature
selection aimed at focusing on the most relevant attributes.

B. ML Model Training

This module trains the high-performance models like Random Forest, XGBoost, and DNN, and hyperparameters are also tuned

to make the model resilient to known and zero- day attacks. Standard metrics (Accuracy, Precision, Recall, F1- score, AUC-ROC)
are used to evaluate the quality of models whilst hyperparameters are optimized to make them resistant to both known and zero-day
attacks.
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C. Explainability Module (SHAP/LIME)
SHAP gives the global feature importance, whereas LIME gives the local explanation of individual predictions. These methods
assist the analysts to know the reason why cases are either considered malicious or benign.

D. Performance & Interpretability Evaluator
This module can evaluate the performance and interpretability of different models based on standard IDS metrics as well as
explainability-oriented indicators such as Fidelity, Stability, and Sparsity to make the results reliable and com- prehensible.

E. Visualization and Reporting

Dashboard shows real-time alerts that have SHAP/LIME explanations of these alerts and significant features that lead to each
alert. It provides a simple, visual representation of the complex model decisions and allows the easy exportation of reports that
indicate the performance and trends of the major features.

V. SIGNIFICANCE OF PROPOSED SYSTEM

The proposed Explainable Intrusion Detection System (XAI-IDS) provides the essential advantages over the traditional IDS
because it provides the accurate threat detection with the transparent and practical explanations. It is designed with efficiency,
interpretability, and usability with regards to cybersecurity analysts. The crucial details of the system are:

A. Real-Time Threat Detection with Transparency
Gives real-time explanations of flagged network activities that can be easily understood to enable the analyst to make quick
and informed decisions.

B. Human-Centric Validation
Makes the descriptions of models practical and interpretable to gain greater confidence with Al-based warnings.

C. Adversarial Resilience
Uncorrupted prediction and explanation even on evasion attacks

D. Adaptive and Scalable Design
The modular design can be easily configured with new datasets, models or explainability techniques, enabling the system to
be flexible to changing network environments.

E. Visualization and Reporting
Converts the complex decisions of the model in to simple easy-to-understand visuals and reports, simplifies the tracking of
trends and monitoring performance and disseminating in- sights with stakeholders.

System Architecture: Architecture diagram (as mentioned in Fig. 1) will depict the general processes of the proposed
Explainable Intrusion Detection System (XAI-IDS). It involves two key steps, including offline training and live threat analysis.
During the offline stage, network datasets, such as CIC-1DS2017, UNSW-NB15 are preprocessed and trained with the
XGBoost, and the resulting trained model is stored to be deployed. When the user activity is being tracked in real time, the
live stage starts, the incoming events are processed by the model, and it defines whether they are benign or malicious. In
case of threat detection, SHAP and LIME produce human-readable explanations, which are then shown on the dashboard to be
countered by security analysts.
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Fig. 1. Proposed Architecture of Explainable Intrusion Detection System (XAI-IDS) integrating SHAP and LIME for model
interpretability.

VI.RESEARCH OPPORTUNITIES AND FUTURE WORK

Although the current project outlined major progressions, there are still a number of research areas that could be explored in the
future towards a better understandable intrusion detection system (X-1DS):

A. Coherent XAl Framework of Cybersecurity
The tools available, most of which explain certain types of models, are designed independently. The next step of work might
be creating a single framework that will be able to harness numerous XAl methods and choose the most appropriate method based

on the type of machine learning model and type of data, simplifying the interpretability process overall across deployments of the
IDS (Doshi-Velez and Kim, 2017).

B. Explainability in Real Time in Live Networks

Although the existing XAl techniques offer post hoc explanations, they cannot be applied in real time intrusion detection
because of the computational complexity. A study might investigate the existence of light or rough XAl methods that can produce
near-real-time explanations that can be used in the analysis of mass network traffic without necessarily compromising the
interpretability (Zhang et al., 2022).

C. Introducing Threat Intelligence and XAI-IDS to Each Other

Systems recommended may be used to integrate SHAP and LIME explanations with threat intelligence feeds to assist in
prioritizing and evaluating model responses according to established attack patterns. This hybrid method would be able to improve
automated threat classification and allow analysts to trace attack campaigns in a more efficient way.

D. Human Concentrated Evaluations of Explanations
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The existing XAl evaluation measures are mainly quantitative. One of the new directions that are going to be incorporated is
the use of human-centered evaluation frameworks, in which the understandability and usefulness of explanations can be evaluated
by cybersecurity experts. This will assist in fine- tuning instances of explanation and make them most practical in SOCs (Bhatt et
al., 2020).

E. Explainability Preserving System-to-System Privacy

As more people worry about their data privacy, it is possible to expand explainable IDS to federated learning systems, where
it is possible to both trains distributed models and provide explainability, without the need to move data centrally. This may
enhance the data confidentiality and interpretability (Liu et al., 2021).

F. Explainability With Reinforcement Learning

The other possible area of research is to utilize reinforcement learning to dynamically adjust explanation strategies based on
the feedback of analysts. The system might learn what sort of explanation (e.g. feature-based or instance-based) would give the
most value to specific types of attacks or conditions.

VII. CONCLUSION

This paper introduces a holistic model in developing an explainable intrusion detection system with the combination of SHAP
and LIME. Its methodology provides a clear flow, i.e. data preparation, model training, interpretability assessment, and visualization,
which provide machine learning- driven security systems to be more transparent and actionable. This method increases the
effectiveness of intrusion detection because the analysts are empowered to interpret the reasoning behind the models predictions,
thereby causing them to have more trust and accountability in the processes. The next steps are expected to be on the further evolution
of explainable Al and its scalability and real-time applicability to cybersecurity, which will allow the next generation of IDS that is
not only able to detect threats accurately but also provide intelligent justification to its actions. The combination of explainability and
lifelong learning, federated intelligence and human-in-the-loop mechanisms is the direction towards reliable, adaptive, and more
resilient security systems that can adapt to the changing cyber threats.
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