
© 2019 JETIR  March 2019, Volume 6, Issue 3                                          www.jetir.org  (ISSN-2349-5162) 

JETIRAT06007 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 57 
 

Aggregation Technique for Wireless Sensor 
Networks 

 

V.SAKTHI PRIYANKA Asst.Professor,  
Department of PGCS & IT  

AJK College of Arts and Science  
 

Abstract: 

 

Due to limited computational power and 

energy resources, aggregation of data from 

multiple sensor nodes done at the aggregating 

node is usually accomplished by simple 

methods such as averaging. However such 

aggregation is known to be highly vulnerable 

to node compromising attacks. Since WSN 

are usually unattended and without tamper 

resistant hardware, they are highly 

susceptible to such attacks. Thus, 

ascertaining trustworthiness of data and 

reputation of sensor nodes is crucial for 

WSN. As the performance of very low power 

processors dramatically improves, future 

aggregator nodes will be capable of 

performing more sophisticated data 

aggregation algorithms, thus making WSN 

less vulnerable. Iterative filtering algorithms 

hold great promise for such a purpose. Such 

algorithms simultaneously aggregate data 

from multiple sources and provide trust 

assessment of these sources, usually in a 

form of corresponding weight factors  

assigned to data provided by each source. 

In this paper we demonstrate that several 

existing iterative filtering algorithms, while 

significantly more robust against collusion 

attacks than the simple averaging methods, 

are nevertheless susceptive to a novel 

sophisticated collusion attack we introduce. 

To address this security issue, we propose 

an improvement for iterative filtering 

techniques by providing an initial 

approximation for such algorithms which 

 
 

makes them not only collusion robust, but 

also more accurate and faster converging. 

 
.1. Introduction 

 
Data from multiple sensors is aggregated at an 

aggregator node which then forwards to the base 

station only the aggregate values. At present, due 

to limitations of the computing power and 

energy resource of sensor nodes, data is 

aggregated by extremely simple algorithms such 

as averaging. However, such aggregation is 

known to be very vulnerable to faults, and more 

importantly, malicious attacks. This cannot be 

remedied by cryptographic meth- ods, because 

the attackers generally gain complete access to 

information stored in the compromised nodes. 

For that rea- son data aggregation at the 

aggregator node has to be accompanied by an 

assessment of trustworthiness of data from 

individual sensor nodes. Thus, better, more 

sophisti- cated algorithms are needed for data 

aggregation in the future WSN. Such an 

algorithm should have two features. 
 

1. In the presence of stochastic errors such 

algorithm should produce estimates which 

are close  

2. The algorithm should also be robust in 

the presence of non-stochastic errors, 

such as faults and malicious attacks, and, 

besides aggregating data, such algo-rithm 

should also provide an assessment of the 

reli- ability and trustworthiness of the 

data received from each sensor node. 
 

3. Identification of a new sophisticated 

collusion attack against IF based 

reputation systems which reveals a severe 

vulnerability of IF algorithms.  

4. A   novel   method   for   estimation   of 
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sensors’ errors which is effective in a 

wide range of sensor faults and not 

susceptible to the described attack.  
5. Design of an efficient and robust 

aggregation method inspired by the 

MLE, which utilises an estimate of the 

noise parameters obtained  

6. Enhanced IF schemes able to protect 

against sophisticated collusion attacks by 

providing an initial estimate of 

trustworthiness of sensors using inputs 

from contributions 2 and 3 above. 
 

 

 
 
 

 

2. Approaches Used  
 
 
 
 
 
 
 
 

 

 

 

 

Fig. 1. Network model for WSN. 
 
 

Sensors exhibiting a very small belief 

divergence at any given round of iteration. 

Therefore, under an attack of the kind 

described, the reputation value of the first 

iteration is equal to the simple average of 

readings, and the second vec-tor of weights is 

computed based on the distance of each sensor 

to the simple average provided by the first 

iteration. As most of the IF algorithms in the 

literature make the same assumption about the 

initial trustworthiness of sensors, we argue that 

an adversary with sufficient knowledge of such 

algorithms can launch an attack as we have 

described and deceive the aggregator node. 
 

 

In the case in which the nodes use 

cryptography to ensure the confidentiality of 

readings they send to the aggregator, the 

adversary can still estimate these readings by 

sensing the measured quantity using the 

malicious nodes.  
To address the shortcoming of existing  

IF methods, we focus on estimating an initial 

trust vector based on an esti- mate of error 

parameters of sensor nodes. After that, we use 

the new trust vector as the initial sensor 

trustworthiness in order to consolidate the 

algorithms against an attack sce- nario of the 

type described. 

 

3. Related Survey 

 

The objective of our experiments is to evaluate 

the robustness and efficiency of our approach for 

estimating the true values of signal based on the 

sensor readings in the presence of faults and 

collusion attacks. For each experiment, we 

evaluate the accuracy based on Root Mean 

Squared error (RMS error) metric and efficiency 

based on the number of iterations needed for 

convergence of IF algorithms.  
The first IF method considered computes the 

trustwor- thiness of sensor nodes based on the 

distance of their readings to the current state of 

the estimated reputation The second IF method 

we consider is a correlation based ranking 

algorithm proposed by Zhou et al. in [9]. In this 

algorithm, trustworthiness of each sensor is 

obtained based on the correlation coefficient 

between the sensors readings and the current 

estimate of the true value of the signal. In other 

words, this method gives credit to sensor nodes 

whose readings correlate well with the 

estimated true value of the signal. Based on this 

idea, the authors proposed an iterative 

algorithm for estimating the true value of the 

signal by applying a weighted averaging 

technique. They argued that correlation 

coefficient is a good way to quantify the 

similarity between two vectors. Thus, they 

employed Pearson correlation coefficient 

between sensor readings and the cur- rent state 

of estimate signal in order to compute the 

sensor weight. We call this method Zhou. 
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4. Problem Formulation 

 

In the wireless sensor networks the network nodes 

are used for the sensing the information from the 

various types of non-reachable areas. Wireless 

sensor nodes has been used for the sensing the 

information from harsh environment. In these 

nodes sensors of different types has been used for 

collecting information. Wireless sensor networks 

are of main two types, which are static wireless 

sensor nodes and mobility wireless sensor 

networks. In MWSNs t5he main threat in the 

network is security. Various types of attacks 

occurred in these networks. Attack occur in WSN 

is clone attack which is also known as replica 

attack. In this attack the node copy the id of the 

other node and show its predictions at different 

locations. A clone node can create a black hole or 

wormhole attack include adversary can use them 

in different ways. This attack can transmit false 

information to all legitimate nodes. The clone 

attack is very suitable for adversary. For this 

attack adversary has not to be compromise for 

number of nodes. The adversary can do cloning of 

one node and can predict other nodes through this 

node. It falsifies its positions at different times at 

different locations. Main problem in this is to 

detect the node having clone attack, because each 

and every node has same id and locations at 

different position on same interval of time. This 

problem has also been arising in clusters in which 

clusters replicate and the main problem arises 

when cluster head replicate. 

 

6. Results and Discussions 

 

Sharing of tables is use for the detection of nodes 

from the replication. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

7. Conclusion  

 

In this paper, we introduced a novel collusion 

attack sce- nario against a number of existing 

IF algorithms. More-over, we proposed an 

improvement for the IF algorithms by 

providing an initial approximation of the 

trustworthi- ness of sensor nodes which makes 

the algorithms not only collusion robust, but 

also more accurate and faster converging. In 

future work, We will investigate whether our 

approach can protect against compromised 

aggrega- tors. we also plan to implement our 

approach in a dep- loyed sensor network. 
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