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Abstract :  Online social networks like Face book and My space are popular. These sites have increased the number of 

people who connect and share their personal information such as photos and activities. This reveals that the privacy 

concerns of the people are rich and varied. Proper configuration of access control can be difficult and time-consuming 

.The user's lack of understanding of privacy settings can lead to a lack of willingness to set up privacy manually. We 

use a two-level framework that uses user history available on the site and sets the privacy policy for user images so that 

the user can easily use the policy setting and secure their images. In this, we use the Adaptive Privacy Policy (A3P) 

prediction system, which allows users to use the free privacy settings experience for unrest by automatically creating 

privacy policies. 

 

Index Terms – Adaptive privacy policy prediction, social networking, online photo sharing, classification  

1.INTRODUCTION 

 More and more people go online today and share their personal images and get connected with people. Sharing 

of information takes place even in existing groups or social circles [1] .This helps people to get connected easily with 

each other. This connection helps to identify the new companions and gives an idea about their importance and social 

surroundings. Anyhow, content sensitive images may release personal information. Let us look at an example, where an 

image of a person in family event has to be uploaded in social site like Google+ circle or face book, but this image will 

be naked to everyone, rather than to only family members. This sharing of images in social sites may also lead to 

unnecessary exposure and privacy contravention [2] . In future, it is possible for other users to gather rich accumulated 

information can result in unnecessary disclosure of one's private environment and lead to misuse of one's private 

information. 

        Many of the content sharing sites concedes the users to drop their privacy specifications .But unexpectedly modern 

studies have shown that the users are trying very hard to set up the shared data can be wearisome and error-prone [5]. 

So the people have recognized the requirement of privacy recommendation system which can advice users to set their 

privacy with ease. Anyhow, current systems for setting privacy automatically appear to be insufficient to solve the 

unique privacy preferences of images [7], due to the amount of data intrinsically carried within the images and their 

dependency with the online environment wherein they are disclosed.  

2. RELATED WORK 

 Our work is related to setting up privacy settings in social sites, recommendation systems, and privacy online 

image analysis.Many modern businesses have studied how to automate the task privacy settings .Bonneau et al [4] the 

concept of privacy groups was proposed which recommends that users have a set of privacy settings that the "experts" 

or other trusted friends have already set, so ordinary users can choose either direct setup or just need to make a slight 

adjustment. Similarly, Danizis [8] proposed an automatic learning approach extract privacy settings from the social 

context at home that the data is being produced.  

 In parallel with Deniz's work, Adu-Oppong et al. Develop privacy settings based on the concept of "social 

circles" consisting of groups of friends who are split by splitting friends' lists of users. Ravichandran et al. Studied how 

to predict user privacy preferences for location-based data based on location and time of day. Fang et al.  Privacy 

Wizard suggested to help users to grant privileges to their friends. The wizard asks users to customize privacy first to 

your specific friends, then use this as an entry to create a workbook that classifies friends based on their profiles and 

automatically assigns privacy labels to friends not served. Recently, Klemperer et al .studied whether keywords and 

captions with users their image tags can be used to help users more intelligently create and maintain access control 

policies. Results corresponds to our approaches: tags created for the organization can be redirected for help in 

establishing reasonable access control rules. The above approaches focus on policy-making settings are for attributes 

only, so they are considered primarily social context like a buddy list. While interesting, they may not enough to meet 

the challenges posed by the image files that may vary significantly not only privacy because of the social context but 

also because of the actual image includes. As far as the images, the authors [7] presented in an expressive language for 

images uploaded to social sites. This work is complementary to us because we do not deal with it expression policy, but 

relying on the policy of common models. 

 Specification for our predictive algorithm . In addition, there is a wide range of work on analyzing the content 

of images, for classification and interpretation [6] And the arrangement of images also in the context of photo sharing 

sites such as Flickr . Among these works, Zier's work [9] may be the closest to our work. Zerr explores the perception 

of privacy images using a combination of features, both content and metadata. This is a binary classification (private 

versus generic), so the task of classification is very different from our classification. 
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3.SYSTEM OVERVIEW 

 The A3P system consists of two main components: A3P and A3P. The total data flow is the following. When a 

user loads an image, the image will be sent first to A3P. A3P classifies the image and determines whether there is a 

need to call social A3P. In most cases, A3P expects policies for users based directly on their historical behaviour . If 

one of the following conditions is validated A3P will call A3Psocial: (1) The user does not have sufficient data for the 

image type that is loaded to predict policies; (ii) The core A3P detects recent major changes between the user 

community regarding their privacy practices as well as increasing the activities of the user's social networks. 

 

 

 

 

 

  

  

   

                                                                        

 

 

 Fig 3.1: System Architecture 

4.ADAPTIVE POLICY CORE 

 There are two main elements in A3P: (i) Image classification and (ii) adaptive policy forecasting. For 

user,his/her images are first categorized based on content and metadata. The privacy policies of each category of images 

are then analyzed to predict the policy.  

4.1.IMAGE CLASSIFICATION 

Content-based grouping: 

 For groups of images that may be associated with similar privacy preferences, we suggest a hierarchical image 

classification based on two indicators: 1) image content and 2) image metadata. In particular, we classify images first 

based on their contents, and then we improve each category into subcategories based on their metadata. Some images 

can be included in multiple categories as long as they contain the usual content attributes or metadata for those 

categories. In addition, images that do not contain metadata will be grouped only by content. This hierarchical 

classification gives higher priority to image content and reduces the impact of missing tags. 

Metadata-based grouping: 

 Metadata-based classification aggregates images into subcategories within the above-mentioned base 

categories. The process consists of three main steps. The first step is to extract keywords from the initial data associated 

with the image. Metadata that is taken into account in our work are tags, comments, and comments. The second step is 

the derivation of hypnosis (referred to as h) of each vector of metadata. The third step is to find a subcategory to which 

the image belongs. This is a gradual procedure. Initially, the first image is a sub-category in itself and the Hypernms 

represent the image of the hypernyms of the sub-class representation. 

 

4.2. ADAPTIVE POLICY FORECASTING 

 The policy prediction algorithm provides an expected policy for a user's newly uploaded image as a reference. 

More importantly, the expected policy will reflect potential changes to user privacy concerns. The forecasting process 

consists of three main phases: (i) normalization of policy; (ii) policy mining; and (iii) policy prediction. 

 
Policy Mining 

 Our approach is to take advantage of mining techniques governing associations to discover popular patterns in 

policies. Policy mining is implemented within the same category of the new image because images in the same category 

are often under a similar level of privacy protection. The basic idea of pyramid mining is to follow a natural order in 

which the user determines a policy. Given the image, the user usually decides first who can access the image, then 

thinks about the specific access rights and the access conditions should eventually be improved, such as specifying the 

expiration date. 

Policy Prediction 

 The mining stage in politics may generate several candidates, our system is to return more promising one for 

the user. As such, we offer a way to choose the best candidate policy that follows the user's privacy. To illustrate the 

direction of user privacy, we define the concept of rigor. The accuracy level is a quantitative measure that describes 

how to "narrow down" the policy.  
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5.  A3P SOCIAL 

 A3P-social uses a multi-standard inference mechanism that generates representative policies using leverage. 

Basic information related to the user's social context Public attitude towards privacy. As  mentioned before, A3Psocial 

will be called by the A3P core in two scenarios. One when a user is a beginner for a site, and does not You have enough 

images stored for the A3P-core to derive useful and customized policies. The other is when the system notices 

significant changes in the direction of privacy in the user's social circle, which may interest the user to adjust their 

privacy settings accordingly. 

 

5.1. Social Context Modeling 

 Note that users who have a similar background tend to enjoy similar privacy fears, as seen in previous research 

studies also confirmed by our collection data. This observation inspires us to develop a social contextual modeling 

algorithm that can capture the social elements common to users and identify the communities they form users with 

privacy concerns. Then identified communities that have a rich set of images can serve as a basis for subsequent policy 

recommendations. The social context modeling algorithm consists of two main steps. The first step is to identify factors 

that are likely to be useful in your privacy settings. The second step is to group users based on specific factors. 

 

5.2. Identifying Social Group 

 The process of policy recommendations based on social groups obtained from the previous step. Suppose a U 

user has uploaded a new image and recalled the A3P-core A3P-social recommendation for policy recommendation. 

A3P-social will find the most user-friendly social group U and then choose the representative user in the social group 

along with his image to be sent to the A3P-Core Policy Prediction Unit to create the recommended policy for user U.  

 

6. RESULTS 

 The goal is to investigate whether the population is different, and the heterogeneous image set of the second 

data set affects the quality of the prediction. Also, this data set is characterized by better metadata, as the manual scan 

revealed that user-entered tags were fully completed, meaningful, and use keywords or stop words within them. For this 

experiment, we once again used the straw man's method of comparison which consists of the most recent replication of 

what was created user policy. This comparison is required to remove suspicion that mechanical telescope users may be 

completed mobilize the sources of tasks in an automated manner, without paying adequate attention to each individual 

task .We also tested quality achieved by A3P-core in case of only signs used, where previous experience showed that 

their marks is of little importance for the purpose of forecasting.  

Results of A3P-core and A3P-social on Dataset: 

 

Technique Tag,Description 

download 

View Comment Overall 

A3P-core 90.52% 90.38% 90.38%  90.42% 

A3P-social 84.45% 84.34% 86.56% 86.67% 

Content-Based 

Classification 

68.64% 66.12% 66.825% 66.84% 

Metadata-Based 

Classification 

86.64% 87.54% 87.03% 87.10% 

TABLE 6.1:    Results of A3P-Core and A3P-Social on Picalert Data Set 

Major level in policy prediction: 

 In Table 6.2, all fixtures Common subjects and common actions are enumerated and set the integer value 

according to strict topics and corresponding acts. For example , the View action is more restrictive than the "tag" action. 

Given the policy, its value can be considered one of the value in table by matching its subject and work. If the policy 

contains multiple topics or actions and multiple results for values, we will look at the lowest one. Nothing is equal the 

table is created automatically by the system however can be adjusted by users according to their needs. 

 

Top-Level               Theme                  Action 

0                         Personal group1                  View 

1               Personal group2                  Comment 

2               Social group1                  Tag,Comment 

3               Social group 2                 View,Download 

4               New contact                View,Comment 

5              Working group                Comment 

6              Working group                 Tag 

 TABLE 6.2:   Major Level Look-Up Table 
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7.CONCLUSION 

 We have proposed a system consistent with the A3P privacy policy that helps users automate privacy policy 

settings for uploaded images. The A3P provides a comprehensive framework for deriving privacy preferences based on 

information available to a particular user. We also dealt effectively with the issue of cold start, and taking advantage of 

information on the social context. Our empirical study demonstrates that our A3P is a practical tool that offers significant 

improvements to current privacy practices. 
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