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Abstract: The main objective of this paper is to propose a  wireless sensor technology for Animal Intrustion 

Detection System which can enable the Rural Agriculture  community to replace some of the old methodologies. 

In this paper, the sensor motes have several external sensors to sense the  intruded  objects . Based on the 

distance of the intruded objects,  sensor mote triggers the alert system.. Once the object  is sensed then system is  

switched on and  the  sensed  object is captured by sensor and it  is sent to the base station and in turn base 

station intimates the agricultural society about the intrusion  via SMS using GSM modem. Obtaining the  detail 

in the  mobile the user  can  selects the necessary precautionary steps   needed for avoiding the damage caused by  

the intruded object . In order to overcome the lack of information and technical support and to increase the 

monitoring capability, a development of electronic archive for Animal Intrusion Detection and Alert  system  

using WSN is proposed to provide a helping hand to Agricultuist  in real-time monitoring, achieving perfect 

Detecting and Alert  enability  and thus utilising reduced amount of energy. Thus a Perfect control on detection 

and alert  information to Agriculturist society is done as a result of this paper using wireless sensor network. 
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INTRODUCTION 

 
Modern networked business environments require a 

high level of security to ensure safe and trusted 

communication of information between various 

organizations. An intrusion detection system acts as an 

adaptable safeguard technology for system security after 

traditional technologies fail 

 

Our Agricultuist  worldwide  needs some  innovation 

in the field of detection and alerting in minimising the 

intrusion. This can be achieved through modern 

technologies which assist computing, communication and 

control within devices.WSN suit for this purpose. Wireless 

sensor networks (WSN) technologies have become a 

backbone for modern  monitoring  system[1]. WSN in 

monitoring  helps in distributed data collection, monitoring 

in critical environments and diminishing cost and assisting 

distributors in real time data gathering.  

 

This paper presents the preliminary design on the 

development of WSN for Intrusion Detection and  Alerting  

application. The proposed WSN system will be able to 

communicate each other with lower power consumption in 

order to deliver their real data collected to the farmer’s 

mobile via GSM technology. 

 

 

 
 

 

Requirements of Wsn Based Monitoring: According to 

paper [2-4], research on the security Alert  system  are 

becoming increasingly concentrated on monitoring and 

controlling the entire ....greenhouse yielding process. The 

requirements in the aspect of WSN based crop monitoring 

system functions can be mainly summarized as the 

following points: 
 

Hardware – sensors, actuators, connectors, interface 

boards, input and display panels, routers, computers, 

generators, transformers, etc. 
Software – communication, data filter and fusion, 

 
System Requirement and Architecture: The 

requirements that adopting a WSN are expected to satisfy 

in effective detecting and Alerting system level issues (i.e., 

unattended operation, maximum network life time, 

adaptability or even functionality and protocol self-

reconfigurability) and final user needs (i.e., 

communication reliability and ro 
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friendliness, versatile and powerful graphical user 

interfaces). The system, shown in Fig. 1, comprises an 

overall self-organizing mesh WSN with sensing 

capabilities, a Gateway, which gathers data and provides 

information to the final user capable of monitoring and 

interacting with the instrumented environment.  
The storage system using Wireless Sensor Network 

(WSN) is a kind of an autonomous solution to enhance the 

environmental monitoring technology.  Therefore in this 

project we would like to propose a wireless sensor system 

that will communicate each other with lower power 

consumption. This is served with the help of Micaz motes 

from crossbow technologies. The architecture then to be 

implemented in the sensor nodes will construct a wireless 

networking data collection  likely to replace the 

conventional manually data collection system. A general 

Micaz mote with MDA300 data acquisition board has 

standard measurement parameters sensors such as ambient 

air temperature and humidity and also has external  

atmospheric pressure sensors all to be integrated in all 

nodes. All the deployed nodes will collect the parameters 

and report to the central co-ordinator /sink. The 

coordinator will coordinate the data collection. The 

individual nodes based on the  sensor content attached to it 

will excite the storage in that particular region. Meanwhile 

the  sensor value will be reported to the central coordinator 

and then the temperature value is reported to the 

distributors  using SMS system via GSM modem 

intimating him to storage system the particular region. 

There by we can conserve power and using this project 

[5]. 
 

Hardware Design: Focusing on an end-to-end system 

architecture, every constitutive element in WSN has to be 

selected according to application requirements and 

scenario issues, especially regarding the hardware 

platform.Resistance and temperature maintain a linear 

relationship when soil water content ranges from 0 to 2 

bars. The resistance measurement was normalized to 

degrees C by  
 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1 Data base 

of farmer view 
 
Radio Platform: The radio platform used here is 

MPR2400CA which is based on the 

AtmelATmega128L.The ATmega128L is a low-power 

microcontroller which runs MoteWorks from its internal 

flash. A single processor board (MPR2400) can be 

configured to run sensor application / processing and the 

network/radio communications stack simultaneously. 
 
Data Acquisition Board: In order to manage different 

kinds of sensors, a compliant data acquisition board were 

adopted namely MDA300CA which is an extremely 

versatile data acquisition board that also includes an 

onboard temperature/ humidity sensor. 
 
Sensor Node: Each sensor node consists of 2.4GHz 

MICAz mote, MDA300CA [5] data acquisition board, 

Irrometer Soil moisture sensor, atmospheric pressure 

sensor MPX4115A, leaf wetness sensor. The Tiny 

Operative System (TinyOS) running on this platform 

ensures full control of mote communication capabilities to 

attain optimized power management [6-7]. 
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Fig.2: Sensor 
 
Sink Node: The Sensor –System interface is supported by 

MIB510 which allows aggregation of sensor network data 

on a PC as well as other standard computer platforms. A 

MICAz node can function as a base station when mated to 

the MIB510 serial interface board. In addition to data 

transfer, the MIB510 also provides an RS-232 serial 

programming interface. The overall node stack 

architecture at the base station is shown in Fig. 3.  
The terminal is a single board computer developed for 

data displaying and delivering. There are two important 

reasons that a data terminal is designed in the monitoring 

network for greenhouse application. The first reason is that 

we have to view the current environmental parameters 

while daily management. Another reason is that 

agricultural facilities are always far from the farm office 

where the central PC using for data logging and processing 

is located. It is necessary for the sink node to realize long 

distance data transmission. 
 
Wireless Rf and Networking: XMesh is a full featured 

multi-hop, ad-hoc, mesh networking protocol developed 

by Crossbow for wireless networks. In the XMesh routing 

algorithm [6], the cost metric is one that minimizes the 

total number of transmissions in delivering a packet over 

multiple hops to a destination and is termed the Minimum 

Transmission (MT) cost metric. The multi-hop network is 

initially formed when motes broadcast periodic beacon 

messages to all other motes within radio range. When the 

beacon messages are sent, they contain a cost value, which 

indicate to other motes the energy required to transmit a 

message to the base station. Higher cost 

 
indicates more energy required to make the transmission. 

The purpose of the cost metrics to minimize the total cost 

it takes to transmit to the base station mote (i.e. node zero). 

Each node in the mesh network will broadcast its cost 

value which is derived later in this section. The beacon 

message includes the number of hops to send a message to 

the base station mote and a packet sequence number. The 

packet sequence number is a 16 bit integer and is 

incremented every time a message is transmitted from the 

base station mote or other motes. The beacon message also 

contains a neighbourhood list (NL) [5]. The NL contains 

information about all other motes in the vicinity that the 

mote or base station mote can hear. The NL information 

has two parts: 
 
* The ID of the neighbourhood mote (NM).   
* A received estimate on how well the mote can hear 

neighbour motes.  

 
The received estimate value is based on monitoring 

the sequence numbers of the received messages from the 

NM. For each link, the MT cost is estimated by the inverse 

of the product of link qualities in the forward 

(SendQuality) and backward (RecieveQuality) 

directions[7]. The link's cost to its parent or the Minimum 

Transmission cost is written as 

  

For each sensor node in the list  

  For each sink node  

  {  

   Shortest path is calculated 

for each sensor node to sink node.   }  

  Choose the sink node as a root of the 

MDT which has shortest path among the all paths to 

several links  

 }  Calculate the Vmin for each 

partitioned MDT using the equation (2)  

 Select the minimal Vmin as a K-PMDT Vmin}  

  {  

 
 
Base Station mote serves two purposes: 

 
It acts as the Gateway between the Mote Tier and 

Server Tier. The base station communicates with 

other motes over the radio and with the server using 

serial communication. 
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 forms the network and directs all data messages from 

the Motes to itself. The base station Mote is always 

identified as “node 0” in a single base station system. 
 
Programming and Data Management  
 

Software: MICAz motes could be programmed with 

TinyOS, an open source, object-oriented, event-driven 

operating system developed by the UC Berkeley [8]. 

These sensor nodes were programmed with TinyOS before 

deployment according to application requirement.Each 

sensor node was programmed to perform time-triggered 

sampling of their sensors and data transmission. Every 5 

minutes the sensor nodes took a temperature reading, a 

humidity reading and a temperature reading, then 

transmitted a packet containing the sensor readings to the 

sink node. The sensor nodes were programmed to be in a 

sleep state while not sensing or communicating. nesC 

(nested embedded systems C) is an extension to the C 

programming language designed to embody the structuring 

concepts and execution model of TinyOS.The final user 

may check the system status through graphical user 

interface (GUI) known as MoteView. 
 

MEMSIC’s MoteView software is designed to be the 

primary interface between a user and a deployed network 

of wireless sensors. MoteView provides an intuitive user 

interface to database management along with sensor data 

visualization and analysis tools. Sensor data can be logged 

to a database residing on a host PC. MoteView provides 

the tools to simplify deployment and monitoring. It also 

makes it easy to connect to a database, to analyse and to 

graph sensor readings.  
The Moteview running on the central PC is developed 

based on database in Microsoft Visual C++6.0 IDE[10]. It 

includes three modules: 

 
Data Receive: The short message is received from serial 

port and parsed into different data fields according to 

custom data protocol. 
 
Data Log: These data are written into corresponding fields 

representing environmental parameters in the table of 

database respectively. 
 
Data Display: Historical data are read from database to 

creating different types of charts or curves, which makes it 

clear and easy for the administrator to comprehend and 

analyse sensors data monitored by the monitoring network. 
 
 

RESULTS 

 
In order to analyse and optimize system performance, 

we have conducted some rudimental experiments. This 

section will show some experiments results. 
 
 
Sensors Data: The monitoring network was installed in 

our demo farm. Temporal and spatial variations in 

temperature, are measured continually and sent to the 

central PC located in farm base station. Figure 5 shows the 

temperature and humidity data of a node placed in a farm.  
Figure 6 shows the tempperature content value of the 

node placed in the farm.  
 

 

Fig 3 shows the  setup of the preliminary 

design  
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Fig. 4: Output showing the object nearing farm using MoteView  
 

 
 

 

Fig. 5: Output form in VB Dotnet showing the SMS alert sent to the 

mobile 

 

Also we have completed the mobile alert part with the help 

of vb dotnet  coding. The temperature value obtained from 

the sensor is collected by the base station node and 

reported to the PC attached to it via RS232. The PC is 

programmed with our monitoring software in VB 

dotnetwhich automates the alert message to farmer when 

the soil pH value is above the threshold. Thus the soil pH 

value is messaged to farmer as SMS alert using GSM 

modem connected to the PC. AT commands are used in 

the VB coding to automate the SMS alert part. Figure 8 

shows the output of VB alert part. In this figure as the soil 

pH value is above DF the SMS alert is sent to farmer’s 

mobile.  
In the next phase we have planned to do the  sensing  

actuating part having the clustered architecture which in 

turn takes  the  criteria of AOT (Arrival of time) and 

TOA(Time of Arriaval) and RSS(Received Signal 

Strength). As our future enhancement we have planned to 

take into consideration the Tracking the objects techniques 

clubbed with clustering technology. 
 

CONCLUSION 

 
In this paper, we proposed real-deployment of 

WSN based detection and alert system which is 

designed and implemented to realize modern Intrusion 

detection system. End Users can tailor the mote 

operation to a variety of experimental setups, which 

will allow agriculturist  to reliably collect data from 

locations previously inaccessible on a micro -

measurement scale [8]. Such a system can be easily 

installed and maintained. This paper successfully 

applies the wireless sensor networks on proper 

agricultural fields by investigating Intrusion detection. 

The complete real-time environment information is 
successful in  allocating various ports or hosts to 

different attackers and thus  the Intrusion Detection 

System correlate the captured packets and  alert the 

entire the sensor  network system.
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