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Abstract–Cyber security plays an important role in the 

field of information technology. securing the information 

have become one of the biggest challenges in the present 

day. Whenever we think about the cyber security the 

first thing that comes in to mind is 'cyber crimes' which 

are increasing immensely day by day. Various 

governments and companies are taking many measures 

in order to prevent these cyber-crimes. Beside various 

measures cyber security is still a very big concern for 

many. This paper mainly focuses on latest about the 

cyber security techniques, ethics and trends changing the 

face of cyber-security. 
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1. INTRODUCTION 

Artificial intelligence is a part of science where 

machines can handle the complex problems like 

human. here machines are made to take decision like 

real humans by using some algorithms. Machine 

learning [9] is small field inside artificial 

intelligence.ML uses mathematics and statistical ways 

to extract information from data, and with that 

information ML tries to guess the unknown. Deep 

learning is a field of ML and tries to learn the data with 

Artificial neural network approach. 

Does AI is better than human? Artificial Intelligence 

is the result of software which creates a decision 

mechanism like human brain decision mechanism. 

until now AI cannot be like Human brain. In this era of 

science and Technology it is found that human brain is 

way too complicated to imitate exactly into the 

software. So, AI mostly focus on specific problem, 

where it can solve specific problem. The purpose of AI 

application is very clear to solve a problem, where an 

expert spends lot of time on a problem. Artificial 

Intelligence apps for cyber security [14]. 

a) Spam filter applications (spam assassin) 

b) Network intrusion detection and prevention 

c) Fraud detection 

d) Credit scoring and next best offers 

e) Secure user authentication application  

 

II. DEVELOPMENT CONSIDERATIONS 

Success rate of AI in detecting cyber threats. AI 

is the best solution to detect the cyber threats. There 

is very less amount of research on success rate of 

AI for cyber threats. This success rate views in 

between 85%-99%. In last few years, Dark trace 

claims to have more than 99% of success rate.  

Machine learning algorithm used for developing 

cyber security apps; Spam assassin, currently it is a 

project that is an open source code and it does spam 

mail filtering. Spam assassin makes a feature list in 

order to control if an email is a spam mail or not. 

Extracted features from an analysed email is 

processed with Naive Bayes algorithm. The most 

common algorithms in cyber-attack systems are, 

Random Forest, Decision Tree, Support Vector 

Machines etc. Nowadays most companies make use 

of deep learning ML algorithm to do researches on 

AI. 
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Above Table 1. Shows the information of Labour 

hours spent containing cyber exploits each week. This 

table shows the comparison between not facilitated by 

AI and Facilitated by AI. Aim is to get the difference 

is hours and cost. By this result we found that IT and 

IT security fully loaded pay rate is $62.50. 

 

III. TECHNIQUES USING AI FOR CYBER 

SECURITY 

Expert system:[1] An expert system is a computer 

system that copies the decision-making ability of 

human. This is example for Knowledge based system. 

These Knowledge based systems are composed of 2 

subsystems: The Knowledge base and Inference 

Engine. Knowledge base represents the illustrations 

and assertions in the real world. The inference engine 

is an automatic reasoning system.  

Intelligent Agents: IA is an independent entity which 

recognizes movement through sensors and follows up 

on an environment using actuators and directs its 

activity towards accomplishing objectives. IA may 

likewise learn or use knowledge base to accomplish 

their objectives. They might be extremely simple or 

very complex. A reflex machine, for example, 

thermostat is an intelligent agent. It has the behaviour 

and reactivity. They can adapt to real time, learn new 

things rapidly through communication with 

environment, and recovery abilities. IA is created in 

showdown against Distributed Denial of Services 

(DDoS) attacks. In case if there is any legal or business 

issue, it should be manageable to develop a "Cyber 

police". Cyber police should have mobile intelligent 

agents. For this we should device the infrastructure to 

support the quality and interaction between the IA. 

Multi-agent tools will give a lot of full-fledged 

operative appearance of the cyber police.   

 

 

IV. ADVANTAGES OF AI TECHNIQUES 

 Expert System 

i. Decision Support 

ii. Intrusion Detection [5] 

iii. Knowledge Base 

iv. Inference Engine 

 Neural Nets [5] 

i. Intrusion Detection and 

Prevention System 

ii. High speed operation 

iii. DOS detection 

iv. Forensic Investigation 

 Intelligent agents 

i. Proactive 

ii. Agent communication 

language 

iii. Reactive 

iv. Mobility 

 

 

 

V. FUTURE ENHANCEMENT 

 

We can use AI [7] in various ways for the benefit 

of cyber security. In future we may have most 

intelligent systems than these techniques. Even the 

attackers or intruders will also use the AI for 

attacks. Clearly, the emerging advances in data 

understanding, handling and illustration what is 

more in machine learning will greatly enhances the 

cyber security capability of systems that would use 

them [8]. 

VI. CONCLUSION 

Computer Security is a vast topic that is becoming 

more important because the world is becoming 

highly interconnected, with networks being used to 

carry out critical transactions. Cybercrime 

continues to diverge down different paths with each 

new year that passes and so does the security of the 

information. The latest and disruptive technologies, 

along with the new cyber tools and threats that come 

to light each day are challenging organizations with 

not only how they secure their infrastructure, but 

how they require new platforms and intelligence to 

do so, there is no perfect solution for cybercrimes, 

but we should try our level best to minimize them in 

order to have a safe and secure future in cyber space. 
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