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Abstract: 

As users share through social networking 

sites, the number of images is increasing, 

privacy remains a major issue, since some 

users inadvertently participate in a recent 

public act, such as this is shown by personal 

information. In the light of these events, we 

need tools to help users control access to 

shared content. To meet this need, an 

adaptive prediction privacy policy (A3P) is 

proposed to help users create their image 

privacy settings. We have examined the role 

of social origin, the content of the image and 

the metadata, as possible indicators of user 

privacy preferences. We propose a two-stage 

framework, based on the user history 

available on the site to determine the best user 

privacy policy available for the image being 

uploaded. Our solution is based on a similar 

strategy can be associated with a picture box 

image classification categories, as well as in 

accordance with the prediction algorithm of 

the user's social strategy automatically for 

each image has A new generation strategy 

has risen.  

Keywords: Adaptive Privacy Policy 

Prediction (A3P), A3P-Core 

 

Introduction: 

Images are now useful for user’s 

connectivity. Sharing of images takes place 

with in group of known people or social circle 

and increasingly outside the group, for 

discovery of new people. Some images might 

be content sensitive. Sharing images on 

content sharing sites may lead to unwanted 

disclosure and privacy violations. Persistence 

nature of media gives rich aggregated 

information about the owner of content and 

subject of content. The collected information 
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can results in unexpected exposure of one’s 

social environment and lead to misuse of 

one’s personal information. Most social 

networking and content sharing sites provide 

set privacy preferences. Unfortunately, user 

finds difficult to set privacy and maintain it. 

The large amount of shared information 

makes process error prone and tedious. 

Therefore there is need of policy 

recommendation system which can be useful 

for user to easily and properly configure the 

privacy setting. In this paper, several 

techniques are summarized which provides 

hassle free privacy setting mechanism. These 

techniques handle factors which influence 

privacy setting and user uploaded images: 

The impact of social environment and 

personal characteristics. Social context of 

user, such as user’s profile information and 

his groups of social network may be useful 

for knowing about user’s privacy 

preferences. For example, student may not 

wish to share his college photographs with 

family members. However, using common 

policies for all users or similar users may not 

satisfy individual’s preferences. Users may 

have different opinions for same type of 

image. For example someone may be willing 

to share all his images but conservative 

person may not. Therefore we have to find 

balancing point between impact of social 

environment and personal characteristics. 

Moreover, person may change their opinion 

about particular type of images.  

Social users of A3P classify social groups 

with similar social preferences of privacy and 

constantly monitor social groups. When 

called A3P-social, it automatically identifies 

the user social group and sends group 

information back to the A3P core for 

strategic prediction. Finally, the foreseen 

strategy will be shown to the user. If the user 

is completely satisfied with the expected 

rules, he or she can accept it. Otherwise, the 

user can choose to change the policy. The 

actual strategy will be stored in the system 

repository for future forecasts of the transfer 

strategy. 

 

 

Users of social-networking sites share huge 

amount of personal information with a large 

number of “friends”. Social networking sites 

have recognized the need for privacy 

mechanisms that allow users to control 

friends to see selected information. Grouping 
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several hundred friends into different lists, 

however, can be a laborious process.  

Social circles are meaningful from a 

privacy point of view and thus Social Circles 

Finder is effective, if the user tend to choose 

to share the same combination of personal 

information with friends in the same social 

circle but different combinations with friends 

in different social circles. This article 

introduces a customized privacy policy 

(A3P) system that provides users with a 

trouble-free privacy setting experience by 

automatically generating personalized 

policies. The A3P system handles user-

uploaded images and factors in the following 

standards that affect personal image 

protection settings: The influence of the 

social environment and personal qualities. 

Social user connections, for example, profile 

data, and relationships with other people, can 

provide useful information about users' 

privacy settings. For example, users 

interested in the photos can share your photos 

with other amateur photographers. Relatives 

of many of the social relationships of users 

who can share photos of family events. 

Nevertheless, the general policy for all users 

and users with similar characteristics and 

individual preferences are not providing a 

very easy to use. The role of the image 

content and metadata. In general, these 

images often are similar to your privacy 

settings, especially when people appear in the 

drawings. For example, one can upload 

multiple photos of their children, and to show 

that only the members of his family have the 

right to see these photos. It can upload some 

other photos of landscapes, which he took as 

a hobby, and these photos, it can set 

preferences for particular allows anyone to 

view and comment on photos. Analysis of 

visual content may not be enough to capture 

setting users' privacy. Keywords and other 

metadata are an indicator of the social context 

of the image, including where it was taken, 

and why, as well as to provide a synthetic 

description of images, complementing the 

information obtained from the analysis of 

visual content. 

 

III.PROBLEM STATEMENT 

 
Think of the social context as a list of your 

friends. While they are interesting, they may 

not be enough to cope with the challenges 

posed by image files for which privacy can 

significantly change not only for the social 

context but also for the real content of the 

image. As for the images, the authors have 

provided an expressive language for images 

uploaded to social sites. This work is 

complementary to ours, as we do not refer to 

the policy expression, but rather rely on the 
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specification of the common form policy for 

our predictive algorithm. In addition, there is 

a great deal of work to analyze image content, 

classification, interpretation, retrieval, and 

sorting of images, as well as in the context of 

image sharing websites. It examines the 

classification of images with privacy 

knowledge through a mixed set of functions, 

such as content and metadata. However, this 

is a binary classification (private versus the 

public), so the classification task is very 

different from ours. In addition, the authors 

do not address the problem of cold start. 

 

IV. EXISTING SYSTEM 

Most content sharing pages allow users to 

enter their privacy preferences unfortunately; 

recent studies have shown that users try to 

create and maintain these privacy settings. 

One of the main reasons given is that, given 

the amount of common information, this 

process can be tedious and prone to mistakes. 

Therefore, many have acknowledged the 

need for policy guidance systems that help 

users configure their privacy settings in an 

easy and adequate way. However, existing 

proposals for automating privacy settings 

appear to be inadequate to address the unique 

privacy needs of images, due to the amount 

of information implicitly carried within 

images, and their relationship with the online 

environment wherein they are 

exposed.However the problem with the 

existing system is -sharing your data at your 

disposal to use them on the Internet for 

additional information about how to make an 

advertisement. Do not overwhelm yourself; 

you will not be able to make a mistake in 

buying a seller from the seller or seller for 

more information about the buyers and 

sellers on-line merchandise. The best way to 

do this is to make sure you have a lot of time 

at home and have time to go with the 

information you are looking for. 

V PROPOSED SYSTEM 

In the proposed system, the Adaptive Privacy 

Policy Prediction (A3P) system helps users 

automate privacy policy settings for their 

uploaded images. The A3P system provides a 

comprehensive framework for the 

construction of private preferences based on 

information available for a specific user. We 

also described the problem of cold-Start 

using information about the social context. 

Our experimental test proved that A3P is a 

practical tool that provides significant 

improvements in current privacy practices. 

The A3P system manages the images 

uploaded to the user and the reasons that 

influence the image privacy settings: 
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Effect on the social environment and 

personal characteristics: The social context 

of users, like profile information and other 

relationships, can provide valuable 

information on user privacy. For example, 

photography fans share photographers with 

other amateur photographers. 

Large Image and Metadata Paper:  In 

general, similar images have similar privacy 

preferences, especially when they are 

viewed. For example, a person can upload 

images of their children and determines that 

their family members allow them to view 

these pictures. 

 

VI CONCLUSION AND FUTURE 

WORK: 

An adaptive privacy policy prediction system 

(A3P) to automate the configuration of the 

privacy policy of user automation uploaded 

images. Provides a complete A3P system to 

find preferences based on privacy in the field 

information about a particular user. We have 

also tackled the cold in an efficient way-Start 

taking advantage of the social context 

information. According to our experimental 

analysis, our A3P is a practical tool the most 

significant improvements in current 

perspectives privacy the social network is a 

media update for sharing information over 

the Internet. Provides  

sharing of content, for example, text, image, 

audio, video, etc. With this continuous E-

Content by share service in social spaces, 

privacy is an important problem. It is a 

creating a trusted communication service, 

that is, the attack of a new unit-The author 

cannot improper use of data through the 

media. In this sense, the proposed system in 

the past, the BIC algorithm is used to classify 

attackers and through the access control 

policy and the access control mechanism by 

the user. These provide you with a privacy 

policy Provision restrictions and access to a 

scheme of social network blogs improvement 

of the user's privacy status average. 

VII REFERENCES 
 
[1]R. Datta, D. Joshi, J. Li, and J. Wang, 

“Image retrieval: Ideas, influences, and 

trends of the new age” IEEE Transaction on 

Cloud Computing, Vol. 2, NO. 4, 

OCTOBER-DECEMBER 2014.  

[2]P.R. Hill, C.N. Canagarajah and D.R. 

Bull, “Rotationally Invariant Texture Based 

Features” IEEE Computer Society 1089-

7801/15/$31.00 c 2015 IEEE. 

[3]Kaitai Liang, Joseph K. Liu, Rongxing Lu, 

Duncan S. Wong, “Privacy Concerns for 

Photo Sharing in Online Social Networks” 

IEEE Computer Society 1089-

7801/15/$31.00 c 2015 IEEE.  

http://www.jetir.org/


© 2018 JETIR September 2018, Volume 5, Issue 9               www.jetir.org  (ISSN-2349-5162)  

 

JETIRE006042 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 257 

 

[4]P. Klemperer, Y. Liang, M. Mazurek, M. 

Sleeper, “Tag, you can see it!: Using tags for 

access control in photo sharing” IEEE 

Transaction on Engineering Management, 

Vol. 62, NO. 3, AUGUST 2015. 

[5]D. Liu, X.-S. Hua, M. Wang, and H.-

J.Zhang, “Retagging social images based on 

visual and semantic consistency” IEEE 

Transaction on Image Processing, VOL. 24, 

NO. 11, NOVEMBER 2014.  

[11]G. Loy and A. Zelinsky, “Fast radial 

symmetry for detecting points of interest” 

IEEE Transaction on Pattern Analysis and 

Machine Intelligence, Vol. 25, NO.8, 

AUGUST 2014. 

 [6]M. Chen, M.-H. Chang, P.-C. Chang, M.-

C. Tien, W. H. Hsu,and J.-L. Wu, “Sheepdog: 

Group and tag recommendation for flickr 

photos by automatic search-based learning,” 

inProc. 16thACM Int. Conf. Multimedia, 

2008, pp. 737–740. 

[7] M. D. Choudhury, H. Sundaram, Y.-R. 

Lin, A. John, and D. D. Seligmann, 

“Connecting content to community in social 

media via image content, user tags and user 

communication,” in Proc. IEEE Int. Conf. 

Multimedia Expo , 2009, pp.1238–1241. 

[8] L. Church, J. Anderson, J. Bonneau, and 

F. Stajano, “Privacy stories: Confidence on 

privacy behaviors through end user 

programming,” in Proc. 5th Symp. Usable 

Privacy Security, 2009. 

[9] R. da Silva Torres and A. Falc 

~ao, “Content-based image retrieval: Theory 

and applications,”Revista de Informatics  

Teorica e Aplicada,vol. 2, no. 13, pp. 161–

185, 2006. 

[10] R. Datta, D. Joshi, J. Li, and J. Wang, 

“Image retrieval: Ideas, influences, and 

trends of the new age,”ACM Comput. Surv., 

vol. 40, no.2, p. 5, 2008. 

[12] J. Deng, A. C. Berg, K. Li, and L. Fei-

Fei, “What does classifying more than 10,000 

image categories tell us?” in Proc. 11th Eur. 

Conf.Comput. Vis.: Part V, 2010, pp. 71–84. 

[Online]. Available: 

http://portal.acm.org/citation.cfm?id=18881

50.1888157 

[13] A. Kapadia, F. Adu-Oppong, C. K. 

Gardiner, and P. P. Tsang,“Social circles: 

Tackling privacy in social networks,” in 

Proc.Symp. Usable Privacy Security, 2008. 

 

 

http://www.jetir.org/

