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ABSTRACT: Cyber crime, also known as “Digital Wrongdoing” comprises of unlawful acts wherein the Personal Computer is 

either an apparatus or target or both. Digital wrongdoing has a far reaching issue taking into account the web in regular day to 

day existence. The objectives of cybercrime incorporate any gadget, which can get to the web like a PC, Smartphone or PC, and 

any activity that is directed utilizing information technology. Digital wrongdoing examination is the gathering, breaking down 

and examination of electronic proof and digital path. All the digital wrongdoings are not covered under Information Technology 

Act, 2000, numerous digital violations are covered Under Indian Penal Code,1860 which are offense as per the arrangements 

of Criminal Procedure Code, 1973. The Information Technology Act, 2000 gives a legitimate structure to help examination, 

search and seizure needed by cybercrime. Since Information Technology Act, 2000 has superseding impact, the arrangements 

of Information Technology Act, 2000 will persuade Criminal Procedure Code, 1973 if there should be an occurrence of 

contention. Step by step examination of digital wrongdoing will be mind boggling in light of the fact that digital crooks are 

additionally getting mindful of new advances. Digital wrongdoing police headquarters independently ought to be set up region 

savvy so such violations can be examined immediately in light of the fact that proof in digital wrongdoing can be erased without 

any problem. Henceforth it is immensely important to understand the various aspects of IT Act, 2000. 
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INTRODUCTION 

Ability to give headings for impeding for free of any information through any PC asset; Section 69A of The 

Information Technology Act, 2000 is identified with Power to give bearings for hindering for community of 

any information through any PC asset which says [1]. Where the Central Government or any of its official 

uniquely approved by it for this benefit is fulfilled that it is fundamental or convenient so to do in light of a 

legitimate concern for sway and uprightness of India, safeguard of India, security of the State, agreeable 

relations with unfamiliar states or public request or for forestalling actuation to the commission of any 

cognizable offense identifying with above, it might expose to the arrangements of sub-areas for motivations 

to be recorded as a hard copy, by request direct any organization of the Government or mediator to obstruct 

access by general society or cause to be impeded for access by open any information produced, communicated, 

got, put away or facilitated in any PC asset [2]. The technique and shields subject to which such hindering for 

access by people in general might be done will be, for example, might be recommended. The delegate who 

neglects to consent to the course gave under sub-segment will be rebuffed with a detainment for a term which 

may reach out to seven years and furthermore be at risk to fine." Power of focal government to approve to 

screen and gather traffic information or information through any PC asset for Cyber Security [3].  

Section 69B The Information Technology Act, 2000 empowers Central Government to approve to screen and 

gather traffic information or information through any PC asset for Cyber Security. This is as under; " (1) The 

Central Government may, to upgrade Cyber Security and for recognizable proof, examination and avoidance 

of any interruption or spread of PC foreign substance in the country, by warning in the authority Gazette, 

approve any organization of the Government to screen and gather traffic information or information produced, 

sent, gotten or put away in any PC asset. (2) The Intermediary or any individual accountable for the Computer 

asset will when called upon by the organization which has been approved under sub-segment (1), give 

specialized help and stretch out all offices to such office to empower online access or to make sure about and 

give online admittance to the PC asset producing, communicating, getting or putting away such traffic 

information or information. (3) The methodology and shields for observing and gathering traffic information 

or information, will be, for example, might be recommended. (4) Any go-between who purposefully or 
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intentionally negates the arrangements of subsection (2) will be rebuffed with a detainment for a term which 

may reach out to three years and will likewise be obligated to fine. Clarification: For the motivations behind 

this part, (I) "PC Contaminant" will have the importance alloted to it in segment 43 (ii) "traffic information" 

signifies any information distinguishing or implying to recognize any individual, PC framework or PC 

organization or area to or from which the correspondence is or might be sent and incorporates interchanges 

source, objective, course, time, date, size, span or kind of hidden assistance or some other information." 

Confiscation; [4] 

Section 76 The Information Technology Act, 2000 arrangements about Confiscation which talks "Any PC, 

PC framework, floppies, compact plates, tape drives or some other extras related thereto, in regard of which 

any arrangement of this Act, rules, requests or guidelines made there under has been or is being contradicted, 

will be subject to seizure: Provided that where it is set up to the satisfaction of the court mediating the seizure 

that the individual in whose belonging, force or control of any such PC, PC framework, floppies, compact 

circles, tape drives or some other embellishments relating thereto is found isn't liable for the negation of the 

arrangements of this Act, rules, requests or guidelines made there under, the court may, rather than making a 

request for seizure of such PC, PC framework, floppies, compact circles, tape drives or some other frill related 

thereto, make such other request approved by this Act against the individual repudiating of the arrangements 

of this Act, rules, requests or guidelines made there under as it might suspect fit." Provision with respect to 

ability to examine negations [5]. 

 Digital violations can be isolated in three classes  

1. Digital wrongdoing against individual for instance badgering, foulness, and digital following and so forth  

2. Digital wrongdoing against property for instance unlawful online asset move, web based cheating and 

extortion and so forth  

3. Digital wrongdoing against government or countries for instance breaking government kept up site and 

digital psychological warfare and so forth 

Section 28 of The Information Technology Act, 2000 gives arrangement in regards to ability to research 

negations which says "(1) The Controller or any official approved by him for this benefit will take up for 

examination any negation of the arrangements of this Act, rules or guidelines made there under. The Controller 

or any official approved by him for this benefit will practice the like forces which are presented on Income-

charge specialists under Chapter XIII of the Income charge Act, 1961 and will exercise such powers, subject 

to such impediments set down under that Act." The regulator's force under this part is just for repudiations 

happened in India nonetheless, if sub segment (1) of this segment read with area 75 of the Act. It offers 

capacity to the regulator to explore negations that happened outside India too." Access to PCs and information 

[6]  

Section 29 The Information Technology Act, 2000 arrangements about Access to PCs and information which 

runs as under " (1) Without bias to the arrangements of sub-area (1) of segment 69, the Controller or any 

individual approved by him will, on the off chance that he has sensible reason to associate that any 

contradiction with the arrangements of this part made there under has been submitted, approach any PC 

framework, any device, information or some other material associated with such framework, to look or making 

a hunt be made for acquiring any information or information contained in or accessible to such PC framework. 

(2) For the motivations behind sub-area (1), the Controller or any individual approved by him may, by request, 

direct any individual responsible for, or in any case worried about the activity of the PC framework, 

information mechanical assembly or material, to furnish him with such sensible specialized and other 

associate as he may think about vital." [7]  

 

 

http://www.jetir.org/


© 2019 JETIR June 2019, Volume 6, Issue 6                                                                           www.jetir.org (ISSN-2349-5162) 

JETIREQ06090 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 401 
 

Penalty for deception-  

Section 71 of The Information Technology Act, 2000 pronounces "Whoever makes any distortion, to, or stifles 

any material fact from, the Controller or the Certifying Authority for acquiring any permit or Digital Signature 

Certificate, all things considered, will be rebuffed with detainment for a terms which may stretch out to two 

years, or with fine which may reach out to one lakh rupees, or with both." Breach of classification and 

protection;  

Section 72 of the Information Technology Act, 2000 states "Save as in any case gave in this Act or some other 

law for the time being in power, if any individual who, in compatibility of any of the forces gave under this 

Act, rules or guidelines made thereunder, has tied down admittance to any electronic record, book, register, 

correspondence, information, report or other material without the assent of the individual concerned unveils 

such electronic record, book, register, correspondence, information, archive or other material to some other 

individual will be rebuffed with detainment for a term which may stretch out to two years, or with fine which 

may reach out to one lakh rupees, or with both" Penalty for distributing Digital Signature Certificate bogus in 

specific points of interest [8].  

Section 73 of the Information Technology Act, 2000 says "(1) No individual will distribute a Digital Signature 

Certificate or in any case make it accessible to some other individual with the information that-(a) the 

Certifying Authority recorded in the authentication has not given it; or (b) the endorser recorded in the 

testament has not acknowledged it; or (c) the declaration has been denied or suspended, except if such 

distribution is for the reasons for confirming a computerized signature made preceding such suspension or 

renouncement. (2) Any individual who contradicts the arrangements of sub-area (1) will be rebuffed with 

detainment for a term which may stretch out to two years, or with fine which may reach out to one lakh rupees, 

or with both". Distribution for deceitful reason [9]. 

Section 74 of the Information Technology Act, 2000 announces "whoever intentionally makes, distributes or 

in any case makes accessible a Digital Signature Certificate for any fake or unlawful reason will be rebuffed 

with detainment for a term which may stretch out to two years, or with fine which may reach out to one lakh 

rupees, or with both Act to apply for offense or contradiction submitted outside India. 

Section 75 of the Information Technology Act, 2000 states "(1) Subject to the arrangement of subsection (2), 

the arrangements of this Act will apply likewise to any offense or negation submitted outside India by any 

individual independent of his ethnicity. (2) For the motivations behind sub-area (1), this act will apply to an 

offense or repudiation submitted outside India by any individual if the act or lead comprising situated in 

India". 

Punishments and seizure not to meddle with different disciplines;  

Section 77 of the Information Technology Act, 2000 says "No punishment forced or seizure made under this 

Act will forestall the burden of some other discipline to which the individual influenced along these lines is 

at risk under some other law for the time being in power". Organization specialist co-ops not to be subject in 

specific cases;  

Section 79 of the Information Technology Act, 2000 announces "For the expulsion of questions, it is thusly 

proclaimed that no individual offering any support as an organization specialist organization will be obligated 

under this Act, rules or guidelines made there under for any outsider information or information made 

accessible by him on the off chance that he demonstrates that the offense or repudiation was submitted without 

his insight or that he had practiced all due ingenuity to forestall the commission of such offense for 

contradiction." Compounding of Offenses;  

Section 77A The Information Technology Act, 2000 arrangements about Compounding of Offenses under the 

Act, which talks " (1) A Court of skillful ward may intensify offenses other than offenses for which the 

discipline forever or detainment for a term surpassing three years has been given under this Act. Given that 
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the Court will not exacerbate such offense where the blamed is by explanation behind his past conviction, 

obligated to either upgraded discipline or to a discipline of an alternate kind. Given further that the Court will 

not intensify any offense where such offense influences the financial states of the country or has been 

submitted against a kid underneath the age of 18 years or a lady. (2) The individual blamed for an offense 

under this act may record an application for compounding in the court where offense is forthcoming for 

preliminary and the arrangements of section 265 B and 265C of Code of Criminal Procedures, 1973 will 

apply" [10].  

Section 77B of The Information Technology Act, 2000 proclaims Offenses with three years detainment to be 

cognizable which says "Despite anything contained in Criminal Procedure Code 1973, the offense culpable 

with detainment of three years or more will be cognizable and the offense culpable with detainment of three 

years will be bailable." To demonstrate the Cyber Crime-proof require; 

Attachments and e-mail versions with header info (with IP address) 

• Intermediary IP address data/ Server and Routers Intermediary (Service Provider) Log. 

• CCTV and video camera recordings. 

• Digital/Electronic signature. 

CONCLUSION 

Cyber fraud cases can be difficult day after day, as cyber criminals are now becoming aware of emerging 

technology. Separately, cyber-crime police stations should be developed district wise so that those cases can 

be solved without doing anything because it is easy to erase proof of cyber-crime. There is cyber-crime law 

in India, but it is very difficult to make it easier. Cyber forensic experts have an important role to play in the 

prosecution of cyber-crime, but where they should be trained, a special institute can be opened to train cyber 

forensic experts. To fight cyber fraud, public knowledge is a must. Public visibility will minimize half of the 

issues related to cybercrime. 
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