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ABSTRACT: Mobile cloud games make use of the cloud's vast resources to improve the functioning of mobile devices and, as 

a result, overcome their inherent limitations. To offer a satisfactory quality of experience for players in a dynamic network 

environment, we require a cognitive gaming platform that is aware of the cloud, access network, and end-user devices' 

resources and characteristics, and allows dynamic use of these resources. To support this cognitive gaming platform, we 

build an environment perception solution with a unique capacity to learn about the game player's surroundings (i.e., the 

combination of terminal and access network). 
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1. INTRODUCTION 

The application market for mobile games is already dominated by games. However, mobile device 

hardware constraints, such as limited storage, insufficient computational capacity, and battery drain issues, 

limit the design of mobile games. Mobile cloud computing offers a possible answer to these design 

problems. The cloud, also known as the next-generation computer infrastructure, is thought to offer 

limitless storage and processing capabilities, allowing cloud users to access a variety of online services. 

The cloud-based game for mobile devices uses the rich resources inside the cloud to improve the 

functionality of mobile devices and extend the battery lifespan via greater energy efficiency, thereby 

overcoming the inherent limitations of mobile devices. Gaming as a Service is currently being 

commercialized by the industry (GaaS). OnLive1, Gaikai2, and G-Cluster3 are some of the most well-

known commercial suppliers of on-demand gaming services. The video games are executed in their private 

servers in their remote rendering GaaS provision model. In the other direction, the players' inputs are sent 

to the cloud and immediately acknowledged by the game content server. The cloud serves as an interactive 

video generator and streaming server in this scenario, while mobile devices function as event controllers 

and video receivers. Because the games are rendered on cloud servers, they may be played on a less 

powerful PC or mobile device. This method gives the gadget a longer battery life and allows the user to 

play for longer periods of time while using more communication resources [1].  

However, the remote rendering GaaS suffers from an Internet connection bottleneck, which limits the bit 

rate of game videos, while jitter and delay impair the players' quality of experience (QoE). As a result, the 

most potential research subject in this area is QoE-oriented adaptive game video rendering and 

transmission. In the remote server based method, Wang and offer a series of application layer optimization 

approaches to guarantee acceptable game response time and video quality. Downlink game video rate 

adaptation, uplink delay optimization, and client play-out delay adaptation are among the methods used. 

Most gaming terminals, including mobile devices, are now capable of doing complex graphics rendering 

for game scenarios, thanks to recent advancements in hardware performance. As a result, a GaaS paradigm 

with local rendering has been feasible. The potential HTML5 browser games, in fact, fall under this group. 

As a result, proposes a more flexible approach for GaaS provisioning [2]. Cloud-based games are 

represented as interdependent components that work together to offer gaming services to users in this 

paper. During a gaming session, the cloud intelligently sends chosen game components to the users' 

terminals and conducts a cognitive resource allocation between the cloud and user end terminals for system 

optimization and player QoE. It can be thought of as a three-phase procedure:  predict the resource 

consumption of each game component and the cost of communication between them; perform efficient and 

accurate real-time measurements, evaluation, and prediction on cloud performance, access network 

performance, and end-user device status; and  design a joint adaptive strategy to optimize the system.  
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In summary, both methods envisage a flexible and viable solution that is cognizant of cloud, access 

network, and end user device resources and features. They must be capable of I environment perception to 

collect players' environmental data and monitor real-time system status; (ii) system analysis to evaluate 

system performance and make service provision decisions; and (iii) QoE-oriented adaptation to take 

actions for overall system optimization as a cognitive system. We concentrate on environment perception 

in this paper, and we build a data collection system with a unique capacity for learning about the game 

player's surroundings (i.e., the combination of terminal and access network). This is the first study on the 

design and implementation of an environment Perception for Cognitive Cloud Gaming 5 perception 

solution for cognitive cloud gaming that we are aware of, as well as the first work on the application of 

mobile agent [3] on this subject. After that, in Section 4, we go through the specifics of our 

implementation. Section 5 contains concluding comments. 2 Related Work 2.1 Quality of Experience for 

Cloud GaminThe aim of environment perception is to gather the information that has the greatest effect on 

the players' quality of life. For various implementation architectures, the connections between cloud 

gaming QoE and Quos are varied in order to offer GaaS. Various subjective user studies have been 

conducted for remote rendering GaaS to demonstrate the relationship between cloud gaming QoE and QoS, 

including game genres, video encoding factors, CPU load, memory usage, and link bandwidth utilization , 

response latency, and the game's real-time strictness [9], number of users , network characteristics (bit 

rates, packet sizes, and inter-pace intervals), and network characteristics (bit rates, packet sizes, and inter-

pace intervals) Given that the rendering component is located on the local terminal, the QoE to QoS 

mapping must be modified. The effect of network QoS parameters will have a significant impact on the 

QoE for players due to numerous distant invocation between components. The most common approach for 

status monitoring is interval reporting [4]. The mobile devices set up real-time monitoring of access 

network performance measurements, such as bandwidth, latency, and jitter, as well as user-end device 

status measurements, such as battery capacity and power consumption, network utilization, computing 

capacity (including CPU, GPU, and memory usage percentages), player input and game screen dynamics, 

and so on, and report these data to the server [5].  

2. DISCUSSION 

To solve these problems, we look at using cloud-delivered mobile agents to provide real-time 

measurements and send the findings to the cognitive platform, allowing situation-aware adjustments. Using 

the example of a mobile agent system for wireless sensor networks, a task-customized mobile agent 

migrates from the cloud server to the user-end devices as the cognitive platform requires, gathering in-need 

data and sending the processed or fused information to the cognitive platform. Latency-sensitive and 

energy-efficient collection mechanisms, including agent design, data processing technique, and agent 

itinerary planning, are required. Figure 1 discloses the Environment perception for cloud gaming platform. 
 

 

Figure 1: Environment perception for cloud gaming platform. 

However, with the Interval reporting method, selecting an appropriate interval remains a key problem. 

Frequent transmission of comprehensive monitoring data improves cloud measurement and forecast 
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accuracy, but it also adds to the gaming system's network overhead. Furthermore, reporting all status data 

to the cloud server is not a good idea. In reality, not every status has to be updated on a regular basis. 

Interval reporting, it seems, is not a bandwidth-saving option. Mobile agents are a software package that 

can move from a cloud server to a user's end device and continue to run on the target terminals. It offers a 

possible option for distributing monitoring, decision-making, and learning capabilities. The mobile agent 

has been thoroughly investigated. in data collection for wireless sensor networks (WSN) [6] , which may 

solve the problem of software (re)installation for constantly changing application capabilities (or their 

requirements). A mobile agent is a kind of software that moves between sensor nodes to do tasks on its 

own. Typical application needs of the mobile agent dispatcher (i.e., the sink node) in WSNs include 

gathering sensory input from a number of source nodes with some processing specified on demand, and 

adaptively managing sensory data based on time varying network dynamics. The use of a mobile agent has 

been proven to be an effective way to improve WSN capabilities.  

In this paper, we use a mobile agent as an information collector in our cognitive cloud gaming environment 

perception system. The capacity to conduct real-time environment perception that monitors cloud 

performance, access network performance, and end-user device status is a fundamental feature of the 

situation-awareness cognitive platform. The cloud server may monitor the real-time status of the cloud, 

including latency within the cloud (authentication delay, processing latency, and internal network latency), 

processing capacity usage and availability, and so on. Access network performance and user-end device 

status, on the other hand, need a cloud-to-mobile device reporting method. Threshold-based Data Reporting 

is an easy-to-use data collecting method for improving the efficiency of Interval Reporting. When the 

variance of monitoring data exceeds the specified threshold, it establishes a threshold and provides the 

required data. a snapshot of traditional interval reporting, in which mobile devices transmit information 

about CPU use, battery %, memory usage, and bandwidth consumption to the cloud server every second. If 

we add a threshold to the current interval reporting system, the client will only update the requested data 

when the value changes exceed the threshold, as shown in red dot lines, reducing the communication 

frequency considerably.  

However, determining the value of the threshold remains a difficult task, since the needs of environmental 

perception are influenced by a variety of factors, including: game genres and scenes: various game genres 

and scenes have varying QoE requirements; for example, a First-Person Shooter (FPS) game may always 

be more network bandwidth sensitive than a round-based RPG game.- monitoring parameters: each 

monitoring parameter has its own set of properties [7]. The battery, for example, continues to deplete until 

the devices are connected to power, while memory and CPU percentages fluctuate in tandem with program 

use. The cognitive engine's status monitor on mobile devices reads status data from the system kernel in a 

sequential manner. Instead of reporting to the cloud server at regular intervals, it saves the data in the local 

status database for later retrieval by the cloud server. At the start of the game session, the cloud server's 

cognitive engine launches a mobile agent with an inquiry code and sends it over the network to the mobile 

devices. On mobile devices, the designated mobile agent is interpreted and executed in the agent executor. 

The so-called local analysis process of mobile agent execution retrieves unread data from the status 

database and performs analysis to assess the overall performance of the access network and user-end 

device status.  

Once the local analysis process is complete, the mobile agent sends the results, referred to as device current 

status, to the cloud server's analysis center via network. The cloud-based analysis center is a decision-

making system that analyzes all status data, including current and historical access network status, user-end 

device status, and cloud server performance. Cloud analysis is the measurement and prediction procedure. 

The analysis center's mobile agent timer instructs the mobile agent library to send task-customized mobile 

agents to mobile devices for the next round of status data collection. The cognitive engine for mobile cloud 

games benefits from the mobile agent information collection mechanism, which includes: Intelligent 

Collecting Interval: Following cloud analysis at the analysis center, the cloud is able to predict the variance 

of the access network and userend device status and, as a result, determine the best collecting timing for the 

next mobile agent. Perception of the Environment in Cognitive Cloud Gaming 9 – Agent Design 

Flexibility: The cognitive engine in the cloud is also able to create most task-specific mobile agents for 

dispatching, which provide flexibility to fetch the information the cloud is most interested in, as directed by 

the analysis center.Information Transmission that is Efficient: One of the most important features of a 
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mobile agent is that it can perform information retrieval, fusion, and collection locally, making network 

transmission more efficient and reducing network overhead. This is particularly important, since the cloud-

based game system is highly network-dependant[8]. 

2.1. Design of Local Analysis 

Since the local analysis is done by mobile agent, the design of local analysis \sis inherently the 

customization of the mobile agent. As earlier discussed, the mobile agent is task-oriented, and the diversity 

of executable code in mobile agent is regarded as the most important characteristic. However, whatever 

changes, the concept of local analysis is to concern the quality and efficiency of the reporting data. Here we 

show an example for mobile agent design. Given a set of T = ti, ti+1, ti+2, ... , tj representing the length of 

the monitoring period and a set C representing the type of monitoring data, such as bandwidth, latency, 

jitter of the access network, battery capacity, CPU, GPU, and memory usage percentages of mobile 

devices. The monitoring status value is denoted as s(t, c), which represents the c status value at time t. The 

value of mean E(c) and deviation D(c), defined as follows, is reported by a mobile agent code focused on 

retrieving the raw profile of monitoring information: It’s worth noting that the mobile agent's flexibility is 

dependent not only on the functionality of the executable code, but also on the interval at which agents are 

dispatched. In the analysis center, which will be discussed in the next section, the optimal interval and 

appropriate mobile agent are chosen [9] 

2.2.  Cloud Analysis Design 

The cognitive engine's core controller is the cloud analysis on analysis center. For the cloud gaming 

platform, it reads all reporting information from mobile agents and performs measurement, prediction, and 

joint-optimization. The procedure of cloud analysis is supposed to yield two fundamental results with the 

support of all status data, including cloud performance monitoring from the server script, current and 

historic data of the access network, and user-end device status from mobile agents. QoE Level Factor: This 

is an intelligent prediction based on overall system performance measurements. It is a quantized value that 

serves as a benchmark for the cognitive platform's intelligent adaptation. Cloud computing may enhance 

organizational agility by allowing users to re-provision, add, or extend technical infrastructure resources 

more easily. Cloud service providers promise cost savings. Capital expenses (such as purchasing servers) 

are converted to operational expenditures in a public-cloud delivery paradigm.  This is said to reduce entry 

barriers since infrastructure is usually supplied by a third party and does not need to be bought for one-time 

or occasional heavy computing activities. With usage-based payment choices, utility computing pricing is 

"fine-grained." In addition, cloud computing initiatives need less in-house IT expertise for execution.  The 

state-of-the-art repository of the e-FISCAL project includes many papers that go further into cost issues, 

with the majority of them finding that cost reductions are dependent on the kind of activities supported and 

the type of in-house infrastructure available.  

Users may access systems using a web browser regardless of where they are or what device they are using, 

thanks to device and location independence (e.g., PC, mobile phone). Users may connect to infrastructure 

from anywhere since it is off-site (usually supplied by a third-party) and accessible through the Internet. 

The data is housed on an outside server managed by a provider, making cloud environment maintenance 

simpler without the need to invest in data center infrastructure. Cloud computing IT maintenance is 

maintained and updated by the cloud provider's IT maintenance staff, which lowers cloud computing 

expenses when compared to on-premises data centers. Multitenancy allows a large group of users to share 

resources and expenses, allowing for: Infrastructure should be centralized in low-cost areas (such as real 

estate, electricity, etc.)Increases in peak-load capacity (users need not engineer and pay for the resources 

and equipment to meet their highest possible load-levels)Improvements in utilization and efficiency for 

systems that are only used 10–20 percent of the time. Web services are used as the system interface, and 

performance is monitored by IT professionals from the service provider. Consistent and loosely connected 

architectures are built utilizing web Multiple people working on the same data at the same time, rather than 

waiting for it to be stored and sent, may improve productivity. Information does not need to be re-entered 

when fields are matched, and users do not need to install application software updates on their computers, 

which saves time. The utilization of several redundant locations increases availability, making well-

designed cloud computing ideal for business continuity and catastrophe recovery. Dynamic ("on-demand") 

provisioning of resources on a fine-grained, self-service basis in near real-time provides scalability and 
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flexibility. Demand for resources rises or scaling down when resources are not in use.  Because adding 

additional resources doesn't take as long as it used to, cloud scalability also implies quicker time to market, 

greater business flexibility, and adaptability. Machine learning methods are being used to suggest effective 

elasticity models as part of new ways to controlling elasticity.  

Security may improve as a result of data consolidation, more protection-focused resources, and other 

factors, but worries about the loss of control over sensitive data and the lack of security for stored kernels 

may remain. Security is often on par with or better than that of conventional systems, in part because 

service providers may commit resources to addressing security problems that many consumers cannot 

afford to solve or for which they lack the technical expertise.  When data is spread across a larger region or 

over a larger number of devices, as well as in multi-tenant systems shared by unrelated users, security 

becomes much more complicated. Access to security audit records by users may also be difficult or 

impossible. Users' desire to maintain control over the infrastructure and avoid losing control of information 

security is a driving force for private cloud deployments. Cloud computing is defined by the National 

Institute of Standards and Technology as having "five key characteristics": Self-service on demand. 

Without needing human contact with each service provider, a customer may unilaterally supply computer 

capabilities, such as server time and network storage, as required. Access to a large network. Capabilities 

are accessible via the network using standard methods that encourage the usage of diverse thin and thick 

client platforms (e.g., mobile phones, tablets, laptops, and workstations). Pooling of resources. Using a 

multi-tenant approach, the provider's computing resources are pooled to serve many customers, with 

various physical and virtual resources dynamically allocated and reassigned based on consumer demand. 

Elasticity that is quick. Capabilities may be supplied and released flexibly, and in some circumstances 

automatically, to scale outward and inward in response to demand. To the user, provisioning capabilities 

seem to be limitless, and they may be used in any amount at any moment. Service that is measured.  

Cloud systems employ a metering capability at a level of abstraction suited to the kind of service to 

automatically control and optimize resource consumption (e.g., storage, processing, bandwidth, and active 

user accounts). Resource consumption may be tracked, managed, and reported, giving both the supplier and 

the user of the service complete transparency. Infrastructure as a service" (IaaS) refers to online services 

that provide high-level APIs for abstracting different low-level aspects of underlying network 

infrastructure, such as physical computer resources, location, data partitioning, scalability, security, 

backup, and so on. The virtual computers are operated as guests by a hypervisor. Large numbers of virtual 

machines may be supported by pools of hypervisors inside the cloud operating system, as well as the 

flexibility to scale services up and down based on client needs. Linux containers are separate partitions of a 

single Linux kernel that runs on real hardware. The underlying Linux kernel technologies utilized to 

isolate, secure, and manage the containers are Linux cgroups and namespaces. Because there is no 

hypervisor overhead, containerisation provides better performance than virtualization. Additional resources 

such as a virtual-machine disk-image library, raw block storage, file or object storage, firewalls, load 

balancers, IP addresses, virtual local area networks (VLANs), and software packages are often available in 

IaaS clouds. IaaS is defined by the National Institute of Standards and Technology (NIST) as "where the 

customer has the ability to install and operate any software, including operating systems and applications. 

The customer has no control over the core cloud infrastructure, but does have control over operating 

systems, storage, and installed applications, as well as potentially limited control over certain networking 

components (e.g., host firewalls). These resources are available on demand from IaaS-cloud providers' vast 

pools of equipment in data centers. Customers may utilize the Internet or carrier clouds for wide-area 

connection (dedicated virtual private networks). Cloud customers install operating system images and 

application software on the cloud infrastructure to deploy their applications. The operating systems and 

application software are patched and maintained by the cloud user under this approach. IaaS services are 

usually billed on a utility computing basis by cloud providers: The quantity of resources provided and used 

is reflected in the cost. System Variance Component: This factor forecasts the entire system's variance, 

which affects the timing and kind of mobile agent sent next. To make the suggested environment 

perception easier, we created an experimental platform, which includes a cloud server and a mobile client, 

One of the most important aspects of this project is the ability to migrate and execute the mobile agent on 

mobile devices.  
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However, code generation and compilation on different devices have long been a source of frustration for 

mobile agent users. In this paper, we use JavaScript, an interpreted computer programming language, to 

create mobile agents in a novel way. Client-side scripts may interact with the user, control the browser, 

communicate asynchronously, and change the document content using JavaScript, which was first 

introduced as part of web browsers. This was the Environment Perception for Cognitive Cloud Gaming 11. 

However, it has recently become popular in both game development and desktop application development. 

We use node.js as the software system for our cloud server to keep the system in a consistent programming 

style. Node.js is a server-side programming language for developing scalable Internet applications; 

particularly web servers. JavaScript is used to write programs on the server side, allowing web developers 

to build a complete web application in JavaScript, both server-side and client-side. This functionality will 

make it easier for us to work on mobile agents that can operate on both the server and the client in the 

future. We used a WebKit-based browser to read and execute the JavaScript mobile agent from the cloud 

server on the mobile client. The WebKit browser is developed on an Android Smartphone in our 

implementation. All mobile operating systems that enable browsers, on the other hand, can support our 

cognitive platform with a few tweaks [10]. 

 

3. CONCLUSION 

Gaming as a Service (GAAS) has been presented to the general public as the next generation of 

entertainment platform. A gaming platform must offer cognitive capacity of resources and characteristics 

of the cloud, the access network, and end-user devices, and allow dynamic use of these resources, in order 

to deliver an acceptable quality of experience for players in a dynamic network environment. In this paper, 

we propose a mobile agent-based paradigm for implementing a cognitive environment perception solution 

that includes a new capacity to learn about the game player's surroundings in order to support the proposed 

cognitive gaming platform. To solve the compilation problems of software migration and provide efficient 

information reporting for the cognitive platform, a pure JavaScript solution is used. Cache for Mobile 

Agents The bandwidth used to transmit mobile agents is also used. Once a mobile agent has been retrieved 

from the cloud server, it is cached in the agent executor in our implementation. The cognitive engine will 

check with the cloud to verify whether the agent code is up to current whenever the client requests the 

same agent. In order to save network traffic, the agent executor will execute the local version of the mobile 

agent if no updates are required. 
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