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CHAPTER 1

INTRODUCTION

1.1 Background and Significance of Quantum Key Distribution

In the contemporary digital landscape, the demand for secure communication is more critical than eavesdropper. Sectors
such as finance, defense, healthcare, e-governance, and cloud-based services rely heavily on robust encryption mechanisms
to ensure the confidentiality, integrity, and authenticity of transmitted data. Conventional cryptographic techniques—
including RSA (Rivest—Shamir—Adleman) and AES (Advanced Encryption Standard)—are grounded in the computational
intractability of specific mathematical problems. For instance, RSA relies on the difficulty of factoring large composite

numbers, while AES is based on the complexity of exhaustive key searches.

However, the advent of quantum computing presents a paradigm shift that threatens the foundational assumptions of these
classical cryptographic systems. Quantum algorithms, particularly Shor’s and Grover’s algorithms, provide efficient solutions
to problems previously deemed infeasible for classical computers. This quantum advantage raises significant concerns about

the long-term security of current cryptographic standards.
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Fig 1.1 Performance of shor's Algorithm against the best classical factorizing algorithm

1.2 The Threat of Quantum Computing to Classical Cryptographic Systems
1.2.1 Vulnerability of RSA Encryption

RSA's security is premised on the difficulty of prime factorization—problem classical computers cannot solve efficiently for
sufficiently large integers. This makes RSA a cornerstone of public-key cryptography. However, with the development of
quantum computers, Shor's algorithm poses a substantial threat. It enables the factorization of large integers in polynomial
time, effectively compromising RSA’s security framework. If scalable quantum computers become a reality, they could

decrypt RSA-encrypted data with relative ease, rendering this method obsolete.

1.2.2 Susceptibility of AES Encryption

AES, a symmetric encryption algorithm, is currently resilient against classical brute-force attacks due to the exponential
complexity associated with key space exploration. Nevertheless, Grover’s algorithm provides a quadratic speedup in brute-
force key search, reducing the effective security level of AES. For example, a 256-bit AES key would offer an effective
security of 128 bits against quantum attacks, necessitating a reassessment of key lengths and cryptographic strength in the

post-quantum era.
1.3 Emergence of Quantum Key Distribution

To counteract the vulnerabilities introduced by quantum computing, quantum cryptography—particularly Quantum Key

Distribution (QKD)—has emerged as a transformative approach to secure communication. QKD leverages the principles of
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guantum mechanics rather than computational complexity, offering information-theoretic security. The cornerstone of QKD
lies in its capacity to detect any eavesdropping activity through observable disturbances in quantum states, thereby ensuring

the secrecy of the generated key.

1.3.1 The BB84 Protocol

The BB84 protocol, introduced by Charles Bennett and Gilles Brassard in 1984, represents the first practical implementation
of QKD. It utilizes quantum phenomena such as superposition and the no-cloning theorem to establish a secure
communication channel between two parties. In BB84, quantum bits (qubits) are transmitted using non-orthogonal
polarization states. Any attempt by an eavesdropper to intercept the communication alters the quantum states, which can
be detected by comparing a subset of the transmitted data. This intrinsic property ensures the integrity and confidentiality

of the shared key.

1.3.2 Practical Implementations of QKD

With significant advancements in quantum communication technologies, QKD has transitioned from theoretical constructs
to real-world applications. For example, Toshiba Europe demonstrated the feasibility of QKD over a 254 km commercial
telecom network in Germany using quantum entanglement and standard optical fibers. This milestone illustrates that QKD
can be integrated into existing communication infrastructures without extensive modifications, highlighting its potential as a

viable tool for achieving quantum-safe communication in practice.

1.4 The Need for Post-Quantum Cryptography

Although QKD offers a theoretically unbreakable method for secure key distribution, its deployment faces practical
limitations, such as the need for specialized quantum hardware, stringent environmental control, and line-of-sight

requirements. These constraints restrict the universal applicability of QKD across diverse platforms and use cases.

In parallel, there is a growing emphasis on developing post-quantum cryptographic (PQC) algorithms that can operate on
classical hardware but resist attacks from quantum adversaries. The National Institute of Standards and Technology (NIST)
has initiated a global effort to evaluate and standardize PQC algorithms. These algorithms, including lattice-based, code-
based, multivariate polynomial, and hash-based cryptosystems, aim to provide long-term security in a post-quantum world

without the infrastructural challenges of QKD.

1.5 Principles of Quantum Superposition and Their Role in QKD

A foundational concept underpinning QKD is quantum superposition, which describes the ability of quantum systems to
exist in multiple states simultaneously. Unlike classical systems that are defined by a single, deterministic state, quantum

systems are governed by a probabilistic wave function that encapsulates all possible configurations.
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1.5.1 Key Concepts in Quantum Superposition

1. Wave Function (y): A mathematical function that represents the state of a quantum system. The square of its

amplitude denotes the probability of a particular state upon measurement.

2. Linear Combination of Basis States: A gquantum system can exist as a combination of multiple basis states. For
example:
Y = «|A) + B|B)
1. where |A) and |B) are basis states, and «, B are complex probability amplitudes satisfying |a|? + |B|? = 1.
2. Measurement and Collapse: Upon measurement, the system probabilistically collapses into one of the basis states,

with the likelihood governed by the square of the amplitude.

3. Quantum Interference: The relative phases of the components in a superposition can interfere constructively or

destructively, leading to observable quantum phenomena.
1.5.2 lllustrative Example: The Double-Slit Experiment
In this experiment, particles such as photons or electrons are directed at a barrier with two slits, and their arrival is recorded

on a screen behind it:

1. Classical Prediction: Particles would form two distinct bands corresponding to the slits.

2. Quantum Reality: If unobserved, particles behave like waves, passing through both slits simultaneously and creating

an interference pattern.

3. With Measurement: Observing the particles at the slits collapse the wave function, eliminating the interference and

resulting in two simple bands. This demonstrates how measurement alters the system’s state.

1.5.3 Mathematical Example: Electron Spin Superposition

Consider an electron in a superposition of spin-up and spin-down along the z-axis:

L+
I+l

This state indicates a 50% probability of measuring the electron in either spin orientation. Once observed, the electron

=

collapses to a definite spin state, which will persist in subsequent measurements along the same axis.

1.6 Applications and Technological Implications of Superposition

4. Quantum Computing: Superposition allows qubits to encode more information than classical bits, enabling

exponential speedup in computation.
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5. Quantum Cryptography: Superposition underpins protocols like BB84, where the act of eavesdropping changes the

system's state, thereby revealing interception attempts.

6. Schrodinger’s Cat: A thought experiment illustrating how quantum indeterminacy can extend to macroscopic
systems.
7. Medical Imaging and Beyond: Techniques like MRI rely on quantum principles, with superposition and interference

enhancing resolution and signal processing.

1.7 Superposition and Its Conceptual Challenge to Classical Intuition

In classical physics, systems are believed to possess well-defined properties—such as position, momentum, or energy—that
exist independently of whether they are observed. This deterministic framework underlies much of traditional science and
engineering. Quantum mechanics, however, offers a radically different paradigm. According to the principle of
superposition, quantum systems exist in a linear combination of multiple possible states simultaneously. A particle, such as
an electron or photon, does not occupy a single, definite state until it is measured. This leads to the unsettling implication

that reality at the quantum level is inherently probabilistic, not deterministic.

1.7.1 Addressing Common Misconceptions

Understanding superposition requires the abandonment of several deeply ingrained classical intuitions. Among the most

frequent misconceptions are:

8. Superposition is Not Rapid State Switching: Contrary to some interpretations, a quantum system in superposition
does not oscillate or flip rapidly between distinct states. Instead, it genuinely occupies all allowable states

concurrently, as described by a single wave function.

9. Measurement is Not Passive: In the classical world, measurements reveal pre-existing values. In the quantum realm,
measurement is an active process that causes the collapse of the wave function into a single eigen state. This act of

observation fundamentally alters the system.

These non-classical features make superposition both conceptually challenging and technologically revolutionary,

particularly in the context of quantum information science.

1.7.2 Technological Implications of Superposition

Far from being an abstract theoretical construct, superposition plays a pivotal role in emerging quantum technologies. In
quantum computing, for instance, qubits leverage superposition to encode multiple classical states at once, enabling
exponential speed-ups in computation. Similarly, quantum cryptography utilizes the fragile and non-replicable nature of
superposed quantum states to enforce communication security. The impossibility of copying or measuring quantum states

without disturbing them forms the crux of Quantum Key Distribution (QKD).
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1.8 Role of Superposition in Quantum Cryptography

Superposition is not just a foundational aspect of quantum theory—it is also the key enabler of security in QKD protocols
such as BB84. These protocols depend on the principle that any attempt to intercept quantum information irreversibly

alters its state, thereby making eavesdropping detectable.

1.8.1 Encoding Classical Bits in Superposed States

In the BB84 protocol, the sender encodes classical bits into the polarization states of photons using two bases:

10. Rectilinear basis: |0) for horizontal polarization and |1) for vertical polarization.

11. Diagonal basis: |+) = [0) +[1)) and |—) = [0) — [1)), which are superpositions of the rectilinear basis

1 1
7= 7

states.
A photon in the |+) state exists in a balanced superposition of |0) and |1), and it does not assume a definite binary value

until it is measured.

1.8.2 Eavesdropping Detection through Superposition Collapse

If an eavesdropper intercepts and measures the photon without knowing the basis used by Sender, it collapses the
superposition into a definite state. When it forwards a replacement photon to the receiver, there is a non-negligible

probability that the measurement outcome will no longer match Sender’s original encoding.

This disruption is manifested as an increase in the Quantum Bit Error Rate (QBER) when Sender and Receiver compare a

subset of their bits. A sufficiently high QBER reveals the presence of eavesdropping.

lllustrative Example: Suppose Sender encodes a bit using the |+) state. If Eavesdropper intercepts the photon and measures
it using the rectilinear basis (incorrectly), the result is randomly either |0) or |1). The act of measurement destroys the
original superposition. When Eavesdropper sends a new photon to Receiver, it does not accurately represent the intended
guantum state. As a result, Receiver’s measurement may differ from what Sender originally sent, creating errors that are

statistically significant when compared.

1.8.3 Security Rooted in Physics

The reliability of superposition-based cryptography lies not in assumptions about computational hardness, as is the case
with classical encryption, but in the physical laws of quantum mechanics. The fact that quantum states cannot be copied or
measured without disturbance ensures that any attempt to gain unauthorized access is inherently detectable. Thus,

superposition forms the physical foundation of provable communication security in quantum cryptography.
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1.9 Quantum Entanglement and Its Role in Quantum Cryptography
1.9.1 Introduction to Quantum Entanglement

Quantum entanglement is a phenomenon where two or more particles become so deeply correlated that the state of each
cannot be described independently of the other, regardless of the distance separating them. The measurement of one
particle instantaneously influences the state of its entangled partner—a behavior that defies classical ideas of locality and

causality.

Einstein famously criticized this feature, labeling it “spooky action at a distance.” However, decades of experimental
validation have established entanglement not only as a real phenomenon but also as a practical resource for secure

quantum communication.

1.9.2 The Concept of a Shared Quantum State

In classical systems, a composite system’s state is fully determined by the independent states of its subsystems. In quantum
mechanics, particularly under entanglement, this assumption fails. The overall state of the system must be described by a

single joint wave function that cannot be factored into separate components.
Mathematically, if qubits A and B form an entangled system, their joint state |W) g is expressed in a tensor product space:

P)ag # [U)a & |P)s

A classic example is the Bell state:
1
V2

In this configuration, neither qubit possesses an individual, definite state. Only the joint state carries physical meaning, and

|@F) = —=(100) +]11))

measurement of one qubit instantaneously determines the outcome of the other.

1.9.3 Significance in Quantum Cryptography

Entangled states are a powerful tool in QKD. Protocols such as E91 and BBM92 rely on shared entangled photon pairs to
establish secure cryptographic keys. The inherent correlations in entangled states are disrupted if an eavesdropper tries to
intercept or measure one of the particles. Such disturbances are immediately evident in the violation (or lack thereof) of

expected correlation patterns, typically measured using Bell inequalities.

These protocols provide a device-independent security guarantee, wherein even partially untrusted devices can be used for

secure key generation, so long as quantum correlations remain intact.
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1.10 Superposition in Entangled Quantum Systems

Quantum superposition is not only foundational to isolated quantum states but also plays an integral role in entangled
systems. In such systems, superposition extends beyond individual particles to form a joint, inseparable quantum state that
spans multiple particles. This collective behavior leads to correlations between the measurement outcomes of entangled

particles that cannot be explained by classical physics.

1.10.1 Multi-Particle Superposition and Quantum Coherence

Consider the Bell state:

L
V2

This entangled state illustrates a superposition of two composite basis states. Neither qubit possesses an independent,

|¥7) = —=(]01) —|10))

definite state; instead, the system must be described holistically. This form of multi-particle superposition is preserved

through quantum coherence, which is essential for maintaining entanglement over time and distance.

In Quantum Key Distribution (QKD), particularly in protocols such as BB84, entangled states in superposition are used to
generate cryptographic keys. Once a measurement is performed on one qubit, the superposed entangled state collapses
into a correlated outcome on both ends. These outcomes, being intrinsically linked, can be processed to generate shared

random key bits between communicating parties.

1.11 Measurement and Wave Function Collapse in Entangled Systems

Measurement in quantum mechanics has a profound and non-local effect on entangled systems. When one particle of an
entangled pair is measured, the entire wave function of the joint system collapses instantaneously into a correlated, definite

state.

1.11.1 Instantaneous Correlation Through Collapse

As an example, consider the entangled Bell state:

fyo L
&) = 7= (100) +]11))

If particle A is measured and found in state |0), then particle B immediately collapses into state |0) as well, regardless of
how far apart they are. This instantaneous correlation is not due to a signal traveling between the particles, but rather a
consequence of the non-separable nature of the quantum state. This phenomenon is pivotal in QKD, where secure key bits

are derived from correlated measurement outcomes of entangled photons.
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1.12 No Faster-Than-Light Communication: Preserving Causality

Despite the instantaneous correlations observed in entangled systems, quantum mechanics does not permit faster-than-
light communication. The outcomes of quantum measurements are inherently probabilistic, and the result observed by one

party cannot be controlled to transmit meaningful information to the other without classical communication.
1.12.1 Classical Communication as a Bottleneck

To illustrate, although measuring one particle in an entangled pair instantaneously affects the outcome of the other, the
actual measurement result is random. For meaningful interpretation or key extraction, the results must be compared using
classical channels, which are bounded by the speed of light. This constraint ensures compatibility with special relativity and

reinforces the non-signaling nature of quantum entanglement.

This delicate balance—instantaneous correlation without signal transfer—is crucial for maintaining both physical realism

and cryptographic security in quantum communication systems.

1.13 Mathematical Insight into Entangled States

To develop a more formal understanding of entanglement, consider the singlet state of two spin-% particles (e.g., electrons),
a well-known example in quantum mechanics:

1
V2

This antisymmetric state has a total spin of zero and exhibits perfect anti-correlation in spin measurements. The presence of

W) === Dal g — | Hal De)

the minus sign in the superposition is essential, as it introduces quantum interference effects that are responsible for the

strong correlations seen during spin measurements.
The singlet state is entangled because it cannot be written as a product of individual qubit states:

W) # [W)a @ [W)g

This non-factorizability signifies that each particle’s state depends on the state of its partner.

1.13.1 Angular Dependence and Correlation Function

When spin measurements are performed along different axes, the correlation between outcomes depends on the angle 0

between the measurement directions. The correlation function for spin-% particles is given by:
E(8) = —cos(0)

This continuous variation with angle is a clear signature of quantum entanglement. Such correlations are incompatible with

local hidden variable theories, which predict a different, bounded statistical behavior.
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Quantum mechanics predicts—and experiments confirm—violations of Bell’s inequalities, which are statistical bounds that

any local realist theory must obey. This serves as compelling evidence for the non-local character of quantum entanglement.

1.14 Real-World Validation: Bell Test Experiments

The theoretical debates about quantum entanglement culminated in the famous Einstein-Podolsky-Rosen (EPR) paradox,
which questioned whether quantum mechanics offered a complete description of physical reality. In 1964, John Bell
formulated a set of inequalities to test whether local hidden variable theories could account for the predictions of quantum

mechanics.

1.14.1 Experimental Setup

In a typical Bell test experiment:

12. A source emits entangled photon pairs to two distant observers, Sender and Receiver.
13. Each observer independently and randomly selects measurement settings (e.g., polarization or spin angle).
14. The results are collected and analyzed to calculate statistical correlations between the outcomes.

1.14.2 Experimental Outcomes

Experiments conducted by Alain Aspect in the early 1980s, followed by many subsequent studies, have consistently shown

that Bell’s inequalities are violated, aligning with the predictions of qguantum mechanics rather than classical realism.
These experimental results confirm that:

15. No local hidden variable model can fully describe quantum correlations.

16. Entanglement exhibits genuine quantum non-locality, though it remains consistent with relativistic causality due to

the lack of faster-than-light signaling.

1.15 Quantum Entanglement in Quantum Cryptography

Quantum cryptography, and in particular Quantum Key Distribution (QKD), utilizes the phenomenon of entanglement to
establish communication channels with provable security. In entanglement-based QKD schemes, the shared secret key is
extracted from the measurement outcomes of entangled particle pairs. A fundamental feature of these protocols is that any
attempt to observe or tamper with the entangled states disturbs their quantum correlations, thereby revealing the presence

of an intruder.
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1.16 The E91 Protocol: Entanglement-Based Quantum Key Distribution

Proposed by Artur Ekert in 1991, the E91 protocol marked a transformative advancement in quantum cryptography. Unlike

earlier protocols such as BB84, which are based on the transmission of individually prepared quantum states, E91 exploits

entangled photon pairs and incorporates Bell’s inequalities as a formal mechanism for detecting eavesdropping. This

protocol leverages the non-local properties of quantum entanglement to ensure security that is grounded in the laws of

physics.

1.16.1 Operational Steps of the E91 Protocol

The E91 protocol proceeds through a series of well-defined steps:

17.

18.

19.

20.

21.

22.

23.

Entanglement Generation: A central source—trusted or otherwise—produces photon pairs in an entangled state,
often the Bell state:

— 1
RUEES ﬁ(l H)al V)g—I V)al H)p)
where | H) and | V) represent horizontal and vertical polarization states, respectively.

Distribution: One photon from each entangled pair is transmitted to Sender and the other to Receiver. The spatial

separation ensures that measurements are performed independently and without mutual influence.

Randomized Measurements: Both parties randomly select measurement bases (e.g., 0°, 22.5°, 45°) to evaluate the
polarization of incoming photons. Some of these measurements are used for security verification, while others are

retained for key generation.

Key Generation through Correlation: When Sender and Receiver select compatible or appropriately correlated
bases, the outcomes of their measurements exhibit strong correlations due to the underlying entanglement. These

outcomes form the raw key.

Security Verification via Bell Inequalities: A randomly chosen subset of measurement outcomes is used to evaluate
violations of Bell-type inequalities—typically the CHSH (Clauser-Horne-Shimony-Holt) form. A statistically
significant violation confirms the presence of entanglement and the absence of eavesdropping. If no violation is

observed, the protocol is aborted due to the likelihood of interference.

1.16.2 Security Advantages

24,

Device Independence: A notable feature of E91 is its ability to remain secure even when the internal mechanisms of
the measurement devices are not fully trusted. Security depends solely on the observation of quantum correlations that

violate Bell inequalities. This characteristic makes the protocol device-independent.
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25. Intrinsic Eavesdropping Detection: Any third-party attempt to intercept or measure the entangled states inevitably
disrupts the quantum correlations. This disturbance weakens or nullifies the Bell inequality violation, enabling Sender

and Receiver to detect the intrusion with high confidence.

1.17 Entanglement in BB84: An Extended Approach

Although the original BB84 protocol, developed by Bennett and Brassard in 1984, is not based on entanglement, it can be
extended to support an entangled variant. This enhances security and opens possibilities for device-independent

implementations.

1. Entangled BB84 Protocol Steps

1. A source creates entangled photon pairs and distributes one photon to Sender and the other

to Receiver

2. Both parties independently choose measurement bases (e.qg., rectilinear or diagonal).
3. When identical bases are used, the measurement outcomes are correlated.

4. A subset of the key bits is compared to estimate the Quantum Bit Error Rate (QBER).

5. If the error rate remains within an acceptable threshold, the remaining correlated bits are retained as the shared key.
1.18 The Heisenberg Uncertainty Principle and Its Cryptographic Implications

Formulated by Werner Heisenberg in 1927, the Uncertainty Principle is a foundational element of quantum mechanics. It
states that certain pairs of physical observables—most notably position and momentum—cannot both be precisely
determined at the same time. This limitation is not due to deficiencies in measurement tools but is instead a fundamental

characteristic of quantum systems.

1.18.1 Principle Overview

In classical physics, it is theoretically possible to determine both the position and momentum of a particle with arbitrary
precision. In contrast, quantum mechanics describes particles using wave functions that encapsulate probability
distributions. These wave functions inherently limit the accuracy with which conjugate variables can be known

simultaneously.

The uncertainty relation is mathematically expressed as:

Ax - Ap >

NS
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Where:
26. Ax is the standard deviation of position,
27. Ap is the standard deviation of momentum,

28. h= % ~ 1.055 x 10734 J s is the reduced Planck constant.

This inequality implies that increased accuracy in measuring one quantity results in increased uncertainty in the other.
1.18.2 Physical Significance and Quantum Communication

The principle emerges from the Fourier relationship between the position and momentum wave functions. A localized
particle in position space corresponds to a delocalized wave in momentum space and vice versa. This trade-off is a natural

consequence of the wave-like behavior of quantum particles.
In the context of quantum cryptography:

29. The uncertainty principle underpins the no-cloning theorem, which states that an unknown quantum state cannot

be copied without introducing disturbance.

30. It also ensures that measurement by an eavesdropper introduces detectable errors, as the act of measuring

collapses superposed quantum states and alters their future behavior.

These properties provide physical assurance that any unauthorized observation or duplication of quantum information will

be revealed during the key reconciliation process.

1.19 Origin and Interpretation of Quantum Uncertainty

The Heisenberg Uncertainty Principle is not a consequence of imperfect instruments or technological limitations; rather, it
emerges naturally from the mathematical structure of quantum mechanics. Quantum particles are described by wave
functions, which encode the probability distributions of observable quantities such as position and momentum. These two

observables are Fourier conjugates—that is, they are mathematically linked through the Fourier transform.

1.19.1 Fourier Transform Relationship

In quantum mechanics, the relationship between a system's position and momentum is governed by the Fourier transform
properties of the wave function. A wave function that is sharply localized in position space necessarily corresponds to a broad
distribution in momentum space, and vice versa. This reciprocal behavior illustrates the inherent trade-off in the simultaneous

knowledge of these complementary variables.

This duality manifests as a fundamental limitation, often expressed through the Heisenberg uncertainty principle. Narrowing

the wave function in one domain—either position or momentum—inevitably broadens it in the conjugate domain. Therefore,
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the uncertainty relation is not merely an experimental limitation but a fundamental characteristic of quantum theory itself,

arising from the wave-particle duality intrinsic to all quantum systems.
1.20 Visual Analogy: Capturing Motion with a Camera

An accessible analogy to understand this principle involves photographing a moving runner:
31. Using a fast shutter speed, the camera freezes motion, providing a clear image of the runner’s position, but yields
little information about their speed.

32. With a slow shutter speed, the resulting image is blurred, capturing the motion (i.e., velocity) but obscuring the

precise position.

This illustrates the trade-off between precision in position and momentum, just as predicted by the uncertainty principle.
1.21 Quantitative Example: Measuring an Electron’s Position

To concretize the implications of the uncertainty principle, consider the case of an electron whose position is measured with
nanometer precision:
33. Ax=1nm=10""m

Applying Heisenberg’s relation:

oo R 1.055x 1073
P=oAx  2x10°°

~ 5.275 X 10726 kg-m/s

For an electron with mass m = 9.11 x 10731 kg, the corresponding uncertainty in velocity is:

Ap 5.275% 10726

AV = =222 77
Ve m T 911 x 1031

~ 5.79 x 10* m/s

This implies that achieving nanometer-level position precision results in a velocity uncertainty exceeding 57,900 m/s—a

significant value, especially at atomic scales.

1.22 Security Implications in Quantum Cryptography

The Heisenberg Uncertainty Principle has direct relevance to quantum communication protocols like BB84 and E91. It

ensures that any measurement on a quantum state necessarily disturbs it, making unauthorized interception detectable.
1.22.1 E91 and Uncertainty

In the E91 protocol, Sender and Receiver share entangled photons. When measured in the same basis, the results exhibit

strong correlations. However:
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34, Measurement in one basis collapses the entangled state, making outcomes in complementary bases inherently
uncertain.
35. If a third party (Eavesdropper) attempts to measure the photon before it reaches Receiver, this collapse alters the

system’s state, reducing correlation and thereby violating Bell’s inequality—a sign of tampering.

1.22.2 Mechanisms of Security Rooted in Uncertainty

The following features of quantum cryptography are underpinned by the uncertainty principle:

36. Measurement Disturbance: Any attempt to extract information from a quantum state disturbs it.

37. No-Cloning Theorem: The impossibility of perfectly copying an unknown quantum state is a direct consequence of

uncertainty and superposition.

38. Detectability: Any interception leaves measurable traces, such as increased error rates or loss of expected

correlations.

Thus, uncertainty ensures that information leakage is not silent—it is accompanied by observable disruptions.

1.23 Broader Insights and Clarifications

1.23.1 Common Misunderstandings

39. Not Due to Technical Limitations: Uncertainty is intrinsic to quantum mechanics, not a failure of measurement
tools.
40. Not Mere Randomness: The principle places a fundamental limit on what can be known simultaneously, not just

on what is unpredictable.

41. Negligible at Macroscopic Scales: For everyday objects, the Planck constant (#) is so small that uncertainty effects

are practically invisible.

1.23.2 Link to Other Quantum Principles

42. Superposition: A quantum particle exists in a combination of possible states. Measurement collapses this

superposition, and the uncertainty principle governs the trade-off in what can be determined from this collapse.

43. Entanglement: In an entangled system, measuring one particle instantly affects the state of its partner. The

uncertainty principle constrains the mutual information that can be extracted without disturbing the overall system.

Together, these principles form the theoretical foundation for quantum cryptography, enabling secure communication

protocols whose integrity is ensured by the laws of physics.
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1.24 Research Gap and Motivation

Quantum Key Distribution (QKD) has witnessed considerable progress in recent years, demonstrating the potential to
revolutionize secure communication by leveraging fundamental quantum mechanical principles. Despite these advances, a
significant research gap remains in developing solutions that holistically address two critical challenges: enhancing
transmission distance and simultaneously minimizing the Quantum Bit Error Rate (QBER). Predominantly, existing studies
treat these aspects independently or rely on idealized assumptions, thereby impeding the translation of theoretical

protocols into practical, scalable systems.
1.24.1. Distance-Centric Approaches:

A substantial portion of QKD research focuses on extending the achievable transmission distance, often employing cutting-
edge technologies such as Superconducting Nanowire Single-Photon Detectors (SNSPDs), which operate at cryogenic
temperatures to achieve exceptional sensitivity and low dark count rates. For instance, Xu et al. (2020) successfully
demonstrated QKD over distances exceeding 1,000 km using state-of-the-art experimental setups with carefully controlled
environmental conditions. While these achievements mark significant milestones, the reliance on expensive, complex
infrastructure limits widespread adoption. Moreover, satellite-based QKD systems have been proposed and tested to
circumvent fiber attenuation issues, showing promise for global quantum communication. However, these solutions face
practical constraints including limited satellite availability windows, susceptibility to atmospheric disturbances, and

substantial initial deployment costs, rendering them impractical for commercial-scale networks at present.

1.24.2 QBER-Focused Techniques:

In parallel, extensive research efforts have targeted reducing QBER through the refinement of classical post-processing error
correction algorithms such as Low-Density Parity-Check (LDPC) codes, Bose—Chaudhuri—Hocquenghem (BCH) codes, and
Cascade protocols. These methods effectively improve key generation rates and security in laboratory settings characterized
by relatively stable and low-noise conditions. Nevertheless, their efficacy diminishes significantly in realistic scenarios
involving long-distance fiber channels subject to variable loss, polarization drift, and other dynamic noise sources.
Furthermore, many studies assume simplified error models-often Gaussian white noise-neglecting the complexity and
diversity of real-world quantum channel impairments, which limits the robustness of these approaches under practical

deployment conditions.
1.24.3 Lack of Comprehensive Simulation Models:

Current simulation frameworks frequently isolate the analysis of transmission-induced noise and error correction processes,
rather than integrating these factors into a unified model. This segmented approach overlooks critical phenomena such as
detector dark counts, fiber-induced decoherence, thermal fluctuations, and polarization misalignment. Additionally, many
models fail to account for temporal variations caused by environmental influences or operational fluctuations, resulting in
simulations that insufficiently capture the nuanced interplay between physical channel characteristics and protocol

performance.
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1.24.4 Neglect of Real-World Constraints:

Another major gap lies in the widespread assumption of idealized quantum devices and infrastructure compatibility. Most
theoretical proposals disregard practical considerations such as cost, complexity, and compatibility with existing
telecommunications frameworks. This disparity creates a barrier to the real-world adoption of QKD, as integration into
legacy optical networks demands solutions that balance quantum hardware constraints with economic and operational
feasibility. The limited focus on these pragmatic aspects hinders the progression of QKD from experimental laboratories to

commercial and governmental applications.

Motivation for Research

This research is motivated by the need to bridge the divide between theoretical advances and practical deployment of QKD
systems. The core objective is to develop a comprehensive simulation-based framework that simultaneously addresses
distance scalability and QBER reduction, offering a realistic and actionable approach toward optimized quantum

communication systems. The specific motivations include:

44, Simultaneous Optimization of Distance and QBER:

Unlike traditional research that isolates these parameters, the proposed work seeks to explore their interdependence,
analyzing trade-offs to identify optimal configurations that maximize secure key rates over extended distances while

controlling error rates.

45. Advanced Error Correction in High-Noise Environments:
By implementing robust and scalable post-processing techniques—such as hybrid algorithms combining LDPC and
Cascade-BCH methods—the research aims to sustain efficient key generation under adverse channel conditions

characterized by high noise and loss.
46. Incorporation of Realistic Noise and Loss Models:

The framework will integrate practical noise sources including detector dark counts, fiber birefringence, thermal
noise, and misalignment effects, thereby enhancing model fidelity and predictive capability for real deployment

scenarios.
47. Compatibility with Existing Optical Infrastructure:

Recognizing the necessity for economic viability, the research emphasizes solutions that can be retrofitted or
integrated with current telecommunications networks with minimal infrastructural modifications, thereby facilitating

smoother technology adoption.

48. Foundational Support for Future Quantum Networks:
By addressing critical scalability bottlenecks and resource constraints, this work aims to contribute foundational
knowledge and tools essential for the development of a global quantum internet, enabling secure communication on

unprecedented scales.
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1.24.5 Significance of the Research

The proposed study advances the state of the art by offering a unified, pragmatic approach to the intertwined challenges of

distance and QBER in QKD systems. Its contributions are poised to:

49. Accelerate the realization of scalable, long-distance QKD implementations suitable for real-world conditions.

50. Support the integration of quantum-secure communication systems into sectors demanding stringent security

assurances, including defense, finance, and governmental communication.

51. Establish groundwork for future-proof cryptographic infrastructures capable of resisting emerging quantum

computing threats, thereby safeguarding information confidentiality in the approaching quantum era.

By filling the identified research gaps, this work not only enhances academic understanding but also pushes the boundaries

toward practical, secure quantum communications, vital for the security landscape of tomorrow.

1.25 Aim and Scope of the Study

The primary aim of this research is to develop a robust, simulation-based framework to optimize the BB84 Quantum Key
Distribution (QKD) protocol, focusing on overcoming two pivotal challenges in quantum communication systems: photon
loss and quantum bit error rate (QBER). This framework aspires to enable secure key generation over extended transmission
distances ranging between 150 and 200 kilometers—a range that typically surpasses the reach of conventional QKD
implementations without relying on highly specialized and costly technologies such as quantum repeaters or

superconducting single-photon detectors.

To accomplish this, the study leverages Qiskit, an open-source quantum computing toolkit developed by IBM, which offers
comprehensive capabilities for designing, simulating, and analyzing quantum circuits. Qiskit’s rich feature set includes
detailed noise modeling, simulation of quantum channels, and representation of practical imperfections such as gate errors
and measurement inaccuracies. These attributes make it an ideal platform for realistically modeling the BB84 protocol under
adverse real-world conditions, enabling precise evaluation of performance metrics critical for long-distance quantum

communication.
Scope

The scope of this study encompasses the following key aspects:

52. Modeling Photon Loss through Exponential Attenuation: Photon loss, a fundamental limitation in fiber-based

QKD systems, is modeled using the exponential attenuation formula:

P(L) =P, ek

53. Where « is the attenuation coefficient (commonly 0.2 dB/km at the telecom wavelength of 1550 nm), L denotes the

transmission distance in kilometers, and P, represents the initial photon transmission probability. This model
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54.

55.

56.

realistically accounts for cumulative effects such as scattering, absorption, and dispersion within optical fibers, which
are critical in estimating the effective photon arrival rate at the receiver. Accurate simulation of photon loss directly

influences key system parameters, including secure key rate and QBER.

Simulating QBER with Multiple Noise Factors: The study incorporates a comprehensive suite of noise models to

emulate real-world imperfections affecting QKD systems:

1. Depolarization Noise: Simulates random fluctuations in photon polarization caused by fiber imperfections
and environmental disturbances, modeled as depolarizing quantum channels.

2. Dark Counts: Represents spurious detector events triggered by thermal noise, background radiation, or
electronic fluctuations, which introduce false positives and increase QBER.

3. Detector Inefficiencies: Accounts for the limited detection efficiency (typically 10—-20%), dead times, and
after pulsing effects in single-photon detectors.

4. Measurement Errors: Models errors arising from basis misalignment and imperfect quantum gate
operations, utilizing Qiskit’s built-in noise channels to reflect realistic measurement inaccuracies.

Performance Metrics and Evaluation: Core performance indicators guiding the research include:

1. Secure Key Rate (SKR): Quantified in bits per second (bps), reflecting the final rate of secure key generation

after accounting for photon loss, QBER, error correction overhead, and privacy amplification.

2. Quantum Bit Error Rate (QBER): Tracked across varying distances and noise conditions to assess system
robustness.
3. Maximum Transmission Distance: Defined as the longest distance at which a positive secure key rate can be

maintained, determined through iterative simulations assessing security and efficiency trade-offs.

Simulation-Based Approach: Given the unavailability of experimental quantum hardware such as perfect single-
photon sources or superconducting detectors, this research adopts a fully simulated environment. Parameters for noise
and loss models are derived from empirical studies to ensure realism. The simulation-driven approach facilitates
detailed investigation of practical constraints and optimization strategies, thereby providing actionable insights for

future experimental implementation and commercial deployment of QKD systems.

1.26 Contributions and Significance

1.26.1 Key Contributions:

S7.

Integrated Simulation Framework Using Qiskit: A modular, extensible simulation tool is developed to encode the
BB84 key exchange protocol, introduce various quantum noise channels, perform basis reconciliation, implement
enhanced error correction algorithms, and calculate final secure key rates. This framework is designed to be adaptable
to other QKD protocols (e.g., E91, B92), broadening its utility for ongoing quantum cryptography research and

education.
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58. Joint Optimization of QBER and Distance Constraints: The research introduces a novel approach that
concurrently models photon loss and QBER, rather than treating them in isolation. This facilitates a more precise
understanding of the interplay between physical channel impairments, error correction demands, and overall key
generation efficiency. The study highlights critical trade-offs such as increased error correction overhead at longer
distances, key rate reductions due to privacy amplification, and practical deployment distance thresholds under

realistic noise scenarios.

59. Insights into Long-Distance Scalability: Simulation results extending up to 200 km provide quantitative
benchmarks on key rate degradation, optimal error correction code selection, and complexity-security trade-offs.

These findings serve as valuable guidelines for experimental validation and commercial QKD system design.

1.26.2 Significance:

This research tackles a pivotal challenge in quantum cryptography by bridging the gap between theoretical quantum
key distribution (QKD) frameworks and their practical, scalable implementation within real-world communication
systems. By focusing on the integration of QKD with existing classical infrastructure, the study paves the way for
robust, quantum-secure networks that can operate seamlessly alongside current technologies. The outcomes of this
work are instrumental in enabling the widespread adoption of quantum communication, offering solutions that

enhance the resilience and security of data transmission in an era of increasing cyber threats.

The significance of this research extends beyond technical advancements, as it directly supports the development of
national and global cybersecurity frameworks. By providing a foundation for quantum-secure communication
systems, the study contributes to safeguarding critical infrastructure against emerging quantum-based threats, such
as those posed by quantum computing advancements. Furthermore, the findings inform the standardization of
guantum communication protocols, fostering interoperability and consistency across diverse applications. This is
particularly vital for high-stakes sectors, including defence, where secure and reliable communication is essential
for national security; finance, where protection of sensitive transactions is non-negotiable; government, where
confidentiality underpins public trust; and healthcare, where data privacy is critical to patient safety and regulatory

compliance.

Additionally, the research offers broader implications for the global transition to quantum-safe technologies. By
addressing practical challenges such as scalability, cost-effectiveness, and compatibility, it lays the groundwork for
future-proofing communication networks. This work also encourages cross-disciplinary collaboration, uniting
experts in quantum physics, cryptography, and network engineering to drive innovation. Ultimately, the
advancements stemming from this research empower stakeholders to build secure, resilient, and forward-looking

communication ecosystems capable of withstanding the evolving landscape of cybersecurity threats.
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CHAPTER 2

LITERATURE REVIEW
2.1 INTRODUCTION

Quantum Key Distribution (QKD) is a cutting-edge cryptographic technique that harnesses the principles of
guantum mechanics to facilitate the secure exchange of cryptographic keys between two parties. Unlike classical
encryption methods—which derive security from mathematical problems assumed to be computationally hard (such
as integer factorization or discrete logarithms)—QKD guarantees security through the intrinsic properties of

guantum physics. This makes QKD fundamentally resistant to both classical and quantum computing attacks.
The security of QKD is primarily grounded in two foundational principles of quantum mechanics:

60.  The No-Cloning Theorem: This principle asserts that it is impossible to create an identical copy of an
arbitrary unknown quantum state. As a result, any attempt by an eavesdropper to duplicate quantum
information being transmitted—such as the polarization state of a photon—will necessarily fail, thereby
preserving the integrity of the key exchange.

61.  The Heisenberg Uncertainty Principle: This principle states that certain pairs of quantum properties (e.g.,
position and momentum, or polarization in different bases) cannot be simultaneously measured with
arbitrary precision. In the context of QKD, if an eavesdropper tries to measure a quantum state (such as a
photon’s polarization) without knowing the correct measurement basis, the act of measurement will disturb
the system. This disturbance alters the quantum state, introducing detectable anomalies in the form of

increased error rates.

A classic example involves encoding information in the polarization of photons. If one party, Sender, transmits
photons using randomly chosen polarization bases (e.g., rectilinear or diagonal), and the receiver, Receiver,
measures them in randomly chosen bases as well, they can later publicly compare their measurement choices
without revealing the actual bit values. When both parties used the same basis, they retain the bit; otherwise, they
discard it. If an eavesdropper attempts to intercept and measure the photons without knowing the correct basis, they
will disturb the states, causing detectable errors in the key. This process allows Sender and Receiver to estimate the

level of potential intrusion.
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Despite its theoretical robustness, practical implementation of QKD faces several significant technical
challenges:

62. Photon Loss in Optical Fibers: Quantum signals degrade with distance due to scattering and absorption in
optical fibres, making it difficult to maintain reliable communication over long ranges. This limits the
maximum transmission distance for QKD, particularly in fiber-based systems.

63. Quantum Bit Error Rate (QBER): QBER is defined as the ratio of incorrect bits to the total number of
received bits during key exchange. It serves as a crucial metric for assessing the security and performance of
a QKD system. A high QBER may indicate the presence of noise, device imperfections, or potential

eavesdropping. Sources of error include:

1. Depolarization: Changes in the polarization state of photons during transmission.
2. Thermal Noise: Random fluctuations due to temperature effects in optical components.
3. Detector Dark Counts: False detections in photon detectors caused by internal noise.

To ensure secure key generation, the QBER must remain below a certain threshold (typically below 11% for BB84

with one-way classical communication), beyond which the key is considered insecure and must be discarded.

This chapter presents a critical review of existing QKD protocols, with particular attention to the widely adopted
BB84 protocol. It examines the limitations imposed by transmission distance and environmental noise, as well as

the role of error correction and privacy amplification in mitigating security threats.

In light of these challenges, the chapter also introduces a novel Hybrid Adaptive Error Correction (HAEC)
method, developed as part of the current study. This simulation-based research aims to optimize the performance of
the BB84 protocol by dynamically adjusting error correction strategies based on channel conditions. The proposed
HAEC approach integrates both forward error correction (FEC) and adaptive privacy amplification, with the goal of

minimizing QBER while maximizing the secure key rate across varying transmission scenarios.

2.2 QUANTUM KEY DISTRIBUTION PROTOCOLS

This section critically examines the principal Quantum Key Distribution (QKD) protocols, focusing on their operational
mechanisms, strengths, and practical limitations. Emphasis is placed on their performance in real-world environments,
particularly with respect to key generation rates, quantum bit error rates (QBER), and implementation feasibility over

various transmission distances.
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2.2.1 BB84 Protocol

The BB84 protocol, proposed by Charles Bennett and Gilles Brassard in 1984, is the first and most widely studied QKD
scheme. It uses single photons to encode bits in two sets of conjugate polarization bases: the rectilinear basis (|0), |1)) and

the diagonal basis (|+), |—)),
1 1
where [+) = = (]0) + [1)) and [—) = = (|0) — |1)) [1].
The protocol’s security arises from two key quantum principles:

1. The no-cloning theorem, which prevents perfect copying of unknown quantum states.

2. The uncertainty principle, ensuring that measuring a photon in the incorrect basis introduces disturbances
detectable as increased QBER.

In operation, Sender sends a sequence of polarized photons, randomly choosing the basis for each photon. Receiver

measures each incoming photon using randomly chosen bases as well. After transmission, they compare basis choices over a

public channel and keep only the bits for which their bases matched. This forms the raw key, which is further refined

through error correction and privacy amplification.

In practical implementations, BB84 has demonstrated strong performance in controlled environments. For instance, Lo et al.
(2014) achieved a secure key rate of approximately 1 bit per second over a 100 km optical fiber link. However, they observed
a steep performance drop at greater distances due to photon attenuation, typically around 0.2 dB/km in standard fibers [2].
At 150 km, QBER exceeds 5%, influenced by both signal loss and detector noise, constraining BB84's scalability for long-haul

communication.

While the protocol’s simplicity and robustness make it highly attractive for implementation, its sensitivity to optical losses

and noise remains a key limitation for real-world deployment beyond metropolitan distances.

2.2.2 E91 Protocol

The E91 protocol, introduced by Artur Ekert in 1991, represents a significant shift from BB84 by leveraging quantum
entanglement rather than single-photon polarization [3]. It employs entangled photon pairs, where measurement outcomes
on one particle immediately correlate with the other, regardless of physical separation—an effect validated by Bell’s

theorem.

The security of E91 is tied to the violation of Bell inequalities, which confirm the presence of quantum entanglement and
rule out classical correlations. Any eavesdropping attempt that disturbs the entanglement will reduce the correlation

strength, signaling a possible interception.

Ursin et al. (2007) demonstrated the viability of E91 in a free-space QKD experiment over 144 km, reporting successful key

generation with a QBER of approximately 6%, largely due to atmospheric turbulence and beam wandering [9]. These results
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confirmed E91’s potential for satellite and intercontinental communication. However, the protocol’s practical application is

hindered by several factors:

3. The need for high-quality entangled photon sources.
4. Precise synchronization (sub-nanosecond level) between distant detectors.
5. Difficulties maintaining entanglement fidelity over fiber channels.

As such, while E91 offers a higher theoretical security margin, it is less suitable for terrestrial fiber networks compared to

BB84 due to complex technical requirements.

2.2.3 Continuous-Variable QKD (CV-QKD)

CV-QKD diverges from traditional QKD protocols by using continuous quantum variables, such as the amplitude and phase
quadratures of coherent or squeezed light states, to encode information [5]. This approach enables compatibility with
standard telecommunication infrastructure and offers the potential for higher key rates using homodyne or heterodyne

detection techniques instead of single-photon detectors.

Grosshans et al. (2003) demonstrated CV-QKD with Gaussian-modulated coherent states, enabling practical
implementations over short distances. Diamanti and Leverrier (2015) achieved key rates up to 10 bits/s over 12 km, but

reported a QBER of around 8% at 150 km, attributing the high error rate to phase noise and detector imperfections [6].

Zhang et al. (2020) later extended CV-QKD to 180 km using improved error correction codes and noise filtering, maintaining

QBER below 5% [21]. Nonetheless, the protocol’s performance suffers significantly over longer distances due to:

6. Increased phase noise.
7. Thermal fluctuations.
8. Higher sensitivity to electronic and environmental interference.

Although CV-QKD’s compatibility with existing networks and high-speed potential make it attractive, its long-distance

performance still lags behind discrete-variable protocols like BB84.

2.2.4 B92 Protocol

The B92 protocol, developed by Charles Bennett in 1992, is a streamlined variant of BB84. It utilizes only two non-
orthogonal quantum states (e.g., |0) and |+)) to encode binary information [25]. While this minimalism simplifies

implementation, it introduces greater vulnerability to certain quantum attacks, particularly intercept-resend attacks.

In the B92 protocol, the receiver performs measurements that either confirm the presence of a specific state or yield

inconclusive results. This allows bit generation but reduces efficiency and makes the protocol more sensitive to noise.

Takesue et al. (2010) tested B92 over 200 km, demonstrating its long-range potential but recording a QBER of

approximately 7%, which is generally higher than BB84’s under similar conditions [18]. While B92 reduces complexity and
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optical requirements, its higher error rates and lower security thresholds make it less suitable for high-security or long-

distance applications.

2.2.5 Decoy-State QKD

Decoy-State QKD was developed to strengthen traditional QKD protocols, particularly BB84, against photon-number-
splitting (PNS) attacks, which exploit multi-photon pulses from weak laser sources [7]. In this enhancement, the sender
varies the intensity of the photon pulses, introducing decoy states that allow the receiver to statistically detect

eavesdropping attempts based on unexpected detection rates.

Lo et al. (2012) successfully implemented Decoy-State QKD over 12 km, achieving QBER below 2% and demonstrating
resilience against detector side-channel attacks [7]. Wang et al. (2020) further integrated this approach with classical data

transmission over 86 km, maintaining a secure key exchange with minimal QBER despite fiber losses [23].

While Decoy-State QKD significantly improves security and distance, its reliance on precise intensity modulation and
accurate photon number statistics increases system complexity. As such, it provides a powerful enhancement for BB84, but

at the cost of more sophisticated hardware and calibration requirements.

Table 2.1: Comparison of QKD Protocols

Protocol Mechanism Max Distance | QBER (%) Key Rate Key Limitations
(km) (bits/s)
BB84 Single photons, 100 6 1 (at 100 km) | Photon loss,
polarization detector noise
E91 Entangled photon 144 (free- 6 ~1 Entanglement
pairs space) complexity
CV-QKD Coherent/squeezed 180 8 10 (at 50 km) | Noise
states sensitivity
B92 Two non-orthogonal | 200 7 ~1 Higher QBER,
states lower security
Decoy-State Decoy pulses, BB84- | 100 4 ~1 Pulse control
based complexity

Source: Compiled from [1,2,7,9,18,21,23].

2.3 Transmission Distance Limitations

Quantum Key Distribution (QKD) systems face significant performance degradation over long distances, primarily due to
photon loss in both optical fiber and free-space communication channels. In standard optical fibers, attenuation occurs at a
typical rate of approximately 0.2 dB/km. As a result, after 100 km of transmission, only about 1% of the initially emitted

photons reach the receiver, leading to an exponential drop in secure key generation rates. This fundamental limitation,
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emphasized by Pirandola et al. (2020), restricts the practical deployment of QKD over large-scale networks without

additional infrastructure support.

To overcome these range limitations, quantum repeaters have been proposed as a viable solution. These devices aim to
segment the channel into shorter links where quantum states are stored temporarily in quantum memories and later
extended using entanglement swapping. However, as outlined by Sangouard et al. (2011), the realization of quantum
repeaters is currently hindered by technological constraints, particularly the short coherence times of quantum memories
(typically under 1 millisecond), which limit their ability to maintain entanglement over extended durations. Furthermore,
Briegel et al. (1998) highlighted that operational imperfections in local gates and measurements introduce errors that

compromise the fidelity of the entangled states, thereby restricting the scalability of repeater-based networks.

Recent breakthroughs have demonstrated potential pathways for long-distance QKD without quantum repeaters. For
instance, Twin-Field QKD (TF-QKD), introduced by Lucamarini et al. (2018), exploits single-photon interference from a
central measurement station to extend QKD distances significantly. This approach achieved secure key distribution over 500
km of optical fiber with a quantum bit error rate (QBER) of around 2%. Xu et al. (2020) further extended TF-QKD to over
1,000 km by incorporating superconducting nanowire single-photon detectors (SNSPDs), operating at cryogenic
temperatures. However, the high cost ($10,000-$50,000 per unit) and operational complexity of such systems limits their

deployment to niche applications or research environments.

In a more recent experiment, Liu et al. (2024) implemented a QKD system using transition-edge sensor (TES) detectors
across fiber links spanning 148.7-184.6 km. The system maintained a QBER of approximately 3%, yet the intricate setup and

sensitivity of TES detectors present challenges for real-world scalability and robustness.

These developments underscore a persistent trade-off in QKD: extending transmission range typically requires sophisticated
and expensive hardware, increasing deployment complexity. As a result, scalable and cost-effective long-distance QKD
remains an open challenge, driving ongoing research into alternative transmission schemes and advanced error correction

mechanisms.

2.4 Error Correction Techniques

Maintaining the integrity of quantum keys in the presence of channel noise is essential for the effectiveness of QKD systems.

Quantum Bit Error Rate (QBER) increases with transmission distance due to various noise sources, including:

9. Depolarization: Random changes in quantum states due to channel imperfections.
10. Thermal noise: Environmental fluctuations introducing background signals.
11. Dark counts: False detector clicks occurring with probabilities ranging from 107° to 10™* per gate window.

Error correction schemes are therefore critical to ensure that the final shared key is both secure and consistent. Particularly
for distances beyond 150 km, where QBER often exceeds 5%, traditional protocols may no longer suffice. The following
subsections detail conventional methods and introduce the novel Hybrid Adaptive Error Correction (HAEC) scheme proposed

in this research.
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2.4.1 Cascade Protocol

The Cascade protocol, introduced by Brassard and Salvail (1994), employs multiple rounds of parity checks to detect and
correct bit errors over a public classical channel. The raw key is partitioned into blocks, and Sender and Receiver iteratively
reconcile differences using binary parity comparisons. Enhancements by Martinez-Mateo et al. (2010) refined the efficiency

of this protocol, achieving reliable performance (QBER ~2%) over moderate distances (~50 km).

However, the protocol’s reliance on fixed block sizes leads to increased inefficiency under high-QBER conditions. Beyond 150
km, where QBER can exceed 5%, multiple rounds of error reconciliation inflate communication overhead and latency,

making the protocol suboptimal for long-distance QKD.

2.4.2 Low-Density Parity-Check (LDPC) Codes

LDPC codes offer an efficient forward-error-correction approach using sparse parity-check matrices. Elkouss et al. (2009)
demonstrated that LDPC can achieve QBERs as low as 1% over 50 km with minimal computational complexity. These codes

are highly suitable for low-latency environments due to their iterative decoding capability.

However, at longer distances (150-200 km), LDPC requires significantly larger codeword lengths to maintain performance,
which increases computational load and decoding time. Moreover, LDPC typically assumes a static noise model, reducing its

effectiveness in dynamically fluctuating channels, which are common in practical QKD systems.

2.4.3 Reed-Solomon Codes

Reed-Solomon (RS) codes are block-based error correction codes known for their robustness against burst errors. Yan et al.
(2018) reported their efficacy in environments with high error rates (>10%). Over short fiber lengths (~50 km), RS codes can

maintain QBERs below 3%.

Despite their theoretical strength, RS codes require complex polynomial-based operations for both encoding and decoding.
This high computational demand makes real-time implementation challenging, especially for longer distances where
processing requirements scale unfavorably. Additionally, their performance over 150-200 km fiber channels remains largely

untested.

2.4.4 Asymmetric Error Correction

Asymmetric error correction, recently introduced by Mummadi et al. (2023), adapts correction strategies based on channel
asymmetry and error characteristics. Tested over a 20 km fiber link, it achieved an impressively low QBER of 0.04%,

highlighting its potential for precision error control in low-noise scenarios.

Nevertheless, the lack of validation over longer distances (150-200 km) raises concerns about its resilience against
cumulative noise and dark counts. Its effectiveness under variable environmental conditions and higher photon loss remains

uncertain, limiting its immediate applicability in long-haul QKD.
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2.4.5 Hybrid Adaptive Error Correction (HAEC)

To address the shortcomings of existing protocols, this study proposes the Hybrid Adaptive Error Correction (HAEC)
framework—an integrated and flexible solution tailored for the BB84 protocol over extended distances.

HAEC fuses concepts from both Cascade and LDPC protocols, while incorporating novel adaptive features:

12. Dynamic Block Sizing: Based on real-time QBER estimation, block sizes are adjusted to optimize the
trade-off between correction overhead and error detection capability. Smaller blocks are used under low
QBER (<3%) to reduce redundancy, while larger blocks are applied in high-QBER conditions (>5%) to
enhance correction efficiency.

13.  Clustering-Based Prediction: Inspired by machine learning techniques, HAEC uses a clustering algorithm
to analyze error distribution patterns and predict likely error-prone regions within the key. By prioritizing
correction in these regions, HAEC reduces the number of exhaustive parity checks required, improving
speed and efficiency.

Preliminary simulation results demonstrate that HAEC reduces QBER to under 3% at 150 km, outperforming both Cascade
(5%) and LDPC (4%) protocols. It also achieves approximately 20% lower computational overhead due to its targeted
reconciliation strategy. At 200 km, where detector dark counts become the dominant error source, HAEC's performance
remains under evaluation, with early indicators suggesting promising robustness.

The machine learning component requires an initial training phase using varied noise models, increasing setup complexity.
However, once trained, it offers adaptability across diverse channel conditions and noise regimes, distinguishing HAEC from

static protocols like LDPC and Reed-Solomon.

In summary, while earlier research (e.g., Tomamichel et al., 2017) suggests that Cascade and LDPC remain suitable for
distances under 100 km with QBER <3%, HAEC addresses the critical need for an adaptive and scalable error correction
solution at longer distances. Its predictive and flexible nature positions it as a strong candidate for next-generation QKD

systems.

Table 2.2: Comparison of Error Correction Methods

Method QBER Distance (km) Computational | Key Limitations
Reduction (%) Overhead
Cascade 2 50 High (multiple Inefficient at high QBER
rounds)
LDPC 1 50 Low Less adaptive at >150 km
Reed-Solomon | 3 50 High Complex, not real-time
Asymmetric 0.04 20 Moderate Untested at long
distances
HAEC 3 (preliminary) | 150 Moderate (20% | ML training complexity
< Cascade)

Source: Compiled from [13,14,15,16,22,26].
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2.5 Gaps in Literature

Despite significant advances in the field of Quantum Key Distribution (QKD), several unresolved challenges
persist, particularly in achieving practical, cost-effective, and scalable QKD over long distances. These challenges
highlight the limitations of existing methods and underscore the need for further innovation—particularly in the
joint optimization of key distribution protocols and error correction techniques. This study’s development of the
Hybrid Adaptive Error Correction (HAEC) framework and focus on BB84 protocol optimization are motivated by

the following key gaps identified in contemporary literature:

2.5.1. Lack of Joint Optimization for Distance and QBER

Most existing research isolates either transmission distance or Quantum Bit Error Rate (QBER) as the primary
metric for optimization, rather than jointly addressing both. For instance, Twin-Field QKD (TF-QKD) has
successfully demonstrated secure transmission over distances exceeding 1,000 km (Xu et al., 2020), but only with
the aid of highly specialized hardware, such as cryogenically cooled superconducting detectors. These setups are
impractical for broad deployment due to their cost and complexity. Conversely, techniques like LDPC coding
(Elkouss et al., 2009) provide effective QBER reduction, but only within limited ranges (<100 km), failing to scale
effectively to longer distances. This disconnect illustrates a crucial research gap: the need for integrated solutions

that simultaneously extend transmission range while maintaining low QBER.

2.5.2. Limited Practical Scalability of High-Performance Systems

Theoretical breakthroughs and experimental demonstrations of long-distance QKD have largely relied on
components that, while technically impressive, are not yet feasible for widespread deployment. Quantum repeaters,
for example, offer a promising mechanism for extending QKD distance by enabling entanglement distribution over
segmented channels. However, as shown by Sangouard et al. (2011), these devices suffer from severe technological
constraints, including extremely short coherence times (<1 ms) in quantum memories and stringent synchronization
requirements. Similarly, advanced detection systems such as Transition-Edge Sensors (TES) and Superconducting
Nanowire Single-Photon Detectors (SNSPDs) offer low dark count rates and high detection efficiency, but require
cryogenic operation at significant financial and logistical cost ($10,000-$50,000 per detector). The scalability of

these systems to large, practical networks remains a major barrier.

2.5.3. Incomplete Modeling of Realistic Noise Conditions

Many simulation-based QKD studies simplify the quantum channel by modeling only isolated noise sources, such
as photon attenuation at a fixed rate (e.g., 0.2 dB/km). While analytically convenient, this approach neglects the
cumulative and interacting effects of multiple noise sources that are inherent in real-world environments. Critical

sources of degradation—such as depolarization, thermal noise, and dark counts (typically in the range of 107° to
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10* per detector gate)—are often omitted or considered independently. The absence of comprehensive, multi-
source noise models results in overly optimistic performance estimates and limits the applicability of such studies to

real deployment scenarios.
2.5.4. Static and Non-Adaptive Error Correction Frameworks

Traditional error correction methods, including Cascade and LDPC, typically rely on predefined block sizes and
assume relatively stable error models. While effective in low-error conditions, these methods suffer significant
performance degradation at higher QBERs (>5%), particularly over longer distances (150-200 km). The lack of
adaptivity to fluctuating channel conditions results in increased communication overhead and reduced key rates.
Recent literature does not sufficiently explore adaptive strategies that can dynamically modify parameters such as
block size or error threshold in response to real-time channel feedback—a key feature of the proposed HAEC

scheme.
2.5.5. Absence of Predictive Error Correction Techniques

Although machine learning and data-driven techniques have seen growing interest in quantum information science,
their application to error correction in QKD remains underexplored. Current protocols lack mechanisms to predict
the spatial or temporal distribution of errors based on observable QBER patterns. The integration of pattern
recognition and clustering algorithms could enable predictive error localization, thereby reducing the number of
required reconciliation iterations and improving efficiency. The HAEC framework proposed in this study

incorporates such techniques, representing a novel contribution to predictive and adaptive error correction in QKD.
2.5.6 Summary of Research Gaps

The evolution of Quantum Key Distribution (QKD) technologies has reached a pivotal point where theoretical
advancements must translate into robust, scalable, and deployable systems. However, a comprehensive review of
current literature reveals several persistent gaps that limit the practical implementation and long-term reliability of
QKD, particularly in real-world conditions. The following key issues summarize the existing limitations and define

the motivation for this research.
1. Lack of Joint Optimization for Distance and Error Performance

A major shortcoming in most existing QKD studies is the independent treatment of two critical performance
parameters: transmission distance and quantum bit error rate (QBER). While some approaches emphasize
maximizing communication range, others prioritize minimizing error rates—rarely are both objectives considered

simultaneously. This separation leads to suboptimal system designs that fail to reflect the interdependent trade -offs
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between signal attenuation, noise accumulation, and the effectiveness of post-processing techniques. A more

integrated approach is required to optimize QKD performance holistically.
2. Incomplete Representation of Real-World Noise

Most simulation models employed in QKD research rely on idealized noise assumptions that simplify complex
quantum and environmental effects. These often exclude or underestimate the impact of crucial factors such as
fiber-induced polarization drift, detector dark counts, thermal noise, misalignment errors, and dynamic channel
variations. Such simplifications can lead to unrealistic key rate estimations and misrepresent the actual resilience of
the system under deployment scenarios. The absence of a detailed and diverse noise model remains a substantial

gap in current research.
3. Inadequate Evaluation of Scalable and Practical Error Correction Methods

Although several error correction schemes—such as Cascade, BCH, and LDPC—have been proposed and partially
evaluated, few studies provide a comprehensive comparison of these techniques under varying noise levels and
operational constraints. Most implementations are tailored to specific, static environments and do not scale
effectively with increased distance or QBER. Furthermore, many simulations do not account for the computational

overhead or real-time feasibility of these schemes, particularly in high-speed or long-distance QKD systems.
4. Absence of Adaptive and Predictive Capabilities

Current QKD models typically assume fixed system parameters, overlooking the dynamic nature of practical
guantum communication environments. Fluctuations in temperature, fiber aging, mechanical stress, and background
interference introduce variability that static systems are ill-equipped to manage. The lack of adaptive mechanisms
and predictive error handling in existing frameworks reduces system robustness and limits deployment in variable
conditions. There is a strong need for intelligent QKD systems that can respond dynamically to real-time channel

variations.
5. Limited Focus on Integration and Deployment Constraints

Many theoretical and experimental QKD efforts continue to depend on expensive, laboratory-grade hardware—
such as cryogenically cooled detectors or satellite-based links—Iimiting their feasibility for commercial or
widespread use. These approaches often neglect the challenges of compatibility with existing telecom
infrastructure, including signal multiplexing, routing, and synchronization. A pragmatic research direction should
focus on solutions that are not only scientifically sound but also economically and logistically viable for integration

into current optical communication networks
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2.5.7 Addressing the Gaps: Research Strategy

To address the limitations identified above, this study adopts a simulation-driven approach grounded in Qiskit,
an open-source quantum computing framework developed by IBM. The core of the research is the implementation
of an advanced simulation model for the BB84 QKD protocol, enhanced with detailed noise modeling and realistic
channel behavior. A key innovation of this work is the introduction of the Hybrid Adaptive Error Correction
(HAEC) framework, which intelligently combines multiple post-processing strategies to optimize both error

correction efficiency and scalability.

By jointly considering photon loss, QBER, and practical noise sources, and by evaluating the effectiveness of
multiple error correction protocols under dynamic conditions, this study directly targets the real-world deployment
challenges of QKD systems. The framework developed herein not only fills critical research gaps but also lays the
foundation for the future development of adaptive, efficient, and deployment-ready quantum-secure communication

infrastructures.
2.6 Objectives of the Present Study

In light of the identified research gaps, the primary goal of this study is to enhance the practical viability and
performance of BB84-based Quantum Key Distribution systems for long-distance applications. This involves
improving QBER management, simulating real-world conditions, and integrating advanced error correction

strategies. The specific objectives of the present study are as follows:

1. Performance Evaluation of BB84 Protocol Across Distances:
1. To assess the behaviour and limitations of the BB84 QKD protocol over a range of fiber-optic
transmission distances (10 km to 200 km).
2. To analyse key performance metrics such as secure key generation rate and QBER under varying
channel conditions.
2. Development of a Comprehensive Quantum Channel Noise Model:
1. To construct a simulation framework that incorporates multiple real-world noise sources, including
photon attenuation, depolarization, dark counts, and thermal noise.
2. To study the combined impact of these noise components on the reliability and security of key
distribution over extended distances.
3. Implementation and Comparative Analysis of Error Correction Techniques:
1. To implement various error correction protocols—namely Cascade, Low-Density Parity-Check
(LDPC), Bose—Chaudhuri-Hocquenghem (BCH), and the newly developed Hybrid Adaptive Error
Correction (HAEC).
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2. To benchmark these techniques with respect to their ability to minimize QBER and maintain key
rate efficiency, particularly at challenging distances of 150—200 km.

4. Optimization of BB84 Parameters Using Qiskit Simulation Environment:
1. To utilize Qiskit 2.0.0 for simulating BB84 QKD under realistic noise and error conditions.
2. To propose optimized configurations of protocol parameters—such as basis selection probability,

error thresholds, and reconciliation strategies—that best support long-distance, cost-effective QKD
deployment.
3. To validate the effectiveness of HAEC in dynamically adjusting to channel conditions and

improving the overall robustness and scalability of QKD systems.

CHAPTER 3

PROBLEM FORMULATION AND ANALYSIS

3.1 Introduction

Quantum Key Distribution (QKD) protocols, such as BB84, exploit fundamental principles of quantum
mechanics—specifically, the no-cloning theorem and measurement-induced disturbance—to enable provably
secure key exchange between communicating parties. While QKD offers theoretical immunity to eavesdropping, its
practical realization faces significant limitations, especially over long-distance fiber-optic links. The major
challenges include photon loss, channel-induced errors, and increased Quantum Bit Error Rate (QBER) due

to environmental noise, dark counts, and polarization drift.

These impairments critically affect the secure key rate, making it difficult to extend QKD beyond short
metropolitan ranges without quantum repeaters or cryogenic detectors—both of which are costly and complex. This
is a pressing concern for mission-critical sectors such as defence, finance, and governmental communication,

where secure long-range quantum communication is essential but must also remains economically viable.

To overcome these constraints, this chapter formulates a strategy to enhance BB84 performance over fiber
lengths up to 200 km using standard hardware. The focus lies in minimizing QBER and maximizing the secure
key rate through the introduction of a Hybrid Adaptive Error Correction (HAEC) scheme. HAEC dynamically
adapts its error correction parameters—such as block size and redundancy—based on real-time QBER estimates
and further enhances performance by applying clustering techniques to isolate and correct error-prone

segments in the sifted key.

Additionally, a mathematical modelling framework is developed to quantify key system metrics, including
photon transmission probability, QBER, and secure key rate. These analytical models guide the design of
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simulations in Qiskit 2.0.0 and provide a basis for validating the effectiveness of HAEC in realistic, noisy quantum

channels.

3.2 Problem Definition

The central problem addressed in this study is the optimization of the BB84 QKD protocol for secure key
generation over a long-distance fiber-optic link (up to 200 km), under realistic noise and loss conditions, using

commercially available components and without relying on quantum repeaters or exotic infrastructure.

Formally, the research question is defined as:

How can the BB84 QKD protocol be enhanced using a novel Hybrid Adaptive Error Correction (HAEC)
method to reduce the Quantum Bit Error Rate (QBER) from an initial level of approximately 11% to below
the security threshold (~11%b), while ensuring a non-zero secure key rate over a 200 km standard fiber-optic

channel?

This problem is crucial in advancing the practical deployment of QKD, particularly in contexts where budget
constraints and infrastructure limitations prohibit the use of cutting-edge detectors or quantum memory systems.
The initial QBER value of approximately 11.08% at 200 km—derived from preliminary simulation data—results

from cumulative noise effects, including:

5. Depolarization, which alters photon polarization states during propagation.
6. Dark counts, which generate false detection events in single-photon detectors.
7. Photon attenuation, which reduces the number of successfully transmitted qubits exponentially with

distance (typically modelled at 0.2 dB/km for standard telecom fiber).

These noise sources lead to mismatches between Senders’ and Receiver’s sifted keys, increasing the burden on
error correction algorithms. Traditional techniques like LDPC, BCH, or Cascade often fail to adapt efficiently at

such high QBER levels, leading to a trade-off between error correction overhead and key rate performance.
To address this, the proposed HAEC framework introduces two novel features:

8. Adaptive Block Sizing: Dynamically adjusts the size and redundancy of error correction blocks in response
to real-time QBER estimates, thereby minimizing information leakage and improving reconciliation
efficiency.

9. Error Clustering: Utilizes statistical clustering or machine learning-inspired techniques to detect and

localize bursts of errors, enabling targeted correction and improved bit recovery.
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By integrating these mechanisms into the post-processing phase of BB84, HAEC aims to push the performance
boundary of QKD without requiring additional physical-layer enhancements. The mathematical models and
simulations in subsequent chapters evaluate this approach across multiple channel lengths, noise levels, and error

correction configurations.

3.3 Mathematical Modelling of QKD Performance

To systematically address the performance limitations in long-distance Quantum Key Distribution (QKD) using the BB84
protocol, a comprehensive mathematical framework is established. This framework captures the key phenomena
influencing system performance: photon loss, quantum bit error rate (QBER), and the resulting secure key rate (SKR). All

models utilize realistic parameters aligned with the simulation setup, namely:
10. Attenuation coefficient o = 0.2 dB/km

11. Detector efficiency nqg = 0.2

12. Depolarization probability pgepor = 0.20

13. Dark count probability pq = 0.02

14, Mean photon number p = 0.5

These parameters reflect the characteristics of standard telecom fiber operating at 1550 nm and typical single-photon

detectors.

3.3.1 Photon Loss Model

Photon loss in fiber-optic communication is predominantly caused by Rayleigh scattering, absorption, and bending losses
within the fiber. These losses lead to an exponential decay of signal strength with distance. The probability P(L) that a

photon is successfully transmitted over a fiber length L (in km) is modeled as:

P(L) — 10—0(L/10

Where:
15. ais the fiber attenuation coefficient (dB/km),
16. L is the transmission distance (km).

Example calculation at 200 km:
P(200) = 1070-2:200/10 = 10=* = 0.0001

This indicates that only 0.01% of the transmitted photons reach the receiver, causing a severe drop in the raw key rate. The

actual detection rate is further scaled by:
Effective Detection Probability = P(L) - ng - p

Substituting:
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= 0.0001-0.2-0.5 =0.00001

This extremely low value emphasizes the importance of high-efficiency error correction and low-noise detection, as only

one in 100,000 photons is effectively used for key generation.
3.3.2 Quantum Bit Error Rate (QBER) Model

QBER quantifies the proportion of incorrect bits received by Receiver compared to Sender's original bits. It arises due to

various channel and detector imperfections:
Sources of QBER:

17. Depolarization: Caused by fiber-induced birefringence and thermal fluctuations, resulting in random polarization

flips. With pgepor = 0.20, the QBER due to depolarization is:

Easpol = 22 = 0.10

This is because depolarization typically causes half of the affected bits to be flipped when Sender and Receiver choose the

same basis.

18. Dark Counts: Spurious detection events not caused by signal photons. They occur with probability pg = 0.02 per

detection window. Their contribution to QBER grows with distance due to reduced signal strength.

The QBER due to dark counts is modeled as:

& X —pd
@k T PL) g - 1

At 200 km, P(L) = 0.0001, making €y, significant.

1. Measurement Errors: Arise from imperfect optical elements, misalignment in the measurement basis, or gate
operation errors. While generally smaller than other contributions, they can become noticeable in long-distance

scenarios.
Total QBER:

The overall QBER ¢ is approximately:
€ = Edepol + Egark
Using parameters at 200 km:

0.02
€~ 0.10 +0.0001'0.2.0.5 ~010+2 =210

However, since the QBER cannot exceed 1 (or 100%), the actual observed value (~11.08%) is likely due to an interplay of

noise suppression techniques and signal processing, which mitigate the full effect of dark counts in simulations.
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3.3.3 Secure Key Rate (SKR) Model

The Secure Key Rate (SKR) represents the number of secure bits generated per pulse, accounting for both error correction

and privacy amplification. For BB84 using weak coherent pulses, the SKR is approximated by:

R=q-p P(L) ng-[1—H(e) — H(Epase)]

Where:

2. q = 0.5: Basis reconciliation factor (since only 50% of bases match),
3. i = 0.5: Mean photon number per pulse,

4. P(L): Photon transmission probability,

5. Nq: Detector efficiency,

6. H(x) = —xlog,x — (1 — x)log, (1 — X): Binary entropy function,

7. €: QBER,

8. E€phase =~ € Assumes phase error = bit error.

SKR Calculation at 200 km (example):

Using € = 0.11, we compute:
H(0.11) = —0.11log,(0.11) — 0.8910g,(0.89) = 0.500
Then:
R=05-05-0.0001-02-(1-05-05)=0

This result shows that at high QBER and long distances, SKR approaches zero—highlighting the need for aggressive error

correction (like HAEC) to reduce € and ensure any non-zero SKR.

Summary of Modeling Insights:

9. Photon Loss causes an exponential decay in detection probability, especially beyond 100 km.

10. QBER increases due to both quantum channel imperfections and low signal strength, with dark counts dominating at

long distances.

11. SKR falls to near-zero at 200 km unless error rates are controlled, justifying the integration of Hybrid Adaptive Error

Correction (HAEC) in this research.

3.4 ANALYSIS OF THE PROBLEM

The mathematical models developed in Sections 3.1 through 3.3 reveal a complex interplay between photon loss, Quantum

Bit Error Rate (QBER), and Secure Key Rate (SKR). This section analyzes these relationships, identifying performance
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bottlenecks and guiding the design of the Hybrid Adaptive Error Correction (HAEC) method for BB84-based QKD over long

distances.

3.4.1 Impact of Distance on QBER

The photon transmission probability decays exponentially with distance:
P(L) = 1074L/10
At 200 km with a = 0.2 dB/km, this yields:
P(200) = 1070:2%200/10 = 10=% = 0.0001 (Equation 3.4.1)
This extreme attenuation reduces the signal-to-noise ratio, amplifying the relative contribution of noise sources:

12. Dark Counts: False detections occurring independently of actual photons, with probability pq = 0.02
13. Depolarization Noise: Bit flips from polarization degradation, with pgepo1 = 0.20

Using the QBER model from Section 3.3.2:
€ = €gepol T €dark  (Equation 3.4.1)

At this low transmission level, dark count noise becomes disproportionately influential, contributing significantly to an initial

QBER of = 11.08%, which is at the edge of the BB84 security threshold (~11%).

The HAEC method dynamically adjusts error correction parameters—particularly block sizes and parity check focus areas—

to bring QBER below 2%, enabling secure key generation.
3.4.2 Role of Error Correction Efficiency

Efficient error correction is crucial to reconcile Sender’s and Receiver’s sifted keys while minimizing information leakage on

the public channel. The efficiency of the error correction process is defined as:

Bits revealed )
f= (Equation 3.4.2)
Errors corrected

The proposed HAEC method improves efficiency by:

14, Adaptive Block Sizing: Smaller blocks are used in regions of high QBER to localize and contain errors.
15. Error Clustering: High-error segments are detected and prioritized for error correction using targeted parity checks.
16. Iterative Refinement: Corrections are applied in multiple rounds to minimize bit leakage.

This contrasts with:

17. Cascade, which uses fixed block sizes and may over-reveal information,
18. LDPC codes, which rely on static codebooks that may not adapt well to fluctuating noise conditions.

HAEC's adaptive and targeted approach reduces the effective value of f, thus improving both final key length and security.
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3.4.3 Hardware Constraints

The performance analysis considers practical hardware limitations:

Parameter | Value Description
o 0.2 dB/km | Attenuation coefficient for standard fiber
N4 0.2 Detector efficiency
Pd 0.02 Dark count probability per time window

These values imply the following constraints:

19. Low detection rates, due to limited photon arrival and detector efficiency,
20. Increased QBER, especially from dark counts when P(L) is low,
21. No quantum repeaters, capping effective range at 200 km.

The HAEC method is explicitly designed to operate within these constraints, enhancing QKD performance without relying

on advanced or costly quantum hardware like superconducting detectors or ultra-low-noise cryogenic systems.

3.4.4 Summary of Analytical Insights

This section reveals the key insights that motivate the simulation work in later chapters:

22. Photon loss severely restricts signal quality at long distances (Equation 3.4.1),

23. QBER, approaching the security threshold, necessitates intelligent correction (Equation 3.2.1),

24, Efficient error correction (Equation 3.4.2) is critical for maximizing usable key length,

25. Hardware constraints restrict solution space, demanding algorithmic, rather than hardware-based, optimizations.

These findings validate the necessity of the HAEC method and provide a theoretical foundation for its evaluation via Qiskit-

based simulations in the next chapter.
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CHAPTER 4

METHODOLOGY AND SIMULATION SETUP

4.1 Introduction

To evaluate the proposed Hybrid Adaptive Error Correction (HAEC) technique for optimizing the BB84 Quantum Key
Distribution (QKD) protocol over long-distance fiber-optic links, a comprehensive simulation framework is essential. This
chapter describes the methodological approach and simulation setup designed to test the HAEC strategy in a 200 km fiber-

optic channel scenario.

The simulation aims to reduce the Quantum Bit Error Rate (QBER) from an initial ~11%—due to channel noise and hardware
limitations—to below the critical security threshold, all while maintaining a non-zero secure key rate. Using Qiskit 2.0.0, a
realistic environment is modeled, incorporating quantum state preparation, transmission over a lossy and noisy channel, and

error correction with HAEC.

This chapter details the implementation of the BB84 protocol, the working of the HAEC mechanism, and the simulation

parameters.

4.2 Methodological Framework

The methodology involves a four-stage pipeline tailored for simulating long-distance QKD under realistic conditions:

26. Quantum State Preparation and Transmission: Sender encodes qubits using randomly selected polarization states

(10), 1), |+), |-)) and transmits them through a virtual fiber-optic channel characterized by loss and noise.

217. Measurement and Sifting Process: Receiver measures incoming qubits using randomly chosen bases. After
measurement, Sender and Receiver compare their basis choices via a public classical channel and retain bits where the
bases match—forming the sifted key.

28. Error Correction via HAEC: The HAEC mechanism dynamically estimates QBER and adapts block sizes
accordingly. It identifies and corrects error clusters through multiple passes, aiming to reduce QBER without

significantly sacrificing key length.

29. Performance Evaluation: Metrics such as QBER, secure key rate, and decryption success rate are computed to

quantify the effectiveness of HAEC.

Qiskit 2.0.0 is employed to simulate quantum operations, noise effects, and classical post-processing, offering a complete

hybrid quantum-classical simulation pipeline.

4.3 Simulation Setup
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This section outlines the simulation’s key components, including physical parameters, noise models, and configuration

details.

4.3.1 System Parameters

The simulation replicates typical conditions in practical fiber-based QKD systems operating at 1550 nm:

30. Attenuation Coefficient (a): 0.2 dB/km

31. Detector Efficiency (n,): 0.2 (typical for InGaAs avalanche photodiodes)
32. Mean Photon Number (p): 0.5

33. Channel Distance (L): 200 km

34, Number of Bits (nsim): 85,000,000

35. Test Message: “The quick brown fox jumps over the lazy dog”

The photon transmission probability over the channel is calculated as:

L
P(L) = 10710 = 10~02200/10 = 10~
The effective detection probability is:

Pyt =P(L) ‘mg-n=10"%-02-05=10"5
4.3.2 Noise Models

The simulation includes two major noise contributors:

36. Depolarization Noise: Qubits undergo random bit flips with probability pge,, = 0.20, contributing an error rate:

Eepol = 2 = 0.10

37. Dark Count Noise: Detectors generate false positives with probability pq = 0.02, contributing:

_ ~ ~ 0.001
Cdark = B(Lyngi + pa 1075 + 0.02

The combined QBER is initially around 10.1%, which aligns with preliminary simulation observations (~11.08%) after

accounting for measurement imperfections.

4.3.3 Experimental Configuration

The simulation is configured with the following specifics:

38. Generate 85 million qubits to ensure a sifted key of practical length (~400 bits after losses and sifting).

39. Employ the BB84 protocol with randomized basis choices by both Sender and Receiver.
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40. Apply the HAEC correction mechanism over up to three iterative passes:

1. 10% of the sifted key is disclosed initially for QBER estimation.
2. Subsequent passes reveal 5% of the key per iteration.
41. Focus the primary evaluation at 200 km, with comparative results for distances from 10 km to 100 km to be

presented in Chapter 5.

4.4 BB84 Protocol Implementation in Qiskit

The BB84 protocol is implemented in Qiskit 2.0.0 with realistic noise and loss models:

42. Qubit Generation by Sender: For each bit, Sender randomly selects:
1. A bit value (O or 1)
2. A basis: 0 for rectilinear (Z-basis), 1 for diagonal (X-basis) The corresponding quantum state is prepared

using quantum gates (e.g., X for bit flips, H for basis rotation).

43. Quantum Channel Simulation: Qubits traverse a virtual 200 km channel, and only those detected (with probability

Py« = 1075) are passed to Receiver. Others are treated as losses.

44, Measurement by Receiver: Receiver randomly selects a measurement basis. Simulated errors (depolarization and

dark counts) are applied to model realistic reception conditions.

45. Key Sifting and Retention: After basis disclosure, only matched basis positions are retained to form the sifted key.

Qiskit's AerSimulator backend is used to simulate quantum circuit execution, measurement outcomes, and noise behavior

efficiently.

4.5 Hybrid Adaptive Error Correction (HAEC) Implementation

HAEC aims to reconcile Sender and Receiver’s keys with minimal information leakage while reducing QBER below 2%.
4.5.1 QBER Estimation

A 10% random sample of the sifted key is revealed:

Number of errors in revealed subset

€ost = .
e Reveal size

€est represents the estimated Quantum Bit Error Rate (QBER) or error probability in the key

These bits are then discarded to maintain security.

4.5.2 Adaptive Block Sizing

Block sizes for parity checks are adjusted dynamically:
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block size = max(5, |50(1 — €xt)])
For instance, with e.; = 0.11, a sliding window of 20 bits helps prioritize regions with high error density:

Number of errors in window

Error density = Window size
indow siz

4.5.3 Iterative Correction

Three correction passes are performed:

46. Parity checks are done on blocks within error-prone regions.
47. Bit flips are made to align Receiver’s block with Sender’s.

48. QBER is re-estimated after each pass using a new 5% sample.

4.5.4 Code Snippet

Below is a simplified Python implementation of HAEC within Qiskit:
import random
def haec_correction(sender_sifted_key, receiver_sifted_key, max_passes=3, gber_threshold=0.02):
# Step 1: QBER Estimation using revealed bits
reveal_fraction = 0.05
reveal_size = int(len(sender_sifted_key) * reveal fraction)
revealed_indices = random.sample(range(len(sender_sifted_key)), reveal_size)
revealed_errors = sum(1 for idx in revealed_indices if sender_sifted_key[idx] !=receiver_sifted_key[idx])
estimated_qgber = revealed_errors / reveal_size if reveal_size > 0 else 0
# Remove revealed bits
remaining_indices = [i for i in range(len(sender_sifted_key)) if i not in revealed_indices]
corrected_sender_key = [sender_sifted_key[i] for i in remaining_indices]
corrected_receiver_key = [receiver_sifted_key[i] for i in remaining_indices]
gber_history = [estimated_gber]
for pass_num in range(max_passes):
# Adaptive Block Size
block_size = max(5, int(20 / (qber_history[-1] + 0.01)))

# Step 2: Error clustering using sliding window
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window_size =20
error_density =[]
foriinrange(0, len(corrected_sender_key) - window_size + 1):

window_errors = sum(1 for j in range(i, i + window_size)

if corrected_sender_key[j] != corrected_receiver_key([j])

error_density.append((i, window_errors / window_size))
error_density.sort(key=lambda x: x[1], reverse=True)
high_error_starts = [start for start, _in error_density[:len(error_density) // 2]]
# Step 3: Parity-based correction
for start in high_error_starts:

end = min(start + block_size, len(corrected_sender_key))

sender_block = corrected_sender_key|[start:end]

receiver_block = corrected_receiver_key[start:end]

if sum(sender_block) % 2 != sum(receiver_block) % 2:

for jin range(len(sender_block)):
if sender_block][j] !=receiver_block[j]:
corrected _receiver_key[start + j] = sender_block[j]

# Step 4: QBER Re-estimation
remaining_errors = sum(1 for s, rin zip(corrected_sender_key, corrected_receiver_key) if s |=r)
current_gber = remaining_errors / len(corrected_receiver_key) if corrected_receiver_key else 0
gber_history.append(current_gber)
if current_gber < gber_threshold:

break
# Reveal 2% more for re-estimation
new_reveal_size = int(len(corrected_sender_key) * 0.02)
remaining_set = set(range(len(corrected_sender_key)))
new_revealed_indices = random.sample(list(remaining_set), new_reveal_size)

revealed_errors = sum(1 for idx in new_revealed_indices
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if corrected_sender_key[idx] != corrected_receiver_key[idx])
estimated_qgber = revealed_errors / new_reveal_size if new_reveal_size >0 else 0
# Remove newly revealed bits
remaining_indices = [i for i in remaining_set if i not in new_revealed_indices]
corrected_sender_key = [corrected_sender_key[i] for i in remaining_indices]
corrected_receiver_key = [corrected_receiver_key[i] for i in remaining_indices]

return corrected_sender_key, corrected_receiver_key, gber_history

4.6 Algorithm: HAEC Error Correction
Input:

sender_sifted key: List of bits from the sender.

receiver_sifted key: List of bits from the receiver.

max_passes: Maximum number of error correction passes (default = 3).
gber_threshold: Acceptable error rate threshold (default = 0.02).

Output:

Corrected sender key.
Corrected receiver key.
QBER (Quantum Bit Error Rate) history across correction passes.

Algorithm Steps:
Step 1: Initial QBER Estimation

Randomly select 5% of the key bits (reveal fraction) for comparison.
Calculate initial QBER: QBER = Number of mismatches in revealed bits / Number of revealed bits.
Remove revealed bits from both keys to avoid re-using them.

Step 2: Error Correction Passes

Repeat the following for up to max_passes times or until QBER < gber_threshold:

2.1 Adaptive Block Sizing

Set the block size using the formula:
Block size = max(5, [20 / (Previous QBER + 0.01)])

2.2 Error Density Calculation

Slide a fixed-size window (size = 20 bits) over the keys.
For each window, calculate error density: Error density = Number of mismatches in window / Window size.
Sort the windows by error density (descending order).
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Select the top 50% of the windows with the highest error density.

2.3 Parity-Based Correction

For each high-error window:

Take a block of size = block_size starting from the window's start.

If the parity of sender and receiver block differs, then:

For every bit in the block, replace the receiver's bit with the sender's bit where they differ.

2.4 QBER Re-estimation

Calculate the new QBER across all bits.
If QBER < threshold, exit the loop early.

2.5 Additional Revealing (if needed)

If the threshold isn't met:
Randomly select 2% more bits for QBER estimation.
Recalculate QBER and remove these bits from both keys.

Step 3: Final Output

Corrected sender key.
Corrected receiver key.
List of QBER .
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CHAPTER 5

RESULTS AND DISCUSSION

5.1 Introduction

This chapter provides an in-depth analysis of the simulation outcomes obtained from implementing the BB84
Quantum Key Distribution (QKD) protocol, both in its standard form and with the integration of the proposed
Hybrid Adaptive Error Correction (HAEC) technique. As discussed in Chapter 4, the simulations were conducted
using Qiskit 2.0.0, and the quantum communication was modeled over a 200 km fiber-optic channel. This setup
incorporated realistic quantum noise sources, including photon depolarization, dark counts, and attenuation

losses, simulating a practical communication scenario.

The primary goal of this analysis is to evaluate how effectively the HAEC mechanism can reduce the Quantum Bit
Error Rate (QBER) below the critical security threshold (11%) while preserving a non-zero secure key rate

(SKR)—especially at longer transmission distances where noise and signal degradation are prominent.

The simulation results are discussed across four specific transmission distances: 10 km, 50 km, 100 km, and 200

km. Key performance indicators include:

49. Initial and corrected QBER
50.  Sifted key length
51. Secure key rate (SKR)

52. Decryption accuracy of a test message

The results are structured in two main sections: first, the performance of the standard BB84 protocol without error
correction; and second, the same metrics assessed after incorporating HAEC. All findings are supported by
tabulated data and interpreted in context of the security and efficiency of QKD over long-distance quantum

channels.

5.2 Performance of BB84 Protocol Without HAEC

To establish a reliable performance baseline for evaluating the effectiveness of the Hybrid Adaptive Error
Correction (HAEC) mechanism, the BB84 Quantum Key Distribution (QKD) protocol was initially simulated
without the application of any error correction techniques. This baseline simulation is critical for understanding the
natural degradation in quantum key transmission over increasing distances due to intrinsic channel losses and
environmental noise. It also provides a reference point against which the improvements introduced by HAEC can

be objectively measured.
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5.2.1 Simulation Parameters

The simulation was configured using the standard parameters outlined in Section 4.3 to ensure consistency and
comparability. The attenuation coefficient of the fiber-optic channel was set to 0.2 dB/km, representing typical loss
in commercial-grade optical fibers. The detector efficiency was maintained at 0.2, and the mean photon number for
each transmitted qubit was 0.5, balancing between security and detectability. The test message chosen for
encryption and decryption was the widely used pangram, “The quick brown fox jumps over the lazy dog,” which
includes every letter of the English alphabet and serves as an ideal candidate for integrity verification. Each
distance scenario was simulated with a total of 85 million transmitted qubits to achieve statistically significant

results.

5.2.2 Results at 10 km

At a transmission distance of 10 kilometres, the performance of the BB84 protocol remained optimal. The sifted
key length achieved after basis reconciliation was approximately 650 bits, indicating a healthy photon detection
rate. The observed Quantum Bit Error Rate (QBER) was remarkably low at 1.69%, suggesting that environmental
disturbances and quantum noise had a minimal effect on the transmitted qubits at this short range. The Secure Key
Rate (SKR), which quantifies the amount of usable secret key material generated per pulse, was recorded at
0.008064 bits per pulse. The decryption of the encrypted test message was entirely accurate, matching the original
text character-for-character. These results validate the feasibility of uncorrected BB84 at short distances, where the

channel remains relatively stable and loss is negligible.

5.2.3 Results at 50 km

As the communication distance increased to 50 kilometers, the system began to exhibit a moderate decline in
performance due to cumulative attenuation and quantum noise. A total of 5,012 photons were detected, resulting in
a sifted key length of 2,506 bits. The QBER increased slightly to 3.47%, but still remained well below the 11%
security threshold. The corresponding SKR dropped to 0.004838 bits per pulse, reflecting reduced key generation
efficiency. Despite the increased noise, the test message was successfully decrypted, indicating that the key
maintained its integrity. These results affirm that BB84 without error correction can still operate securely at

medium-range distances, although with diminished efficiency.

5.2.4 Results at 100 km

At a distance of 100 kilometres, the quantum channel underwent significant degradation. Only 838 photons were
successfully detected, leading to a sifted key length of just 397 bits. The QBER rose to 5.29%, which, although still
under the security threshold, signalled the growing impact of environmental noise and signal attenuation. The SKR

fell substantially to 0.000470 bits per pulse, indicating a severe drop in the protocol’s throughput. Nonetheless, the
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decrypted message was still accurate, demonstrating that the protocol was technically functional at this distance.
However, the rapidly decreasing SKR and rising QBER suggest that the standard BB84 protocol is approaching its

practical operational limit without the use of error correction.
5.2.5 Results at 200 km

At an extended range of 200 kilometres, the performance of the BB84 protocol without error correction deteriorated
critically. Surprisingly, 886 photons were detected, slightly more than at 100 km due to statistical fluctuations,
yielding a sifted key length of 441 bits. However, the QBER sharply increased to 11.11%, dangerously close to the
11% security boundary. The SKR was reduced to a negligible 0.000005 bits per pulse, indicating that very little
usable key material could be derived from the transmission. Most importantly, the encrypted message could not be
accurately decrypted. The output was garbled, appearing as “Uje quisb‘aoow 0f¢cx nem‘r .vds vle(qzy Qog”, which
bore no meaningful resemblance to the original message. This failure highlights the unreliability of the key due to
excessive bit errors and establishes the upper distance limit for effective BB84-based QKD without any form of

error correction.
5.3 Performance of BB84 Protocol with HAEC

To overcome the limitations identified in the baseline BB84 simulation without error correction, the proposed
Hybrid Adaptive Error Correction (HAEC) mechanism was implemented. HAEC is designed to dynamically
respond to varying error conditions in quantum channels by employing a multifaceted correction strategy. This
includes the use of adaptive block sizing to tailor error correction granularity based on channel noise, error
clustering to localize and mitigate groups of correlated errors, and iterative correction cycles to refine key accuracy
without incurring excessive information leakage. The following analysis evaluates HAEC’s effectiveness at
enhancing BB84 performance across the same distances as tested previously, with a focus on reducing QBER,

improving the secure key rate (SKR), and ensuring message integrity.
5.3.1 Results at 10 km

At a short transmission distance of 10 kilometers, the initial QBER was recorded at 1.64%, already indicative of a
relatively clean quantum channel. Following the application of HAEC, the QBER was reduced to 0.00%,
demonstrating complete error elimination. A block size of 5,000 bits was utilized for the error correction process,
balancing computational efficiency with correction accuracy. The resulting sifted key length was 610 bits, slightly
lower than in the uncorrected scenario, but the SKR showed a significant improvement, reaching 0.030500 bits per
pulse—almost four times the uncorrected value. Most importantly, the decrypted message perfectly matched the
original test input, confirming both the robustness of the generated key and the effectiveness of HAEC at short
ranges. This result underscores HAEC’s negligible overhead and high precision when channel conditions are

already favorable.
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5.3.2 Results at 50 km

At a medium distance of 50 kilometers, the channel began to experience moderate degradation, with the initial
QBER measured at 3.51%. After the HAEC process, the final QBER was impressively reduced to just 0.01%,
showcasing the mechanism’s ability to correct errors with high precision under more challenging conditions. The
sifted key length was 2,432 bits, and the SKR increased to 0.020200 bits per pulse—more than four times the rate
achieved in the uncorrected configuration. Despite the presence of moderate quantum noise, the decrypted message
remained entirely accurate, validating the reliability of the key. This result highlights the significant performance
gains achievable with HAEC in practical medium-distance QKD deployments, where raw BB84 performance

begins to decline without correction.
5.3.3 Results at 100 km

As the transmission distance extended to 100 kilometers, the initial QBER increased to 5.35%, reflecting substantial
channel noise and attenuation. However, the HAEC mechanism successfully reduced the final QBER to 0.07%,
well within acceptable limits for secure communication. The sifted key length achieved was 384 bits, and the SKR
improved to 0.005112 bits per pulse, indicating a measurable gain over the uncorrected setup despite the harsher
conditions. Most critically, the decrypted message was fully accurate, demonstrating that HAEC could maintain
message integrity even when the raw QBER was approaching the practical threshold of BB84. These results
emphasize HAEC’s capacity to extend the operational viability of QKD systems to longer distances without

compromising security or performance.
5.3.4 Results at 200 km

At an extreme distance of 200 kilometres, where the baseline BB84 protocol failed to maintain communication
integrity, the application of HAEC produced a transformative impact. The initial QBER at this range was a high
11.11%, close to the protocol’s tolerable upper bound. Yet, following HAEC, the final QBER was successfully
reduced to 0.21%, demonstrating the method’s resilience and precision in extreme conditions. The sifted key length
was recorded at 392 bits, and the SKR rose to 0.001706 bits per pulse, significantly higher than the negligible SKR
in the uncorrected case. Most importantly, the decrypted message was completely accurate, clearly demonstrating
the corrected key’s integrity. This result illustrates the robustness and scalability of the HAEC approach, as it
enabled secure and accurate key exchange even in a highly lossy and noisy quantum channel environment. It
conclusively proves that HAEC can substantially extend the operational range of BB84-based QKD systems far
beyond the limits imposed by standard implementations without error correction.

5.4 Comparative Analysis

To clearly highlight the impact of the proposed Hybrid Adaptive Error Correction (HAEC) mechanism, a

comparative analysis was conducted between the baseline BB84 protocol without error correction and its HAEC-

enhanced counterpart. The analysis spans multiple distances—210 km, 50 km, 100 km, and 200 km—and focuses on
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key performance indicators including Quantum Bit Error Rate (QBER), Secure Key Rate (SKR), and the success of
message decryption.

At a short distance of 10 km, the uncorrected protocol exhibited a QBER of 1.69% and an SKR of 0.008064 bits per
pulse. After applying HAEC, the QBER was reduced to 0.00%, and the SKR improved significantly to 0.030500
bits per pulse. The decrypted message remained accurate in both cases. At 50 km, the benefits of HAEC became
more pronounced. The QBER dropped from 3.47% (uncorrected) to 0.01% (with HAEC), while the SKR increased
from 0.004838 to 0.020200 bits per pulse, and decryption accuracy was maintained.

At 100 km, the raw BB84 protocol struggled, with a QBER of 5.29% and a very low SKR of 0.000470 bits per
pulse. HAEC reduced the QBER to 0.07% and improved the SKR to 0.005112 bits per pulse, all while preserving
the integrity of the decrypted message. The most dramatic difference was observed at 200 km, where the
uncorrected BB84 setup yielded a high QBER of 11.11% and a virtually unusable SKR of 0.000005 bits per pulse,
resulting in message decryption failure. However, after applying HAEC, the QBER dropped to 0.21%, the SKR
rose to 0.001706 bits per pulse, and the message was successfully decrypted.

This comparative analysis conclusively demonstrates the effectiveness of HAEC in maintaining the security and
functionality of BB84-based Quantum Key Distribution (QKD) systems across a wide range of transmission
distances. It confirms that HAEC not only improves key quality and rate but also extends the maximum viable
range for secure quantum communication.

Table 5.1: Comparative Analysis of BB84 Protocol With and Without HAEC

Distance  QBER QBER SKR (Uncorrected) SKR (HAEC) Decryption
(km) (Uncorrected) (HAEC) (bits/pulse) (bits/pulse) Success
10 1.69% 0.00% 0.008064 0.030500 Yes
50 3.47% 0.07% 0.004838 0.020200 Yes
100 5.29% 0.95% 0.000470 0.005112 Yes
No — Yes (Post-
200 11.11% 1.00% 0.000005 0.001706

HAEC)

5.5 Discussion and Insights

The simulation results provide compelling evidence that the proposed Hybrid Adaptive Error Correction (HAEC)
technique significantly enhances the performance of BB84-based QKD systems, especially under challenging long-

distance transmission scenarios. Several critical insights emerge from this study.

Firstly, HAEC effectively reduces the Quantum Bit Error Rate (QBER) across all tested distances. This is crucial
because a lower QBER ensures that the quantum keys generated remain within the security threshold required for
reliable encryption. Even at distances as high as 200 km, where standard BB84 fails to maintain communication

fidelity, HAEC brings the error rate well below the critical 11% security boundary.
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Secondly, the Secure Key Rate (SKR) is markedly improved when HAEC is applied. While traditional error
correction techniques often introduce trade-offs between error correction efficiency and key leakage, HAEC
achieves a balance through dynamic block sizing and iterative correction. This results in a higher throughput of
usable key material without compromising on security—making it especially valuable for real-time or high-speed

cryptographic applications.

Thirdly, the application of HAEC ensures that encrypted messages can be reliably decrypted even under adverse
conditions. At 200 km, where message decryption fails without HAEC, the corrected protocol restores full message
accuracy. This demonstrates HAEC's capability to support practical, real-world QKD deployment scenarios over

extended distances, overcoming one of the major barriers to scalable quantum communication networks.

Collectively, these outcomes address the key research gaps outlined in Chapter 2—particularly those concerning the
limitations of QKD over long distances and the lack of robust, adaptive error correction mechanisms. By enabling
low-QBER key generation and reliable decryption beyond 100 km, HAEC lays the foundation for more secure and

scalable quantum networks, and establishes itself as a practical enhancement to the BB84 protocol.
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Chapter 6

Conclusion and Future Directions
6.1 Introduction

This chapter provides a comprehensive conclusion to the research conducted on improving the BB84 Quantum Key
Distribution (QKD) protocol through the integration of a Hybrid Adaptive Error Correction (HAEC) mechanism.
The study specifically aimed to address the challenge of maintaining a secure and reliable key distribution process
over long-distance fiber-optic communication channels. A primary focus was to reduce the Quantum Bit Error Rate
(QBER) to remain within acceptable security thresholds, while sustaining a secure key rate (SKR) sufficient for

practical cryptographic applications.

As outlined in Chapter 2, the main objectives of this study included designing a dynamic and adaptive error
correction scheme, validating its effectiveness in noisy quantum environments, and extending the communication
distance of BB84-based QKD without depending on advanced quantum hardware. This chapter is structured to
summarize the main contributions of the research (Section 6.2), discuss its limitations (Section 6.3), suggest
potential directions for future work (Section 6.4), and finally, present a concluding overview of the research

significance (Section 6.5).
6.2 Summary of Contributions

The implementation of the HAEC mechanism demonstrated a significant improvement in the performance and
reliability of the BB84 protocol, particularly over long transmission distances. The key contributions of this

research are summarized below:
6.2.1 Development of the HAEC Mechanism

The HAEC model, as proposed in Chapter 4, introduced a novel combination of adaptive block sizing, error
clustering, and iterative correction cycles. This mechanism was designed to efficiently correct errors while
minimizing information leakage. By adjusting the block size in real-time based on the estimated QBER and
prioritizing sections of the key with higher error rates, HAEC effectively balanced security and performance. The
final QBER values remained under 2% across all tested distances—10 km, 50 km, 100 km, and 200 km—
demonstrating the method’s adaptability and precision. Compared to traditional methods such as Cascade and
LDPC, HAEC exhibited lower overhead and superior flexibility, overcoming limitations inherent in static block

sizing and one-pass correction schemes.

6.2.2 Evaluation Under Realistic Conditions
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The performance of the HAEC-enhanced BB84 protocol was rigorously evaluated through simulations conducted
using Qiskit version 2.0.0, incorporating realistic quantum noise models. The simulations accounted for key
environmental factors, including depolarization noise with a 2% probability, dark counts with a probability of 1073,
and optical fiber attenuation at a standard loss rate of 0.2 dB/km.

The results demonstrated a substantial improvement in error resilience. Specifically, HAEC reduced the Quantum
Bit Error Rate (QBER) from 11.11% to below 2% over a 200 km fiber link, enabling the accurate decryption of a
test message. In comparison, the standard BB84 protocol without HAEC failed to achieve meaningful decryption
beyond 100 km due to excessive error rates.

Even at intermediate distances such as 50 km and 100 km, the HAEC method consistently achieved near-zero
QBER and flawless decryption, demonstrating its robustness and effectiveness under practical network conditions.

6.2.3 Extension of BB84’s Operational Range

One of the most noteworthy achievements of this study is the extension of the BB84 protocol’s effective range to
200 km without the use of advanced hardware like quantum repeaters or high-efficiency single-photon detectors.
Traditionally, long-distance QKD suffers from signal loss and error accumulation, which degrade SKR and
compromise security. By deploying HAEC, the protocol maintained a viable SKR and decryption accuracy even at
extended distances. Although the uncorrected SKR at 200 km was minimal (0.000005 bits/pulse), the application of
HAEC elevated it to a usable level (0.001706 bits/pulse), proving the feasibility of software-level enhancements in

overcoming physical limitations.
6.2.4 Comparative Performance Analysis

A comparative evaluation of BB84 with and without HAEC, as presented in Section 5.4, clearly illustrated the
advantages of the proposed mechanism. Table 5.1 outlined that HAEC effectively reduced QBER below the 11%
security threshold across all tested distances and improved SKR significantly. Most importantly, decryption success
was consistently achieved with HAEC, even when the uncorrected protocol failed. The efficiency of HAEC—
measured by the ratio of errors corrected to bits revealed—was approximately 20% higher than that of Cascade,

validating the theoretical and practical advancements introduced in this study.

6.2.5 Contribution to QKD Scalability

This research contributes to the broader goal of making QKD systems more scalable and accessible. By focusing on
a software-based solution, the study demonstrates that security and range improvements do not necessarily require
hardware modifications or prohibitively expensive equipment. Such scalability is essential for widespread adoption
in sectors like finance, defence, and critical infrastructure. Additionally, the simulation platform developed for this

research offers a flexible and reusable environment for testing future QKD enhancements or entirely new protocols.
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6.3 Limitations of the Study

While the implementation of the Hybrid Adaptive Error Correction (HAEC) mechanism led to significant
performance improvements in BB84-based Quantum Key Distribution (QKD), the study faced several limitations

that highlight areas for further refinement and investigation.
6.3.1 Secure Key Rate Degradation

A key limitation observed in this study was the significant reduction in secure key rate (SKR) with increasing
transmission distance. This phenomenon follows the exponential decay model P(L) = e~ **, where photon
transmission probability decreases sharply with distance due to fiber attenuation. Although HAEC maintained an
acceptable QBER and enabled decryption at distances up to 200 km, the resulting SKRs were extremely low—
reaching values of 0.005112 bits/pulse at 100 km and 0.001706 bits/pulse at 200 km. Such low throughput severely
restricts the protocol’s usability in high-bandwidth or time-sensitive applications and underscores a fundamental

physical challenge in fiber-based QKD systems.
6.3.2 Computational Overhead

While HAEC was designed to reduce the number of error correction passes compared to legacy schemes like
Cascade, it introduced its own computational costs. Notably, the initial phase involving error clustering required
QBER estimation and preprocessing based on machine learning-inspired techniques. These operations increased the
computational burden, especially in scenarios with limited processing power or energy constraints. As a result, real -
time deployment in embedded or resource-limited environments may prove challenging without further

optimization.
6.3.3 Simplified Noise Model

The simulation framework adopted a simplified quantum channel model, incorporating key noise factors such as
depolarization (2%), dark counts (probability 10~%), and attenuation (0.2 dB/km). However, it did not simulate
complex eavesdropping strategies, such as photon-number-splitting (PNS) attacks, intercept-resend attacks, or
coherent noise sources. Although the selected noise parameters were sufficient for assessing HAEC’s error
correction performance, they do not fully represent the spectrum of threats and operational variances encountered in
real-world QKD deployments. A more comprehensive noise and attack model would be required to rigorously

evaluate HAEC’s security resilience.
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6.3.4 Single-Protocol Focus

This research was limited to the BB84 protocol, which, while foundational in QKD studies, does not encompass the
diversity of quantum cryptographic systems in use today. Other protocols—such as decoy-state BB84, E91, or
continuous-variable QKD—employ different quantum properties and require distinct error correction approaches.
Consequently, the results achieved with HAEC may not be directly transferable to these protocols. Extending

HAEC to other QKD schemes is necessary to assess its broader applicability and robustness.

6.4 Future Directions for Research

To address the limitations identified above and advance the field of QKD, several promising avenues for future

research are proposed:

6.4.1 Integration with Decoy-State Protocols

Future studies should explore the incorporation of HAEC into decoy-state versions of the BB84 protocol. Decoy
states improve resistance against photon-number-splitting attacks and enhance key generation rates by allowing
more accurate channel estimation. By adapting HAEC to process and cluster decoy-state data, it may be possible to
achieve better performance at long distances while maintaining high security.

6.4.2 Optimization of Computational Efficiency

Reducing HAEC’s computational footprint is crucial for its deployment in real-time systems. This could be
achieved by streamlining the clustering algorithm using more efficient techniques such as hierarchical or density-
based clustering. Additionally, leveraging parallel computing platforms—such as GPUs or FPGAs—could
accelerate preprocessing and iterative correction phases, making HAEC more suitable for time-sensitive

applications.
6.4.3 Incorporation of Advanced Noise and Attack Models

To rigorously assess the security and performance of HAEC, it is essential to incorporate more sophisticated noise
models and simulated attack scenarios. This includes intercept-resend attacks, side-channel attacks, and coherent
sources of interference. By expanding the simulation framework, future work can test HAEC’s robustness under

adversarial conditions and refine its algorithm to mitigate emerging threats.

6.4.4 Application to Hybrid QKD Systems

Another promising direction involves applying HAEC to hybrid QKD systems that integrate quantum key

distribution with classical post-quantum cryptographic methods. Such hybrid systems aim to offer enhanced
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throughput and redundancy, and HAEC could serve as the quantum error correction layer within this architecture.
This approach would be particularly valuable in securing networks against both classical and quantum-era attacks.

6.4.5 Experimental Validation on Physical Testbeds

The current study utilizes simulation-based results to evaluate the High-Efficiency Adaptive Error Correction
(HAEC) protocol, but conducting experiments on physical testbeds is essential to ascertain its performance in
practical environments. Implementing HAEC on a quantum key distribution (QKD) platform equipped with real -
world components—such as fiber-optic cables, high-sensitivity detectors like avalanche photodiodes, and real-time
signal processing units—would provide critical data on its functionality under operational constraints. These
experiments would reveal how HAEC responds to real-world factors such as channel noise, equipment
imperfections, and signal attenuation, which simulations may not fully capture. The empirical data gathered would
validate HAEC’s theoretical performance, pinpoint hardware-specific limitations (e.g., detector inefficiencies or
processing delays), and guide necessary optimizations for practical deployment. Moreover, physical testbed
experiments would assess HAEC’s compatibility with existing network infrastructure, ensuring its potential for
integration into hybrid quantum-classical systems. This validation is a crucial step toward transitioning HAEC from
a theoretical construct to a deployable solution, enabling its use in secure communication systems across various

sectors.

6.4.6 Integration with Quantum Repeaters:

To mitigate the secret key rate (SKR) constraints inherent in long-distance quantum communication, future research
should focus on integrating the High-Efficiency Adaptive Error Correction (HAEC) protocol with quantum
repeaters. These devices are critical for extending the range of quantum networks by enabling entanglement
swapping and multi-hop transmission, thus overcoming signal loss in long fiber-optic links. Adapting HAEC for
guantum repeater systems would require the development of advanced distributed error correction techniques that
maintain low quantum bit error rates (QBER) and minimize information leakage across multiple nodes. This
involves designing algorithms that account for challenges such as node-to-node synchronization, varying noise
levels, and entanglement degradation. Additionally, HAEC’s integration with repeaters would necessitate efficient
protocols to ensure high-fidelity entanglement distribution while optimizing computational resources. By enabling
secure, long-range quantum communication, this research would significantly enhance the scalability of QKD
systems, making them viable for applications spanning vast geographical areas. Such advancements would play a
pivotal role in the development of global quantum networks, supporting secure data transmission for critical sectors

like defence, finance, and healthcare.
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6.5 Final Remarks

This research represents a meaningful advancement in the domain of secure quantum communication by
successfully demonstrating how the BB84 Quantum Key Distribution (QKD) protocol can be significantly
improved through the application of the Hybrid Adaptive Error Correction (HAEC) mechanism. Through
simulation over fibre-optic channels extending up to 200 kilometres, the HAEC approach effectively mitigated
quantum bit errors, achieving a final QBER below 2 % at the longest tested distance. This result not only validated
the feasibility of long-distance QKD without specialized hardware but also fulfilled the primary research goals set
forth in Chapter 2.

The simulation results offer compelling evidence that software-driven techniques can be a powerful alternative to
hardware-intensive solutions for enhancing QKD performance. By addressing both error correction efficiency and
key rate preservation, HAEC offers a practical and scalable path toward deploying quantum communication
systems in real-world environments. This holds particular promise for critical sectors such as finance, government,

and defence, where secure key exchange is paramount and cost-effectiveness is essential.

Moreover, the broader implications of this work extend to the ongoing development of quantum-safe
communication infrastructure. The study demonstrates that by combining insights from quantum physics, machine
learning, and classical signal processing, it is possible to design robust and adaptive QKD protocols. HAEC's
dynamic error clustering and block-size adjustment strategies reflect the importance of interdisciplinary methods in

tackling complex challenges in quantum cryptography.

By acknowledging the study’s current limitations—such as secure key rate degradation and computational
overhead—and proposing well-defined paths for future research, this work sets a foundation for continuous
improvement and innovation. The integration of HAEC with advanced protocols, real-time systems, and

experimental testbeds is expected to further enhance the viability of QKD in practice.

In conclusion, this dissertation contributes both technically and conceptually to the field of quantum cryptography.
It encourages a shift towards adaptive, software-based methodologies that can evolve alongside emerging quantum
technologies. As the global need for quantum-secure communication intensifies, the approaches developed in this
study offer a timely and scalable solution, paving the way for the next generation of resilient and high-performance
quantum key distribution systems.
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