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Abstract : As the smart phone craze spreads through the modern world,it is becoming crucial to reason about the flow of
sensitive data on the mobile platform.Some work has already been done on the Android security model,including several
analysis of the model and framework aimed at enforcing security standards.In this paper we use this work as a starting point
as we synthesize a detailed model of the information flow within the android platform and present two detailed case studies.
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1. INTRODUCTION

Android is an MOS based on the Linux kernel with a user interface, mainly focused touch screen mobile devices such as Smartphone
and tablet computers, since Android’s source code is provided by Google under open source licence so various Mobile manufacturing
companies like Samsung, HCL, etc which uses it as their MOS. 10S is a MOS developed by Apple Inc. and it is available only on
Apple hardware such as iPhone, iPad, iPod Touch, and Apple TV. There are a lot of applications which are developed for both of these
MOS. Current number of Android apps in the market are around:1,235,976[23] and for 10S are around 1,567,359[24]. While using
these Apps on our mobile device or tablets or IPad, we should be careful about security of our data and personal information stored on
the devices. The most commonly spread malware on Android is one where text messages are sent to some unknown numbers without
the awareness of the user, and the sending of personal information to unauthorized third parties. When we talk about security in mobile
Apps, we should take care of these facts like Root kit Detectors, Process isolation, file and resource permissions and memory
protection.

Root kit are malwares which actually provide administrator rights to the attacker of the Mobile. Using Root kit detectors we can detect
these malwares. Process isolation is a technology in MOS by which Apps has their own area of execution they will not interfere each
other until some authenticated communication is provided. File and resource permissioncontrol is provided by every MOS so that we
can achieve secure Inter process communication. Memory protection is achieved through Address Space Layout Randomisation
(ASLR).

In this paper we are comparing security of Android-OS and 10S adopted by developers, App stores and end-users. Apps attacks can
include following areas like, Attack on sensitive data of application, weak or no encryption during

transmission of data, unauthorised access to administration interfaces or data stores. Runtime inoculation — This allows an attacker to
manipulate and abuse the runtime of an application to bypass security locks, bypass logic checks, access privileged parts of an
application, and even steal data stored in memory. Escalated privileges —Exploits a bug, design flaw or configuration oversight in order
to gain access to resources normally protected from an application or user[1]

2. SECURITY AT APP DEVELOPMENT TIME

As we know that no application is perfect. There are many bugs in Application, some are caused during design phase of application,
some are occurred due to implementation mistakes done by developers. Due to these bugs user data is compromised and sometimes
arbitrary binary data is executed by the application injected by the attackers. In Android it is the responsibility of the developer to
isolate application from other system resources through application sandboxing. For Android, the application sandboxing is based on
the Linux kernel platform. It is a complex and robust sandbox model. Application sandboxing in Android is controlled by each
application and required permission and approval to continue accessing what the application needed. This will improve and build the
security tighter. Each application has its own sandbox directory and the permission is per App.
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3. SECURITY AT PUBLISHING APP IN APP STORE

Publishing means that once our application is completely finished and tested. Now is the time to distribute it to the users to use it. The
most common ways to publish an app on Android or 10S is using their corresponding App store like Google Play and Apple store.

Before publishing every App must be signed. Signing is a process in which App is assigned a key. This is done with asymmetric
encryption algorithm. There are two types of keys one is Debug and one is Release. The process of publishing an Android App on the
Google Play store, the developer needs access to the Developer Console. The developer console is a web based set of tools that allows
the developer to publish and monitor their apps. Android has a flaw that Google App store is not a single place where application can
be released. User can choose or install an App from a website or email by modifying their mobile settings to install the App from
unknown source. When building a debug version of the app, the signing is done automatically with a debug key. The debug key does
not provide any security of verification. Developer Console does not allow developers to upload apps that are signed with them.
Instead, the developer is required to create their own key pair and certificate.

4. Application Retargeting

The initial stage of decompilation retargets the application.dex file to Java classes. Figure 3 overviews this process: (1) recovering
typing information, (2) translating the constant pool, and (3) retargeting the byte code.Type Inference: The first step in retargeting is to
identify class and method constants and variables. However, the Dalvik bytecode does not always provide enough information to
determine the type of a variable or constant from its register declaration. There are two generalized cases where variable types are
ambiguous: 1) constant and variable declaration only specifies the variable width (e.g., 32 or 64 bits), but not whether it is a float,
integer, or null reference; and 2) comparison operators do not distinguish between integer and object reference comparison(i.e., null
reference checks).Type inference has been widely studied [44]. The seminal Hindley-Milner [33] algorithm provides the basis for type
inference algorithms used by many languages such as Haskell and ML. These approaches determine unknown types by observing how
variables are used in operations with known type operands. Similar techniques are used by languages with strong type inference, e.g.,
OCAML, as well weaker inference, e.g., Perl.

5. Optimization and Decompilation

At this stage, the retargeted .class files can be decompiled using existing tools, e.g., Fernflower [1] or Soot [45]. However, ded’s
bytecode translation process yields unoptimized Java code. For example, Java tools often optimize out unnecessary assignments to the
local variable table, e.g., unneeded return values. Without optimization,decompiled code is complex and frustrates analysis.
Furthermore, artifacts of the retargeting process can lead to decompilation errors in some decompilers.The need for bytecode
optimization is easily demonstrated by considering decompiled loops. Most decompilers convert for loops into infinite loops with
break instructions. While the resulting source code is functionally equivalent to the original, it is significantly more difficult to
understand and analyze, especially for nested loops. Thus, we use Soot as a post-retargeting optimizer.

While Soot is centrally an optimization tool with the ability to recover source code in most cases, it does not process certain legal
program idioms (bytecode structures) generated by ded. In particular, we encountered two central problems involving, 1) interactions
between synchronized blocks and exception handling, and 2) complex control flows caused by break statements. While the Java
bytecode generated by ded is legal, the source code failure rate reported in the following section is almost entirely due to Soot’s
inability to extract source code from these two cases. We will consider other decompilers in future work, e.g., Jad [4], JD [3], and
Fernflower [1].

6. CONCLUSION

In light of our foray into the realm of Android Security, we are convinced that in order to analyze applications effectively automated
analysis is necesssary. This automated analysis needs tackle implicit and explicit flows to provide the user with guarantees about the
security of their private data. The smart phone platform presents some unique challenges for information flow tracking. For one, these
platforms have less computing power and are much more sensitive to high overhead costs.Additionally, smartphones and their
interactions with applications

present different types of sensitive information to consider.These sources of information need to be treated differently and any sort of
automated analysis would need to account for this.Further, because applications can share information, information flow analysis
cannot be done at the application level. It must be more fine grained, however, the more fine grained it gets the higher the risk of a
high overhead cost.
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