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Abstract--Image Steganography is the art of hiding information within an image which is implied to act as a carrier image[14]. 

The secret message to be transmitted is then encrypted within this carrier image with a secret shared key. This process is 

achieved by changing the LSB of the pixels within the image to the bits of the data. Multiple algorithms have been suggested 

which offer different techniques to carry out the steganographic process. Some techniques that we have researched are the 

Enhanced LSB, F5, JSteg/JPHide and YASS. This paper outlines the proposed benefits and limitations of these techniques 

and suggests a suitable technique to carry out the steganographic process. 
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1. INTRODUCTION 

Steganographic techniques have been used extensively throughout history. It involves hiding information in a cover document or 

file. This may be achieved using a selected algorithm to hide data. A cover file may be of any extension. Image steganography[10] 

hides data within a carrier image (.jpg or .png) creating a stego image wherein the LSB of the pixel is replaced with the bits of the 

message file. Watermarking is an important feature of image steganography that aids in verifying the authenticity of a file created 

by a certain user. The process of analysing an image to verify the existence of a secret message is called steganalysis. Image 

steganography may also be used by governments to transfer top secret documents. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.1: Block diagram of Image Steganography 

2. LITERATURE SURVEY 

 

EVALUATION METRICS: The metrics that are taken as the basis of evaluation for determining the efficiency of an algorithm 

with respect to image steganography are given below.  

A relative embedding strength factor (ESF) is used for embedding the message in the cover-image Signal-to-noise ratio (SNR) is the 

ratio of signal power to noise power. Lesser value of this metric indicates less noise created in the image. Peak signal-to-noise ratio 

(PSNR) is another metric used to evaluate the quality of reconstruction of the image or the distortions created in the image during 

lossy compression of images in image steganography. A larger value of PSNR indicates less distortions created in the image. As 

ESF increases, PSNR value decreases. Mean Square Error(MSE) measures the mean square error of a cover image which can 

calculated and compared to other steganographic algorithms. A lesser value of MSE indicates less distortions in an image. As ESF 

increases, MSE value increases. Cross Correlation Code is a parameter that helps us to distinguish between the cover image and the 

stego image provided the mean value of the cover image and stego image is known. It decreases slowly up to a value for ESF and 

then rapidly starts decreasing. Entropy is a statistical measure that measures the randomness which later can be used to characterize 

the texture of the input image. This tends to increase with the ESF's increasing value.[1] 

 

OVERVIEW OF EXISTING WORK 

This paper gives an idea on the various algorithms present to carry out the Steganographic processes. Some acceptable guidelines 

for data hiding are: 
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*The cover image and output (stego image) should be identically similar. 

*Capable to withstand any attack inflicted upon it by an attacker 

*Able to carry a maximum amount of information payload based on the size of the image. 

*Security may be implemented using a key for the encryption and decryption processes. 

 

STUDY ON STEGANOGRAPHIC ALGORITHMS 

 

The study of the steganographic algorithms can be done based on various criteria. DWT (Discrete Wavelet Transform): Decomposed 

into 4 parts: LL, HL, LH and HH. Any information encrypted within LL can survive an attack and/or compression.IWT (Integer 

Wavelet Transform): Used for a more efficient approach to lossless compression. In DWT where integers are removed from the 

input resulting in difficulty in recreating the original image, IWT output maps integers to integers. 

Proposed method: The input is 128*128 where the cover image is 256*256.A key is generated to allow for a confidential 

transportation of image .This key is hidden within the cover image using IWT. 

Key Generation and Embedding: Involves the use of DWT. Generated key is then encrypted using exclusive or operation and 

hidden within the cover image using IWT.[2] 

The information contained within the paper provide an alternate method of encrypting data creating images with high PSNR values 

when compared to other methods. 

The algorithm used, hides data within the middle bit planes which may be considered more secure. The encryption key is assumed 

to be sent to the recipient by some secure form of communication. 

Blowfish and RC6 may be used to encrypt the key to vastly improve upon the security. The key is also assumed to be hidden with 

the cover image. 

 

ALGORITHMS 

 

The Hide & Seek approach  replaces LSB of the pixel with the bits of the message to be hidden. The modified approach of this 

technique, Hide & Seek: Randomised Approach,  scatters the bits of the message amongst the pixel of the image; thereby making it 

harder to detect using a single algorithm 

JSteg/JPHide is another technique that replaces LSB of only non-zero quantized DCT coefficients with the bits of the data to be 

transferred. In F5 Algorithm, DCT coefficients are first reduced by the f5 algorithm which aids in the prevention of chi square 

attacks. This method also reduces the alterations  needed in the cover image. The YASS (Yet Another Steganographic Scheme) is a 

technique where nput data is first split into blocks of a pre-selected size, Sub block is selected which is then encrypted into the DCT 

coefficients of the blocks. The combination of blocks is inversed and used as a JPEG image. The paper analyses the various possible 

solutions to create a steganographic image. Depending on the laws of a country governed by a specific government which under 

laws certain steganographic techniques, new methods are routinely created based on suitable research. [5] 

 

 

3. CONCLUSION 

From this project we hope to create a software capable of successfully encrypting files within a stego image with a key. The key 

may be transported securely to the receiver who may separate the stegan file into the constituent files. 

This application may be used by users who wish to securely transfer files. History has shown that governments have been known to 

use image steganography to transfer documents securely between allied nations. An extended use of this application includes 

watermarking to verify the authenticity of the document to point to a user responsible for creating the file.  
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