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Abstract

The image forgery detection is important tools in digital multi-media analysis. Now a day’s digital multi-media faced a problem of
copy paste and tampering by different multi-media authoring tools. The tampered and copy paste image change the actual scenario
of original image and its illegal process in current scenario of multi-media. For the detection of image forgery various pixel and
transform based method are applied. The applied method is better in some detection and estimation, but faced a certain limitation.
In this paper proposed texture based image forgery detection. The texture based image forgery detection is very efficient in terms
of detection ratio. For the extraction of texture feature used discrete wavelet transform function. For the generation of block used
partition clustering technique. the partition clustering technique creates the block of original and forged image. The proposed
algorithm is simulated in MATLAB software and used very famous dataset MFIC2000.
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Introduction

The image forgery detection process imparts vital role in digital image forensic. For the analysis of image used forgery detection
software and tools. The image forgery detection required two image one image is original and other is forged image. Now a day’s
various image forgery detection technique is used [1,2]. The sampling and processing of image gives two process of domain for
image forgery one is pixel based and other is transform based method. For the forgery of image used various technique such as
image painting, image slicing, image enhancement and image merging and copy paste. In this paper proposed a novel image forgery
method. The proposed method based on wavelet transform function and clustering technique [3]. the wavelet transform function
gives the texture feature. The texture feature is important and lower content feature of digital image. The extracted texture feature
used for the creation of block and pattern. The generation of block and pattern used clustering technique for the processing of forged
and original image. For the processing of clustering used k-means clustering technique. k-means is well known clustering technique
and its very simple for the processing of pattern and block [4]. For the matching of different position of block measure similarity
difference. For the measurement of similarity difference used person coefficient derivation. The person coefficient measures the
similarity and dissimilarity of original and forged image [6]. Texture based image forgery detection have some limitation related
the process of feature selection and region selection of coefficient block. The major problem is measure the similarity of forgery
and original image. Optimal feature selection for the purpose of detection. Noise value of image equal to higher intensity value of
actual image. Region of forged image are not precise. Most forged image is enhanced. such types of limitation are minimised in
proposed algorithm [7,8]. The proposed methods are evaluated on a number of original and forged images. According to our
experimental results the proposed methods are quite attractive. The forgery is done with just copy-move, copy-move with rotation,
with scaling, and reflection. In this process, an image database that consists of original and forged images is also developed [9,10].
The proposed method achieves 100% accuracy in just copy-move forgery (without any change in the size or characteristics of the
object) forgery without post-processing and 97.43%, 66.58%, and 99.12% accuracies in copy-move forgery with rotation, scaling,
and reflection, respectively. Also to ensure more efficiency, we have added some random noise on the images, the detection
accuracy achieved 98.23%. the above section describes the process of image forgery and proposed method[12]. In section Il discuss
the feature extraction technique. in section Ill. Discuss the proposed methodology. In section IV discuss the experimental result
analysis and finally discuss conclusion and future work in section V.

I1. Feature Extraction

The image forgery detection method basically based on the lower content feature of digital image. The digital image basically
contains three types of features, color feature, texture feature and shape size feature. The texture feature is most important features
for the analysis of image forgery detection. For the extraction of texture feature used feature extractor. The texture feature extractor
used wavelet transform function. the wavelet transform function is well known texture feature extractor. The wavelet transform
function is basically being a combination of lower and high frequency. The process of sampling of original image and forged image
are describing here [13,14].
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I11. Proposed Methodology

The proposed algorithm is combination of two algorithms one is wavelet transform function and other is clustering technique. the
wavelet transform function gives the texture feature of original image and forged image. After the extraction of feature of original
and forged image generate the pattern of cluster. The formation of cluster required the matching of block for the further process of

detection.
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Figure 1 shows that process block diagram of feature extraction for forged image.

Steps 1 sampling of texture feature

The texture feature distributes for the process of cluster mapping using equation (1) and (2)
For the processing of texture feature mapping of data.

PN (X*(i.j)—xmin(j))
X)) = e tmin) )
Creates blocks for the matching of point in forged and original image:

((xmax(j)_ x*(i,j)) (2)
Cemax(D— Xmin(7))

x(i,)) =
Step 2 estimates the value of block of forged image Q(a).

{x(i,H1j=1,2...,p} is block point for the pattern a = [a(1),a(2),.....,a(p)] as:
z() = X a(x(i)), i=12, . ..n 3)

Estimate the common feature block of forged image and original image

Q(a) =S5,D, 4)

Where S, is the similar block of original image z(i); D, is the forged image block S, and mapping D, are defined in formula (5):
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(1) Defining d(z(k),z(h)) as the absolute distance between two pattern of original and forged image.

d(z(k),z(h)) = J(z(k)— z(h) (z(k) — z(R) = [(z(k) — z(h))"
k=12,.........., N;h =1,2,...........,N
Step 4 measure the similarity of block pattern

Uiaoss ™
Step 5 estimate the area of image as forged.

The validation of cluster of both image used equation (3)
IV. experimental Result

In this section we define the experimental results analysis with existing and proposed methods, the simulation environment is
matlab, and all software the performance parameters are calculated with this software using existing as well as proposed method
methods. Here the the detection error at the image level is measured by the ratio of the missing detection to the forged images (i.e.
false negative rate, FN), and the ratio of the false alarm to the original images (i.e. false positive rate, FP ). Mathematically[15,16],

= |{forged images detected as original}|

|{Forged Images}|

Fe= |{Original images detected as forged}|

|{Original Images}|

We also used some dataset for the result analysis the MICC-600 this dataset is composed by 600 high resolution images containing
realistic and challenging copy-move attacks; 160 are tampered images and 440 are originals.

Types of Method FN FP
Image Name
Image-1 Segmentation 17.4059 35.0606
Proposed 14.0278 32.0606
Segmentation 6.8661 37.6000
Image-2
Proposed 5.4049 34.6000
Segmentation 12.7531 32.5431
Image-3
Proposed 11.6547 30.7576

Table 1: Shows that the performance evaluation using Segmentation and proposed methods.
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Figure 2: Shows that the comparative performance evaluation graphs for FN and FP with using Segmentation and Proposed methods

with using image-1.
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Figure 3: Shows that the comparative performance evaluation graphs for FN and FP with using Segmentation and Proposed methods

with using image-2.
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Figure 4: Shows that the comparative performance evaluation graphs for FN and FP with using Segmentation and Proposed methods

with using image-3.
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Figure 5: Shows that the comparative performance evaluation graphs for FN and FP with using Segmentation and Proposed methods
with using image-1.
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Figure 6: Shows that the comparative performance evaluation graphs for FN and FP with using Segmentation and Proposed methods
with using image-2.

V. Conclusion & Future Work

In this paper proposed image forgery detection algorithm based on wavelet transform function and clustering algorithm. the
proposed algorithm used data distribution technique using cluster selection technique. the proposed algorithm used two image one
image is original and other is forged image. The distribution of data using the partition clustering technique creates block of pattern.
The process of standard deviation measures the bock of difference of original and forged image. The proposed algorithm simulated
in MATLAB software and used standard forgery image dataset MFICC2000. The proposed algorithm reduces the value of false
negative and improve the value of detection. In future used feature optimization technique for better generation of pattern during
the process of matching.
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