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Abstract: In the current internet scenario, secure data transmission is limited due to its attack, interception and manipulation by
eavesdropper. So more robust methods are required to ensure data transmission. One solution to the above problem is
steganography, which is the art and science of writing message in such a way that no one can detect the existence of the hidden
message. Audio steganography hide the secret message in cover audio file in an undetectable way. This paper proposes a method
MAES (Modified Advance Encyption Standard) advance 3 levels LSB embedding technique with secret data. The main objective
of the proposed system is to provide high audio quality, robustness, high embedded bit rate and computed using PSNR, MSE
values for various audio signals.

IndexTerms — Steganography, Audio Steganography, Least Significant Bit

. INTRODUCTION

Due to the rapid growth of digital communication emphasizes the need of secret communication. Data security is one of
the most important concerns due to the interception and manipulation by eavesdropper .So there are three common approaches
use to make sure data secrecy: Cryptography, Watermarking and Steganography . Cryptography may be a methodology for
storing and transmitting data in encrypted form in such a way that only intended users have access.

The word steganography comes from two greek words “stegano” and “graphy”. Stegano means that secret and graphy means
that writing. So steganography virtually means that secret writing. Steganography, which is the art and science of writing hidden
messages in such a way that nobody apart, from the sender and receiver suspects the existence of the hidden message. The
primary goal of steganography is to provide a confidentiality of information, wherever data is hidden in carriers like image, text,
video and audio.

Nowadays, most of the business organizations use the steganography approach by means that of communication with relevance
transmission of secure data like transaction information, business dealing, etc. But, sometimes these information hiding
schemes are not enough for the aforementioned confidential information. The enormous use of electronic communication and
huge availability of different free data hiding software makes situation more critical. The correctness of data generally suffers

by the information concealing theme because the information loss is originality throughout differing kinds of transformations
B

To solve the above issues, the use of audio steganography is quiet successful up to certain extend as it provides a better security
™, Data hiding in audio steganography is quiet difficult or challenging because of the sensitivity of the Human Auditory
System (HAS). However, HAS tolerates common alterations in small differential ranges. For example, loud sound tends to
mask{l?]ut quiet sounds. These properties have lead researches to explore the utilization of audio signals as carriers to hide secret
data‘™.

In this paper, section 2 describes the conditions that need to be satisfied by audio steganographic technique. Section 3 describes
related work for least significant method (LSB). Proposed work and experimental results is presented in section 4 and 5
respectively.

Il. AUDIO STEGANOGRAPHY

Audio Steganography embeds the key message in audio file, known as cover audio and generated audio file is called as
stego signal. While performing this method, following three parameters are to be maintained:

Capacity: It means the number of secret data that may be embedded among the host audio without affecting the perceptual
quality of audio .

Transparency: It evaluates how well secret message is embedded in the cover audio. The difference between audio after hiding
and audio before hiding should remain negligible .
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Robustness: It indicates the flexibility of secret message to face up to against attacks .
Audio steganography is an active research area these days. Different techniques have been used to achieve the same goal:

o Least Significant Bit (LSB) Modification: Replacing least significant bits of audio signal with bits of secret message .

e Parity Coding: The parity coding method breaks a signal down into separate regions and encodes each bit from the
secret message in the sample region’s parity bit B,

o Phase Coding: The phase of an initial audio segment is substituted with a reference phase that represents the data.

e Spread Spectrum: Secret information is spread across frequency spectrum *°!,

o Echo Data Hiding: Introducing an echo to the original signal and then the data is hidden by varied three parameters of
the echo: initial amplitude, decay rate, and offset .

I1l. RELATED WORK

Authors [1] have proposed a new dictionary based text compression technique for ASCII texts for the purpose of obtaining
good performance and secrecy of the text message on various document sizes. For high leveled security [2], the encrypting
method is done by DNA based playfair encryption algorithm and in the second level; encrypted secret file is hidden in a
randomly generated DNA sequence. In the third level the DNA sequence which is embedded with encrypted file is hidden
inside an audio file using least significant bit modification technique. The main objective of this paper is to come up with an
efficient method to preserve security of secret messages.

Implementing a new scheme for audio steganography [3], wherever bits of a secret message are embedded into the coefficients
of a cover audio file. The main objective of this paper is to produce high audio quality, robustness and lossless recovery from the
cover audio. In this paper [4] author proposed a method that uses parity of audio sample to decide on whether or not message bit
is embedded in right or left channel of audio signal. XOR operation is performed between stego-key value and message bit in
order to achieve robustness.

Implementing a trusted communication platform for multi- agents [6], where confidential data is hiding in the cover audio stream
according to the user request and retrieves the hidden information from the stego —audio file. This system provides high
availability and flexibility in this context and a more feasible way to trust the message transmission. In this paper [7], present an
implementation of audio steganography using two cards of arduino due applying with success within the (LSB) technique on a
pure communication channel.

IV. PROPOSED SYSTEM

In planned technique, pre-processing is applied on secret message. In pre-processing secret message is converted into variant
size of bits using Huffman coding. Then these bits are converted into hexadecimal digits. Hexadecimal digits are encrypted by
using faster and less computational MAES (Modified Advanced Encryption Standard) algorithm. Generated ciphertext is
converted into binary and concates this binary bits form a binary string of message that is embedded in an audio file using
modified dual randomness LSB method.
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Figure 1: Proposed System
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4.1 Huffman Coding:

Character coding is employed to map characters to bits and bits to characters within the reverse operation. On the opposite aspect,
the secret message is within the type of characters. These characters embedded into bits before they embedded in the cover audio.

4.2 Modified Advanced Encryption Standard:

It is the advance version of AES algorithm. In MAES encryption and decryption process resembles to that of AES, in account of
range of rounds, data and key-size. The main objective of the MAES is to provide less computation and higher security for
information. The modify AES algorithm adjusts to produce high encryption speed.

4.3 Modified Dual randomness LSB method:

Data embedding dual randomness LSB method is given below. Secret message bits are embedded using this method.

Let the current sample i

if first 3 MSB of i =000 then else if first 3 MSB of i =100 then
Next sample i+2 Next sample i+5

Secret message bit 4th and 1st LSBs

else if first 3 MSB of i =001 then
Next sample i+2
Secret message bit 4th and 1st LSBs

else if first 3 MSB of i =010 then
Next sample i+3
Secret message bit 3" and 1st LSBs

else if first 3 MSB of i =011 then
Next sample i+4
Secret message bit 3" and 1st LSBs

Secret message bit 2" and 1st LSBs

else if first 3 MSB of i =101 then
Next sample i+6
Secret message bit 2™ and 1% LSBs

else if first 3 MSB of i =110 then
Next sample i+7
Secret message bit 2" and 1% LSBs

else
Next sample i+8
Secret message bit 2™ and 1% LSBs

End

V. ALGORITHM

In order to enhance the capacity with maintaining perceptual transparency, a new audio steganographic technique has been
proposed and following are the steps:

Step 1: Read the secret message

Step 2: Convert every characters of secret message into bits form by using Huffman Coding.

Step 3: Convert that bits on hexadecimal form.

Step 4: MAES Encryption Algorithm is performed on hexadecimal digits.

Step 5: Scan the audio file and convert into eight bits sample using sampling.

Step 6: Store the length of the ciphertext.

Step 7: Choose the binary samples of audio randomly based on MSB of an audio sample.

Step 8: Hide two consecutive bits of ciphertext into selected 8 bits sample randomly which is based on MSB of the
selected sample.

Step 9: Convert binary audio samples into same audio format, like input audio file.

VI. EXPERIMENTAL RESULTS

The proposed scheme has been experimented with CD quality mono audio signal. The signal is sampled at a rate of 44.1 KHz
with 16 bit resolution. Fig. 2 shows sample audio signal (both original and stego) involved in the experimentation. The initial
audio signal is: Fig 2a — Best_ EDM_Tone.wav and Stego audio signal is: Fig 2b- Stego_ EDM.wav. Fig 2 shows histogram
results of each original and stego audio signals.
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Figure 2: Histogram results of original and Stego audio signals

6.1 Experimental Results

Completely different sizes of audio signals are tested below this proposed system and table given below shows experimental
results among PSNR and MSE parameters.

Table 4.1: Metric values of Audio Signals

PSNR(Proposed
Source Audio MSE (proposed Method) | method)
Best EDM_Tone.wav 6.9666 79.7006
1.wav 6. 6314 82.5300
Mahadev_Theme 6.8037 74.3949

V. CONCLUSIONS

To enforce security of digital information, varied techniques are presented in recent research work. We have got seen review of
techniques and analysis work has been done in Low Significant bit method along with their potentials and limitation in making
certain secure communication. Low significant bit provides high capacity along with successful retrieval of information. So there
is requirement of new technique that provides high capacity and robustness and overcome from noisy communication channel.
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