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ABSTRACT 

Ad hoc networks apart from missing infrastructure might include moving entities and different accelerations 

while communicating. In other words, this slows down the creation of end-to-end communication channels 

and increases the amount of time it takes to send data. As a result, VANETs have a range of unique network 

issues and security difficulties, all of which contribute to network connection, secure communications, and 

reputation management. This study discusses VANET security, VANET attacks, and VANET 

vulnerabilities, and classifies VANET assaults based on the various network levels.  
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INTRODUCTION 

The communicating entities, in this example automobiles, are ad hoc networks, and have no infrastructure or 

permanent resources. VANETs arise to provide services and information for passengers in a manner that 

offers great comfort and flexibility by letting passengers know about an emergency situation after a certain 

number of kilometres, for example. P2P communication may be used to apply different types of VANETs 

whereas multi-hop communication applies several types of VANETs. Inter-vehicle communications (IVC) 

or vehicle-to-vehicle communications (V2V) is also known as Vehicle-to-Vehicle communications (V2V) 

or Vehicle-to-Vehicle communications (V2V); its applications include monitoring and optimising a route to 

a destination, preventing collisions, predicting weather, and advertising goods, services, and promotions. 

This wide range of use gives rise to many types of phone calls these inter-related networks ITS In ad hoc 

networks, communication issues like interference that occur when two or more nodes attempt to connect to 

a single node originate from several nodes, and are sent to a single node directly. With Bluetooth and 

frequency hopping, the multi-hop connection is used. However, owing to the multi-hop transmission in 

VANETs, routing issues will occur considerably since there is no system for vehicles and nodes as part of a 

network architecture.  

Similar to MANETs, VANETs are described as being a subset of mobile ad hoc networks. However, 

VANETs also differ from MANETs in that they experience fast topology changes due to rapid speeds, high 

likelihood of network fragmentation due to speedy vehicles, no prescribed limits on power consumption, 

and operation at large scales inside cities and at their outskirts. Vechicles interact with each other using 

specified units. 
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Not only does the architecture of VANETs allow for several styles, but the architecture of VANETs may 

also take on other styles which include cellular/WLAN (Wireless Local Area Network), ad hoc, and hybrid. 

The cars connect to the base stations (also known as Road-Side Units (RSUs)) or fixed distant entities to 

exchange and receive data (V2R Communications). The cars connect directly with one another without the 

need of intermediary entities (V2V communications). The previous two designs have been combined into a 

hybrid architecture [1]. Furthermore, automobiles in VANETs broadcast information about their speed, 

direction, acceleration, and traffic conditions to fixed distant nodes, such as parking metres. DSRC is a 

standard that arose to enable IEEE 802.11 in vehicle-to-vehicle communications. In VANETs, the FCC has 

allotted a 75 MHz chunk of DSRC spectrum situated at 5.9 GHz for VANETs usage. Moreover, an IEEE 

P1609 working group is in progress which aims to develop a standard for DSRC, the 802.11p MAC layer 

and the physical layer for WAVE, as described in [5]. 

VANET 

Comfort (information/entertainment) applications, safety applications, and transport efficiency applications 

are the two primary kinds of applications found in VANETs [2,13]. More comfortable passenger-oriented 

amenities, such as traffic information systems, are linked to a passenger's need for comfort [6].  

In addition to providing meteorological information, where are some petrol stations and restaurants? Safety 

applications focus on increasing the safety of the cars and passengers on the road; these kinds of 

applications rely on distant base stations and vehicle confidence (IVC). One well-known use of safety 

technology is providing an early warning of an emergency situation such as a flash flood crossing a roadway 

at a certain point[7-9]. A transport efficiency application is interested in finding the most efficient use of 

road traffic, while at the same time reducing vehicle crashes and traffic congestion. For the preceding use, 

vehicle-delivered advisory systems inform drivers about the appropriate speed to reach the green phase of a 

traffic system by using trustworthy base stations[8-11].  

Vehicle-to-vehicle (V2V) communication, a specific feature of VANETs, shows features where vehicles 

communicate at varying accelerations and established communication channels among vehicles are 

predicated on trust relationships between vehicles. In order to achieve success for VANET applications, 

certain parameters must be met, such as an increase in the ratio of cars equipped with VANET tools to those 

that are not. Additionally, there are technical specifications to take into consideration, such as the maximum 

message size, how often a message has to be sent, and message latency requirements. Building a reputation 

management system is crucial for success in VANET applications (RMS). With this system, the 

relationships between cars are built, then harmful and selfish cars are separated from the network[12-14].  

 

STRIKES IN THE VANET  

It is possible for numerous assaults to impact functioning in VANETs. Some of these assaults have been 

performed by people who are either authorised or using malicious or compromised automobiles, while 
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others are carried out by unauthorised or hacked cars (occurred from outsider vehicles which do not belong 

to a specific VANET). Additionally, these attacks can be referred to as passive attacks (the eavesdropper 

does not directly interact with authorised vehicles; but he can capture data as it is transmitted between them) 

and active attacks (where eavesdropper pretends to be a legitimate vehicle in order to redirect the path of 

data)[15-16]. 

 

CONCLUSION 

Many studies in VANETs are in their early stages, but there is still more study to be done. Many of the 

current research projects have been created to deal with certain assaults, but they are vulnerable to others. In 

addition, special security resource consumption is required for distinct DOS assaults  [17-19]. This task has 

much farther to go before it is finished. More research has to be done on safe routing protocols, strong key 

management, trust-based systems, integrated approaches to routing security, and data security at several 

levels. Attackers may take advantage of vulnerabilities in routing protocols to direct users to route selections 

of their choice or to initiate a denial-of-service attack. Jammed is one of Distributed Denial of Service 

(DDoS) attacks that may be stopped by utilising numerous transceivers that may be programmed to operate 

in separate frequency bands.  

When it comes to security, cryptography is often used and it is only possible thanks to the dependable key 

management. In the public cryp-tography approach, the CA, regarded as a single point of failure, relies on a 

centralised Certificate Authority (CA). In addition to being fast, symmetric cryptography has the additional 

problem of the key distribution method being vulnerable to attack. In order to avoid key management issues, 

efficient key agreement and distribution are an active research topic in VANET [20]. Future studies should 

include attempts to build trust-based systems and integrate them to present defensive measures. This may be 

seen of as a solution to the node selfishness issue in the future. To meet the needs of finding new security 

risks and new defence methods, additional research is required in VANET. 
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