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Abstract: Communication is one of the most important medium through which people can share their beliefs, ideas, point of 

views and their knowledge. Privacy has become a major concern as innumerable devices all over the world communicate with 

each other on constant basis. Everyone wants to communicate securely over the network. Preserving privacy does not only mean 

hiding the content of messages, it also includes the protection of personal information of people communicating with each other. 

It’s  much like a physical postal letter, the simple technique of cryptography within a packet switched network that conceal the 

messages being sent, but it  describes the identity of persons who is sending the letter and to whom the letter is being sent. 

Constant efforts are being made to secure privacy for e.g., Encryption is one such step which helps in hiding the identity of the 

persons communicating. Obviously it’s a baby step in that direction and much more still needs to be done. To achieve the privacy 

is somehow related to anonymous communication over the network. This paper focuses mostly on acquaintance of anonymity 

systems, technical aspects of Internet Anonymity and some sort of the common tools available on the Internet to fulfill the user 

requirements, and it will also describe the most popular tools in use. 
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1. Introduction: 

Privacy is a most desirable feature of modern society. There is no exact definition for privacy, although there are a few 

alternatives who suggested the term privacy with its potential meaning. The basic definition of privacy is assuring that sensitive 

information will be remain secret and access limited to the appropriate persons. An alternate definition from the Merriam Webster 

is “Privacy is the quality or state of being apart from company or observation or freedom from unauthorized intrusion.” Modern 

infrastructure of communications includes Internet as basic entity that enables us to connect people around the world at just finger 

tip. For further connection of devices a unique address is required over these networks of Internet i.e., Internet address. Whenever 

one communicate using the Internet, one leaves “tracks” which identify where the message (packet) came from and was going to. 

IP addresses are allocated to individuals or companies by their Internet Service Providers (ISP), who keep this information; thus 

ensure that it is possible to track every Internet communication down to an individual or at the very least, organization. Data 

packets travelling over the Internet has its source and receiver address. If that packets travel with the largest structure of networks 

i.e., routers, switches, gateways etc, it reveals some services of network instance who is talking to whom though IP addresses. In 

some cases, privacy is really is not required for communications but it is required in the form of necessity. Privacy of 

communications can be easy to achieve by using wide variety of tools and well-known encryption techniques. 

2. Contributions 

Through this project we strived to introduce the idea of anonymity systems and did the following to make our 

contribution. First, we looked at the concept of Anonymity and Pseudonymity Systems and then explained the basics of both 

Systems. We discussed about Technical Aspects of Internet Anonymity and techniques associated with it. Then we presented 

verified diverse tools of anonymity systems with their working explanation. Also, we presented methods of anonymity analysis 

for a variety of data sets i.e., data, images, registration plates, in Medical fields. 

3. Anonymity and Pseudonymity 

These are the kind of techniques for ensuring Privacy. Before going into more details of Anonymity system, Lets have the 

meaning of both Anonymity and Pseudonymity. 

Anonymity is the condition of being anonymous over the network whereas Pseudonymity refers to false identity of someone over 

the network. According to Cambridge dictionary, Anonymity refers to the situation in which someone's name is not given or 

known. Anonymous communication is handy in several kind of situations or even able to work in unfriendly environments, e.g., 

wrapping of identity of an analyst who is examining for a malware to protect from counter attack, permitting the expert of 

security to circumvent of network security policies during penetration testing of the network and services, it consent to commuters 

to their home network services through the Internet even network is not connected to VPN, it preserve data security in particular 

networks. Although different systems, models and protocols of anonymity have been developed, this is responsible to provide 

unlinkability or untraceability between the received messages and their true senders and between the sent messages and their true 
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receivers. Most pseudonym holders use pseudonyms system to use false identity, because they wish to remain anonymous, but 

anonymity is not an easy task to achieve, and is often having legal issues. Real anonymity system doesn’t need ability of link in 

any way, opposite of it result such as an attacker's inspection of the pseudonym holder's message provides no new information 

about the holder's exact and true name that will also hide his/her identity. 

Most Websites that have services to offer pseudonymity keep track of information about their users. These sites are often at risk 

to unauthorized intrusions into their non-public database systems i.e., security breach into private database systems. According to 

a study of a Web dating service and a pseudonymous remailer, performed by the University of Cambridge researchers discovered 

that the systems used by these Web sites to protect user data could be easily compromised, even if the pseudonymous channel is 

protected by well built-in encryption. In general, the protected pseudonymous channel exists inside a broader framework in which 

multiple vulnerabilities exist. Pseudonym users ought to have clear image in mind that, given this state of Web security 

engineering, their true names can be exposed at any time. [5]  

Today, more than half of Internet users are concerned for the privacy of their personal data on the Internet. As shown in below 

chart based on Survey conducted by Attentiv states different opinions of people about anonymity and according to that 59% 

(Internet users) people believe that Internet anonymity can’t be achieved and only 37% people (Internet users) believes that it’s 

possible to use the Internet anonymously.[11] 

 
Figure: Result of online survey on “Is it possible to be anonymous online? from group of Internet users” 

4. Technical Aspects of Internet Anonymity 

Many Americans presume that the Internet mechanically provides an exact level of anonymity. (In different countries, this can be 

not so; Chinese people, for instance, expect their messages to be watched and censored) most vital messages sent over the Internet 

square measure encrypted, therefore the content of the message can't be simply deciphered. However, if proper measures to 

protect the information are not placed, each action a person takes on the Internet may be copied back to your IP address. A "man 

in the middle" will simply intercept your IP address (and thus your approximate physical location) and may, if he is well equipped 

can penetrate your laptop and can get access to private & confidential information that is not the sole method of distinctive 

Internet users. 

There are three main ways of obtaining anonymity on the Internet: 

 Proxy services are the easiest among all to use, but that are less secure. 

 Anonymous networks and anonymizing software, such as I2P and the Tor Project, are gaining popularity. 

 Peer-to-peer networks like Freenet are much protected, and are also slowly gaining membership. 

Even with the foremost advanced anonymizing software system, there are still ways in which your data can get leaked to the web. 

Nothing is confidential or personal be it the information or personal details if it is transferred or conversed via Internet by 

collecting the information from Internet, one can get complete personal data and can even trace the location of the person. It’s 

almost impossible to hide online communication as based on information we share online, one can track any info required by that 

person. A talented huntsman can use these details to make a complete profile. 

 Another drawback of this is prolonged existence and index-ability of on-line data. Whereas physical data (information sheets, 

deeds, checks, letters, etc.) tend to exist solely as one copy archived somewhere (possibly remote) and are capable of being lost 

easily, on-line data stays around. It is totally difficult to utterly wipe off any trace of the existence of data on-line, which can be 

saved on multiple backup servers or mirrors. And with indexing bots (such as Google's "spiders") sifting through the Internet 

daily, it is more and more possible that an easy search will turn up this information. Somebody with enough determination and 

smart searching tools will notice information you thought long lost. 

 

 

Don't know

Possible

Imossible
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4.1 Browser Fingerprinting 

Browser Fingerprinting is a technique which is used to track users on websites just from their browser configuration and settings 

information they make visible to websites. It is helpful in successfully tracking users without cookies or using any other tracking 

standards. This is basically similar to identify a person by visual inspection. It’s fine if you visit a website once or use internet to 

converse for a single time but if you keep revisiting the same site on multiple occasions, fingerprinting can recognize the person 

even if no information has been revealed. 

Panopticlick, it is a research project of the Electronic Frontier Foundation (EFF). It is a part of an effort to demonstrate the 

problem with tracking techniques, and help get stronger privacy protections for everyone. It is a research project designed to 

better expose the tools and techniques of online trackers and analysis the worth of privacy add-ons.  

When you visit an Internet site, you are permitting that web site to access a lot of information regarding your computer's 

configuration. Combined, this info will produce a form of fingerprint, a signature that would be used to establish you and your 

computer. Some corporations use this technology to do to spot individual computers. 

In 2010, EFF launched Panopticlick, a research project to investigate how unique each browser is. They gathered information 

about the configuration and version information from your operating system, your browser, and your plug-ins, and compared it to 

their database of many other Internet users' configurations. Then, they generated a uniqueness score — letting you see how easily 

identifiable you might be as you surf the web.  

In 2015, they upgraded Panopticlick with a new feature: tracker blocker testing. More than half of Internet users are using privacy 

add-ons and other tools to block trackers. There are thousands of free add-ons, created by developers all over the world that you 

can install to personalize your browser. It includes tools like AdBlock, Ghostery and Disconnect. 

But how well do these add-ons truly protect users from persistent tracking? Their new version of Panopticlick researches both. 

They analyze how well you are protected against online tracking by checking the privacy protections you have in place. The test 

simulates loading of a visible ad that performs tracking, an invisible script that performs tracking, and a site that looks 

superficially like a tracker but actually has committed to honor Do Not Track.  

Even if your privacy add-ons are working well, your browser will still be vulnerable if your browser fingerprint is unique. So they 

also analyze the uniqueness of your browser and let you know how it stacks up to other visitors they have experiment recently. 

They will generate a report about your tracker protections and browser fingerprint for your own use, and they will include 

anonymous results from your test in their larger research report. Running tests on Panopticlick both gives you this information 

about your own browser, and also helps EFF use statistical methods to evaluate the capabilities of Internet tracking and 

advertising companies, and the best forms of protection against tracking without consent.  

4.2 Proxy Services  

Proxy services work by sending requests from one user through a different computer. In this way, a user (or the endpoint website) 

is seen only to be communicating with the proxy server, and (as long as the message is encrypted) anyone monitoring the message 

from either end can't determine what the other endpoint is. This is the simplest and easiest way of securing anonymity on the 

Internet. To an outside observer, the message gives nothing away. 

This is incredibly useful on both ends. First, someone trying to track down your IP address from a message you sent over the 

Internet, will see that message as having come from the proxy server not from you. The proxy server can be anywhere in the 

world and betrays no information about who you are, where you are, or what your IP address might me. 

On the other end, if someone (say, a totalitarian government) is monitoring your Internet usage, all they will see of your activity is 

communication with the proxy server. If this is not a blocked address, the government has no reason to block your 

communication, and so you can access banned content rather easily.  

Of course, once the address is determined to be a proxy website, it will also be banned, but there are always more and changing IP 

addresses of different proxy sites, allowing for the free (if illegal) transfer of information worldwide through the Internet. 

Proxies are far less secure than other anonymizing methods, however, because they have single-point weakness. If someone 

manages somehow to gain access to the proxy server, the server will give up all the important information it has been concealing. 

As mentioned above, it can also be easily spot-banned, and with a single censorship, an entire proxy route becomes unusable. 

Distributed networks like I2P or Tor work around this to make a much safer proxy-chain service. 

4.3 TOR and Deep Web 

I2P (Invisible Internet Project) and projects like it are still being developed and are not in wide use.  However, I2P makes use of 

encryption that makes it possible to hide a user's IP address from the recipient of a message, or a third-party. Tor is a similar and 

more widely known project. The Invisible Internet Project (I2P) uses garlic routing (“The invisible Internet project”) which is an 

extension of onion routing. [8] With its ability to provide effective routing anonymity, Tor allows users an unprecedented 

opportunity to be truly anonymous. Traditional websites host a large body of relatively static content. Search engines indexing the 

web find the site through links to it from other sites, then parse the content and make it available for locating via web searches. 

While the data traveling across secured HTTPS links is impossible to read, it's easy to eavesdrop the general information about 

the packets, like their sender address and receiver address. With this information, it's possible to locate the physical systems on 

either side of the exchange.  

TOR removes this ability. Tor, or The Onion Router, uses a large number of nodes, routing packets across the globe between 

random nodes until choosing to leave at an exit node and finally be delivered by the exit node to the final destination. While it's 

possible to see a connection from a client machine to a Tor entrance node, it's effectively impossible to follow the packet as it 
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traverses the Tor network. This removes the possibility of establishing a link between the client and the server they are requesting. 

Every user of Tor can choose to run the software in either client mode or server mode. If they run in server mode, their computer 

can be used as one of the nodes along the routing chain. This means the nodes can be spread all over the world and knowing the 

location of one node tells you nothing about the rest of the chain. 

With the Tor network between clients and servers, the possibilities of anonymity are not limited to the clients. A number of 

websites and servers have sprung up based around the opportunities of anonymity. These servers are equal to a real black market 

of the Internet. There you can find almost anything you want, if you have the desire and the right contacts. This is part of the deep 

web, as it's not trolled by the many web spiders of the various search companies, and not listed on any of their associated indexes. 

There is no way to browse websites, except via individual links, commonly acquired by word of mouth between online contacts, 

though some listings of major sites can be found on existing shallow-web sites.  

 

 

 
 

 

Figure Routing Methods for Anonymous communication 

5. Data Anonymization Tools 

As we already discussed about   Anonymity System. We are now moving to next crucial topic of this paper i.e., tools for Data 

Anonymization. 

Data Anonymization is a process which intends to protect our privacy. The main idea behind Data Anonymization is to encode or 

remove personally identifiable information from datasets. In this manner, people from whom the data was collected remain 

completely Anonymous. Data Anonymization is mostly used in the medical field and in some cases to perform data-sensitive 

statistics analysis. In case you want to disclose the information you are performing on anonymous, below listed tools can be used: 

Data Anonymization Software 

5.1 ARX Data Anonymization Tool 

ARX is an openly available software package for the anonymizing sensitive personal data. The tool transforms data sets into 

syntactic privacy model that moderate attacks leading to privacy breaches.  This tool removes direct identifiers similar to 

names from data sets and adds further constraints on indirect identifiers like email addresses or phone numbers. The tool 

furthermore provides integral data import facilities for relative databases (MS SQL, DB2, SQLite, My SQL), MS-Excel and 

CSV files.  

ARX is a best option of a cross-platform graphical tool, which maintains data import & cleansing, wizards for creating 

transformation rules, spontaneous ways that during which for craft the anonymized dataset to your desires and visualizations 

of data utility and re-identification risks. You can get ARX from their authorized website, as mentioned in reference section. 
[6] 
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Figure: Sample of imported data 

 
Figure: Resultant image of Data Anonymization 

 
Figure: Resultant image of distribution of risks. 
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Figure: Resultant image of distribution of risks (table) of Analyze Risks. 

 
Figure: Resultant image of data Quasi-identifiers of Analyze Risks. 

5.2 Anonymizer/ Image Data Anonymization 

Anonymizer software anonymizes pictures using cutting-edge detection and blurring technology developed by Eyedea 

Recognition. This Software detects faces and automobile registration plates at a large scale by applying blurring filters which 

makes the   faces unrecognizable and the automobile registration plates undecipherable.  

Anonymizer software development kit is an independent C/C++ library for Windows and LINUX platforms. The core functions 

of library are to anonymize image files, JPEG buffers and RGB image buffers. Anonymizer is meant to be used for anonymizing 

of street-view photos, webcams photos, user submitted photos or other photos where you want to safeguard privacy. [7] 

Basically this software focuses on two important mechanisms: 

a. Face detection: This algorithm analyzes the faces in target images and makes those images in the form of 

Anonymization. This software is so powerful that it can even detect faces on images with low resolution. 

b. License Plate detection: This algorithm is so accurate that it can detect all 1-line and 2-line EU-type 

registration plate. 

Sample demo of this software is as: 
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Figure: Sample image for face detection 

 
Figure: Resultant image of face detection Software. 

Note: Web demo for image Anonymization is available on its official website and trial software (demo) version is also available 

for different platforms which are limited for 30 images. After using demo software, you are required to have a license key to use 

the product. 

5.3 Camouflage’s CX-Mask 

CX-Mask removes the sensitive data hindering test, outsourcing, and analytics. The tool de-identifies sensitive data, and 

retains the realism and practicality of the initial information set. The information classes these tools will work with include 

names, addresses, credit cards, SSN/SIN, phone, and more. 

Data masking, also cited to as data de-identification, pseudonymization, anonymization or obfuscation, could be a method 

of protecting sensitive data substitution original data with fictitious however realistic data. By masking information, 

organizations change information to be safely used in things wherever real information is not required. 

 

 

 
Figure: Data masking replaces original information with fictitious, realistic information. 

 

Common samples of business processes that need access to realistic information, however not the particular data include: 

Application development and testing – Application developers and QA groups want information to create positive 

applications work after they roll into production environments. 
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Outsourcing – Firms typically accept outside service suppliers and suppliers that require access to information for 

analysis, analysis, training, testing or development. 

Coaching – Coaching departments need information to populate coaching systems that customers or partner’s access. 

Business intelligence (BI) and analytics – business analysts and researchers have to be compelled to combination and 

analyze information. 

Organizations mask information for 2 primary reasons: 

5.3.1 Protect sensitive data: It is common observe for organizations to repeat data from production systems to be 

employed in alternative non-production environments. These copies of sensitive data increase the potential attack surface 

and unnecessarily expose sensitive data to workers who might not be approved to access that data. Data masking removes 

sensitive data from non-production environments, reducing the prospect of data breach. It is a significant tool in an 

extremely multi-layered data security strategy. 

 

5.3.2 Compliance: Several data privacy and protection rules specialize in safeguarding personal data like in Personally 

Identifiable Information (PII), health records and monetary data.  Several of those rules require limiting access to sensitive 

information supported a need-to-know basis. For instance, the EU General Data Protection Regulation (GDPR) introduces 

data reduction and pseudonymization as key data protection principles organizations must follow. Alternative regulations, 

like PCI DSS Requirement 6.4.3, specifically prohibit the utilization of production data for check and development. Data 

masking is a vital tool to assist organizations avoids unwanted information access, scale back sensitive information 

exposure, and improve their compliance posture. 

The purpose data masking is to supply data that appears and acts just like the original data, however lacks the sensitivity of 

the initial information. This manner the mask data does not create a risk of exposure or unauthorized access. It conjointly 

permits organizations to use fewer security controls for the covert information repositories and to cut back the scope of 

compliance audits. 

5.4 NLM-Scrubber 

NLM-Scrubber is a new, free medical text de-identification tool. The software package is currently in its early beta stage; 

however you will be able to already attempt it out if you’re curious. The good news is that its developers will unleash a non-beta 

version of the tool. NLM-Scrubber is to be chiefly used for de-identifying medical documents. 

Here’s the way to run NLM-Scrubber:  
1. Download NLM-Scrubber from their official Web site. [12] 

2. Produce a configuration file employing a text editor 

3. Open a command-line interface > adjust the present directory to wherever you downloaded or stimulated NLM-

Scrubber 

4. Use the subsequent command to run NLM-Scrubber: scrubber.exe. 

A design of imaginary medical Reports with Color Coded observations Using Visual Tagging Tool (VTT) is as following: 

 
Figure: Resultant image of NLM-Scrubber with Color Coded observations Using Visual Tagging Tool 
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