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Abstract : Internet of Things is one of the most hyped technologies around the world at the moment. 10T, along with cloud and
automation is changing the world in which we live and attracting the researchers around the globe. Billions of new objects are
connecting with Internet every year and the numbers are increasing at a very fast pace. With lots of benefits of this technology, it
has some issues also regarding security and privacy. Information which is shared between sensors and applications over the
network is very critical as it can be used by hackers to enter into some application which are controlling home or office devices
connected with it. This paper includes the encryption standards used over the internet and a model that sends the humidity,
temperature data values collected from the DHT11 sensor connected with an RPi3 and sends data to an application in encrypted
form and that application controls the power to the servers according to a threshold level. It needs a lightweight encryption
algorithm that works well with the clock cycles that it has.
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l. INTRODUCTION

Internet of Things is the revolutionary concept which is connecting billions of devices with the internet and making
automation[1] happen in almost all types of things. It revolves around for parts, i.e. Sense, Collect, Analyze and then React.
This concept of future internet is known as Internet of Things. Any independent web associated gadget that are controlled and
checked from a remote area is called Internet of Things. The three shared Basic principles are defined by the US National
Security and Telecommunications Advisory Committee(NSTAC) :
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Figure 1: Three Common principles of 10T[4].

The loT objects are embedded with sensors [6] and microcontrollers [2] and enable them to talk with each other. The objects
in loT can be an anything like people, devices, animals, buildings, vehicle and many more that which is the part of our daily life.
For example from every device like mobiles to car, alarms to coffee maker are associated to internet via free source Ipv6[6]
provide different identifiers and a transfer data without any help of person and computer interaction. Now thinks that 10T grant as
the next advancement of the internet and it has ability to collect, analyze and share data that can helpful for user to gain
information. 10T comprises of three things are people, processes and connectivity. It gives a variety of applications like intelligent
transportation [5,8] smart cities, smart healthcare[11], smart home, smart buildings, digital farm, agriculture and etc. 10T offers on
request continuous and helpful in saving time, resources and manpower. Everything swings to virtual, which means that each
individual and things has its own particular place with a specific address on the Internet. These virtual characteristic things can
generate and make utilize facilities and cooperate to a standard objective. Various remarkable barriers persist to manage the
internet of things insight, amid certainty and safety. The users on the internet always face different threats continuously and the
developing wealth crowded with the business models that erode the Internet’s moral use which emphasis on exploiting the
prevalent version’s foundational delicacy. This does not predict well for IoT, which assimilate many constrained devices. The
trial is to deflect the development of such models or to decrease their effect. Experiencing these difficulties needs better
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understanding the elements and the advances that engage them. Mobile applications already attracting customers with this
platform and the sensor devices are also in progress to provide multitude extent of information to enhance the user experience.
Current security and monitoring systems based on Internet of Things are only used for detection [1][2] and the application

which is used for monitoring only stores data and send alarming signals to the authorized persons and in the web application UI.
But with 10T, we need to have a self-healing system for some problems where manual intervention is needed. There may be issues
like an alarm is generated because of temperature threshold reaches peak level and an alarm is generated, but the authorized
person who received the alarm did not view that because of either any availability of internet, in case alarm mail is sent or his
mobile is switched off, if a message is sent. So, if there is a self-healing system which automatically triggers the instruction to
rectify the problem, it can be more secure. There is also needed to have a secure encrypted channel [4] of communication between
the controller and the application running on the cloud which stores and processes the data and provides the instruction.
To this end, this paper makes the following contributions:

e To study different application based on Internet of Things.

e Toimplement 10T based monitoring of Server Room using Raspberry Pi.

e To implement AES, DES based encryption algorithm for sending Server Room’s data on Cloud-Application.

Il LITERATURE SURVEY

Our work is inspired by several parallel studies that explore various security issues in 10T. Sawant et al. [1] proposed an
intelligent high security for server rooms in industries with help of different sensors like temperature, humidity, light, door etc.
They came to conclusion that their system is much better than the other systems that are used in industries now todays. They have
provided additional functionality to server room system like live monitoring etc. Narkhede et al. [2] proposed a platform that
helps to incorporate all the requirements while developing Hardware monitoring systems. The areas such as environment
monitoring,

Pollution monitoring, energy and water management are interlinked to each other. Comparatively, increasing the air condition
temperature setting and decreasing the air flow level may save on energy bills but increase the pollution level in the building.
Sensor systems deployed for monitoring temperature and humidity may generate real time data but the system developed can
readily provide configurations to raise the real time alerts. They compared different events and establishing correlation between
various parameters to generate early warning signals such as indication of fire based on changes in the temperature and humidity
levels. Abomhara et al. [4] analyzed numerous problems that must be identified for protective measures to be taken. They
examined challenges and security problems to 1oT. Main focused on to identify assets and document potential threats, attacks and
vulnerabilities faced by the 1oT. Security challenges, such as confidentiality, availability and integrity trust were examined. They
proved that in order to establish more secure and available 10T devices and services, security and privacy challenges need to have
unique identities. It was inspected that issues from knowledge offices and criminal gatherings are probably going to be more
difficult to crush than those from singular programmers.

Make the patterns in literature survey like to bind the two or more papers related to cryptography schemes. Katagi et al. [3]
proposed a Lightweight cryptography algorithm that contributes to the security of smart objects networks because of its efficiency
and smaller footprint. We believe that lightweight primitives should be considered to be implemented in the networks. Especially,
lightweight block ciphers are practical to use now. C. M et al. [5] analyzed different security frame works are used in loT
environment for providing greater security. They proposed a new method which provides security, privacy, integrity and
authentication among peers in static devices. It is based on Zero knowledge protocol and key exchange algorithm. The proposed
architecture guarantees perfect forward secrecy. It aims low power consumption and fast computation. Saurabh et al. [14]
analyzed various types of lightweight cryptographic calculations that are anything but difficult to use for equipment and
programming usage. Some cryptographic calculations are helpless against a few sorts of assaults, which we additionally portrayed
in the paper. We likewise examined open issues as far as figure structure, usage, square size, key size, new assaults, and security
measurements.

1. PROBLEM STATEMENT

Internet of Things is a charm for hackers as the playground to play. The problem is kind of same as in network i.e. related to
CIA (confidentiality, integrity and availability). Devices acting as controllers are using communicating using plain text data in
transport which is not secure at all for critical data. With the emergence of data getting important, Data Centers and Server Rooms
are increasing at a brisk pace. Data is the most important part of any Industry and is most critical asset too. Data Centers and
Server Rooms also needed to be maintained with proper security and alarm systems related with temperature and humidity,
energy conservation etc. as services of the data center can be disrupted due to a little problem in monitoring of these entities also.
There is also needed to have a secure encrypted channel [4] of communication between the controller and the application running
on the cloud8which stores and processes the data and provides the instruction. The aim of this thesis is to enhance the security of
server room with the help of 10T.

V. METHODOLOGY

10T is the next big thing in the technological sector. Previous 10T Review and Research Papers have been studied and a design
is made for 10T based server room monitoring using Raspberry Pi, temperature, humidity sensor and relay. Then python is used
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as a scripting language and connected with MySQL database. Temperature and Humidity is measured using Sensors and if the
temperature drops below the threshold level, then relay stops the power and the server shuts down automatically. After testing the
server room monitoring using RPi, Relay and Python scripting. After testing is made and sending the values in MySQL, data
communication is secured. Encryption is a necessary part when sending the critical data over the internet. We have used python
scripting to make a hybrid encryption with DES-AES integrated. Plain Text data is generated and before sending, it is converted
in to 64 bit cipher and is further go through a 128 bit AES encryption. When the sensors send the data, then the data is sent in the
encrypted manner which is being decrypted at the other end using the decrypting code.
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Figure 2: Architecture of loT Server Room.

1. Raspberry Pi collects data related with temperature, humidity etc. and send it to cloud where a web application will
be running.

2. Then that web application stores the data in its database and processes it, if the given parameters reached their peak
threshold, then a instruction will be sent automatically to either repair, reload or make the backup device act as
primary.

3. For example if there is problem related with temperature, then backup cooling system will come up by getting the
instruction from web application.

4. All the communication between controller and application in the Cloud will be encrypted with an Hybrid Encryption
Algorithm.

FLOW DIAGRAM OF ALGORITHM
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Description:

The main idea of this algorithm is to combine AES with each loop of DES and what it does is that it will convert the plain text
into 64 bit encryption first and after that the 64 bit cipher is converted into a 128 bit cipher by making it fall over AES. The
formula used in this algorithm is:
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Figure 3: Code of Hybrid Algorithm

The above set of equations is used over 10 set of each rounds.

The given data of 256 bits is divided into two halves. One is being left half and second being the right half. The XOR function
is applied between left half and the right half and the key generated in each iteration. The left half in each iteration is equal to the
right half in the previous step. The result of this XOR function is put into the AES algorithm. The output of the AES function
represents the right half of the data. The AES function comprises of byte substitution, shift row, mix columns and add round key
operations. The keys generated are in compliance with the keys schedule process. This loop is iterated for 10 times. The key
schedule is taken from the AES function. It prevents the usage of different sets of AES. This increases the load on the
computational density required to encrypt and decrypt the data. As a result, the number of steps formed by this algorithm becomes
a varying parameter that is controlled by the user.

The number of layers formed due to the hybrid algorithm can be reduced or increased depending on the level of security
required by the organization. It can be increased by increasing the number of layers and can be decreased by reducing the number
of layers.

VI. EXPERIMENTAL RESULTS

loT is evolving at a very rapid pace and is also used in data centers and server rooms where 10T can be used to monitor the
humidity, temperature or intensity of the server room or inside the data center. With 10T, we can deploy sensors which can detect
a certain rise in temperature, or humidity or intensity and do make decisions like turning off the server or creating alarms etc. The
data can be sent every 3-4 seconds and the values of the temperature, humidity or intensity can be stored in the database in the
form of tables. Data can be generated by the sensors connected with the Raspberry Pi with DHT11 sensor, who brings out the
values of temperature, humidity and intensity and add them to the application connected with MYSQL database. Below are the
components connected with Raspberry Pi :
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Figure 4: Rpi3 connected with Relay and DHT11 Sensor

Data Communication over internet is never secure and we have deployed an encryption algorithm to secure the channel that
takes the data from one end to other. Data is secured over the internet and below is the screenshot taken of raspberry pi running
python code to send temp, humidity values:
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Figure 5: Output of temperature and humidity values sending via Python code.

We have made a policy where temperature greater than 28 means too bad and server is needed to be shut down in that case, output
also displays if the server is off or on as per the temperature value. All the data that is generated by the sensor is going over
internet and is encrypted using a lightweight encryption algorithm.
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Figure 6: Web page display of data sent in encrypted form and displayed data values.

Data is stored in encryption format and is also decrypted at the other end. Below is the data stored in the MySQL database
screenshot:

v Showng rows 0 - 24 (M2 1otel, Query 10x D 002% spcands

(] Profing | A1 Eae ) [ Exptimn =22 || 1l

v d  wperatgge anid tity

1 - . te 10w SYNNTYY Y ISSATY A nOANWAJEGS [l SISATTE SR Risbafe 300 I S8 OV IER Y TT Mg

8 Comy Q Dofetn 12 FradO4DUCAFDhubESA05)

Figure 7: Data Values in encrypted form

As you can see above in the MYSQL database, values are stored inside the database in the encrypted form. By default when
we send data over internet from sensor to application. It is not secure and is sent in plain-text form. RPI is an controller and does
not work with high end calculations like AES-256, RSA etc. algorithms. Therefore a lightweight algorithm works best in our case,
where controller is used, and sensors are embedded with its GPIO pins to generate data using DHT11 sensor for humidity,
temperature etc.

VII. CONCLUSION

Data Centers and Server Rooms are the beating heart of the cloud computing. Applications data is stored inside the data center
with in the storage units like NAS or SAN connected with the servers. Server Automation is one of the emerging fields with data
centers and server rooms using lots of automation in the industry. There are policies which are made and scheduled which works
if something specific happens like if the temperature rises above some specific threshold value, then the server is powered off.
Data sent over internet is never secure and mainly sent in a plain text form and as controller is not a very fast machine, it needs a
lightweight encryption algorithm that works well with the clock cycles that it has. DHT11 sensor, connected with RPi3 sends the
data to the application which in turns controls the power services given to the servers. If the threshold level is breached, then the
power to the server will be taken off and all this communication should be done in encrypted channel. As in future work we will
consider, we will discussed different cryptographic suites such as Advanced Encryption Suite(AES) for confidential data
transport, Rivest-Shamir-Adleman (RSA) for digital signatures and key transport and Diffie-Hellman(DH) for key negotiations
and management. While the protocols are robust, they require high computation platform and a resource that may not exit in all
loT-attached devices.
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