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Abstract 

Wireless Sensor Networks  are critical and vital platforms for the future, particularly with the recent 

emergence of the idea "Internet of Things." They are utilised in a variety of applications in business, 

health care, the environment, and the military for monitoring, tracking, and regulating. However, the 

quality of sensor node data is impacted by anomalies that arise for a variety of causes, including node 

failures, reading mistakes, odd occurrences, and malicious assaults. As a result, anomaly detection is an 

essential technique for ensuring the quality of sensor data prior to its use in decision-making. We discuss 

the difficulties associated with anomaly detection in WSNs and the needs for developing efficient and 

effective anomaly detection algorithms in this paper. Following that, we examine recent advances in data 

anomaly detection research in WSNs and group existing detection techniques into five broad categories 

based on the detection methodologies utilised to construct these systems. The many state-of-the-art 

models for each class are discussed in detail, as well as their shortcomings, in order to generate 

suggestions for future developments. Additionally, the studied alternatives are contrasted and rated in 

terms of their compliance with the specified criteria. Finally, the overall limits of present techniques are 

highlighted, along with potential avenues for future study. 
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Introduction 

Wireless sensor networks (WSNs) are a small, low cost, low energy and versatile sensor network which is 

intensively used for monitoring a phenomena, tracking an item or controlling a process[1]. In numerous 

application sectors WSNs are employed, including: home automation for personal applications, sales 

tracking for commercial applications; industrial applications such as architecture and control; and military 

applications such as enemy target surveillance and tracking[1-3]. One new idea that seems to be the future 

of WSNs is the Internet of Things (IoT) which hopes that every thing in human existence is equipped 

with sensors that interconnect, making living more easier[4]. With IoT, sensor nodes dynamically connect 

to the internet and utilise the internet infrastructure to work together and execute their work[5]. According 

to[6], a "global network of interconnded things, based on established communication protocols," is likely 

to constitute the future Internet known as IoT. One of the most significant aspects of the IoT paradigm[7] 

are the WSNs, as it acts as a digital skin that gives any computational system access to information about 

the physical world. Various technologies are developing to integrate WSNs with IoT, such the IETF 

6LowPAN standard[8], which enables for IPv6 packets to be sent to computer-based networks.  

WSNs from diverse disciplines have been explored, including networking, embedded systems, processing 

of information, distributed systems and signal processing. This has led to the development of a wide 
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range of research topics including routing protocols, location strategies, hardware design sensing, query 

processing, data mining, information processing, security and privacy..  

 

Sensor Data 

For decision-makers, sensor data analytics are of great relevance. [9] The objective of the WSN use was 

not only to gather data from the deployment area, but also, most significantly, to analyse this data in a 

timely way, so that crucial choices may be taken. The data quality thus represents the genuine status of 

the world of WSN applications. The raw measurements taken by sensor nodes, in particular large-scale 

WSNs, are typically deficient and inaccurate[10]. These incorrect sensor measures might be made for 

causes associated with the sensor device itself or the detecting environment. Resource restrictions on the 

storage, energy, processing, and bandwidth of sensor devices may lead to nodes failure and hence report 

abnormal results. Other environmental considerations include the severity and problems of the 

deployment location, which may result in incorrect data [11–13]. Malicious attacks such as denial of 

service, sinkhole, black hole, selective transmission, and wormhole assaults [3,14–20] might potentially 

lead to erroneous, low-quality data generation. In addition, physical disruptions such as destruction or 

migration of human or animal sensor devices might disrupt the process of data collecting and lead to 

abnormal measures[1]. [1].  

Anomalies are characterised as imprecise or incomplete data measurements resulting from the above 

factors. An anomaly is described in [21] as an observation that is discordant with the remaining datasets. 

In [22] the identification of anomalies is described as a procedure for discovering data patterns that are 

different from the anticipated behaviour. The subject of anomaly detection has been investigated from 

several angles such as data security, data mining or pattern recognition. In the literature the phrase 

"anomaly" is differently known as outliers, defects or deviations.  

Depending on the domain for which they are employed, there are several different anomaly detection 

systems in conventional (wired) networks. Due to the constraints of energy, processing, bandwidth and 

storage capacities of these networks, these solutions cannot be translated straight to WSNs. In addition, 

standard network anomaly detection approaches concentrate on the network layer itself, but our study 

focuses more on data on WSN's application layer. Therefore it is necessary to amend current procedures 

or to build new relevant procedures, in particular for WSNs [18,23,24].  

 

Detection Efficacy  

The detection efficacy and efficiency of anomaly solutions in WSNs describe the use of the restricted 

network resources[25-16]. Efficiency of detection is the accuracy of detection, the detection rate and false 

alarms. Detection efficiency is indicated by the use of energy and memory. Any suggested anomaly 

detection system should thus take into consideration improving detectability while spending less energy 
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and storage throughout the detection process. The need of anomaly detection to ensure the quality of 

sensors data and identify malicious attacks affecting network features and data integrity has inspired 

earlier research to explore WSN security and anomaly detection models. This section highlights existing 

WSN anomaly detection surveys and the variations between these surveys.  

Rajasegarar and the co-authors suggested a technical categorization of anomaly detection models in WSN 

in [27,28]. Anomaly detection models were classified in both surveys. In statistical models and in non-

parametric models based on detection model approaches. Non-parametric models have been further 

grouped into SVM (SVM) model based on rules, CUSUM based, data clustering. Statistically based 

models either known or determined by means of density estimation methods, the underlying density 

distribution of data kinds (normal or anomalous). In contrast, non-parametric models have no previous 

knowledge of data kinds and use alternative measurements to record the typical data behaviour matching 

the future measurement behaviour. 

 

Conclusion  

Effective and effective detection of sensor readings abnormalities is a crucial job in order to guarantee the 

quality of the sensor data obtained for correct judgments. The literature has offered a range of anomalies 

detection methods, however most of them have poor detection efficiency or high energy usage. In this 

study, we analysed the obstacles facing the design of an efficient and effective WSN anomaly detection 

model and identified the needs (RODAC components) for the creation of such models. The criteria 

include data reduction, online detection, distributed detection, adaptive detection and the use of 

spatial/time correlations. These needs include A complete assessment of state-of-the-art detection models 

was presented, which divided them into statistical clustering-based detection strategies, Based on 

categorization, and based on the closest neighbour. 
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