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ABSTRACT

In the 10T, ordinary items may have identifying capabilities and can communicate with one another over
the internet. loT application domains extend all the way from smart homes, smart cities, wearables, and e-
health to many more use cases. As a result, the trillions of devices that will be linked will be tens and
possibly hundreds of billions. In the future, there will be smart gadgets that will gather data, process it, and
make choices on their own. Security is essential under these situations, and particularly with regard to
authentication, since there is a danger that a rogue device may do harm in an loT system if it is not properly
authorised. This article presents a thorough treatment of the loT security topic, including present and
recently developed technology. This device is able to review a number of authentication procedures
presented in the literature, which gives you a sense of the size of that research topic. This is an excellent
opportunity for academics and developers to tackle the realm of authentication methods by using a multi-

criteria categorization we had previously developed.
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Introduction

Increasingly, devices such as sensors and actuators are being linked to the Internet of Things (loT), which
results in a huge network of networks linking all of these types of devices. This kind of technological
innovation is often used in many diverse sectors, including public health, smart grids, smart transportation,

waste management, smart homes, cities, agriculture, and energy management.

At the same time, there are security challenges connected to ensuring 10T networks cannot be compromised
while not permitting their use as an attack vector (e.g., Mirai botnet [5,6]). The issues that exist due to
resource constraints and IoT devices are “heightened” due to IoT's communication and security protocols
being inefficient and practically infeasible with 10T. The Internet of Things-related security problems are
becoming increasingly concerning due to the increasing ubiquity of 10T devices, as well as their usage in
important applications, which make security breaches potentially lethal. A risk may be estimated by
analysing a flaw revealed in 2017 FDA recall of 500,000 pacemakers due to concerns that a hacker may
leverage security flaws to take control of the heart-beat controlling gadget.

There are several different security standards which 10T networks will have to comply with, and it depends
on the specific applications to which the network will be put. In order to have a secure 10T network,
applications must adhere to certain confidentiality, integrity, and/or authentication standards. Moreover,
authentication is critical for 10T, because of the importance of trusting the devices that are connected to the

network. A single hacked node may create calamities [1].

One of the main problems with 10T devices is that they are unique, making existing authentication
approaches completely infeasible. Cryptographic algorithms built for resource-limited loT nodes are not
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appropriate for main-powered, high processor, and/or big memory devices. With the introduction of these
methods, the lightweight authentication systems started to surface. Several of them are ideal for different
contexts, such as the Internet of Things (IoT) or the Wireless Sensor Network (WSN) (which can be

considered suitable for 10T).

This article provides a unified approach to the security issues and functional needs found in the IoT context.
It summarises a number of various 10T authentication systems in an up-to-date survey. This study extends
prior research by presenting and analysing the authentication techniques based on several factors, including

benefits and drawbacks.
loT

The 10T model seeks to link a range of diverse machine types in order to serve a wide number of
applications (for example, identifying, locating, tracking, monitoring, and controlling). Applying a large
number of heterogeneous computers leads to traffic which then requires that you deal with the issues
associated with storing large amounts of data. This is why the TCP/IP architecture, which has been utilised
for network connectivity for a long time, does not work for 10T applications because it lacks the requisite
capabilities like security and privacy (such as information privacy, machine safety, data confidentiality,

data encryption, and network security) [12].

Even if there are several 10T designs, it's still crucial that a reference architecture be built [14,15]. While
the literature often uses a three-layer design as an example, Figure la illustrates an alternative
implementation that follows the fundamental architectural model presented in the literature [13,16-18].

This comprises of: perceptual processing, network infrastructure, and app functionality
Security

When we said that using connected things in daily life is potentially life-threatening, we were speaking
about security risks. Hackers may use smartness that's built into houses, automobiles, and power grids to
launch damaging incidents. As the years have gone by, there have been a multitude of hacking scenarios
and attacks offered to demonstrate the impact of a security breach, particularly with regard to the increased
use of Internet of Things (loT) applications containing private information (personal, industrial,
governmental, etc.). There are three 10T security problems. They include authentication, authorisation, and
integrity [19-21].

Conclusion

Several studies in the field investigated the possibilities for 10T authentication. In the current work, the
authors have classified 10T authentication methods according to their respective use cases and based on
four categories: 10S devices, IoE devices, M2M communication, and loV vehicles (IoV). Information on
authentication methods is presented in terms of the model, objectives, key processes, complexity of
computing, and communication overhead. In , the authors discussed loT authentication systems and their
capabilities. In order to organise the information in two distinct ways, the authors came up with two
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classifications: one based on the distribution or centralization of authentication techniques, and the other
based on the features of the authentication process. The authors in conducted an analytical assessment of
the material that already existed. they discussed the concerns and difficulties of authentication in 10T and
laid up a researchable way to study the current authentication schemes According to the authors of , there
are many authentication techniques utilised in the 10T environment, including lightweight and mutual
authentication techniques, with a focus on cross-platform authentication techniques that may be done
without discrimination or comparison contains a comprehensive assessment of major and “recent” IoT
authentication approaches, but without making any attempt to classify them. [22-25] was able to identify
research papers focused on security and authentication approaches as well as develop a categorization
system for them. The paper in documented the present state of the art of authentication in the 10T space,
including the many obstacles and preferred authentication solutions while avoiding any direct comparisons.
The authors of offered a summary of authentication techniques, and presented the results of comparing
different authentication strategies in a literature review. Additionally, each technique was scrutinised

according to the amount of resources it used (e.g., energy, memory, computation and communication).
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