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Abstract : The information handled electronically requires protection as well as authentication. Digital signature is a tool which
can be thought of as some extra functionality on to traditional cryptography of encryption and decryption. Digital Signature
provides security for electronic transaction by using private and public key. Functions of a Digital signature include
confidentiality, authenticity, data integrity and non-repudiation. This paper discusses the role of Digital Signatures in today’s
world and will also analyze a new method for safe and effective information exchange.

IndexTerms - Cryptography, Public key, Diffie Hellman, RSA, Digital Signatures

. INTRODUCTION

Cryptography is a branch of information security. Cryptography includes techniques which can turn a message into some
unreadable format which is called ciphertext. In networking and communication the use of cryptographic protocols are in great
demand. Cryptography is important for more than just privacy. Cryptography protects the world’s banking system as well.
Without the ability to protect bank transactions and communications, criminals could interfere with the transactions and steal the
money without trace. Cryptography can be classified into two categories - Symmetric Key Cryptography and Asymmetric Key
Cryptography. The field of cryptography, in recent times, has expanded a lot and many security services have been added to
ensure security apart from encryption and decryption. Cryptographic protocols such as Signature Schemes deal with the
application of cryptographic algorithms for ensuring the privacy, confidentiality, authentication of information. Symmetric and
asymmetric algorithms can be viewed as primitives to develop various applications for secured communication over insecure
channels. Cryptographic protocols use these primitives as building blocks to build secure modern services. Every Web browser
uses the Transport Layer Security scheme, which is an example of a cryptographic protocol. The introduction of cryptographic
protocols such as signature schemes can be considered as one of the major development in the field of cryptography. In order to
provide secure communication for various applications, protocols such as digital signatures have been employed in critical
applications such as secure web browsing for e-commerce like applications and hence they have become an essential part of
modern crypto-systems.

1. DIGITAL SIGNATURES

A Digital Signature is a cryptographic security scheme which demonstrates the authenticity of a message that is being transferred
from a sender to a receiver over an insecure network such as the Internet. A digital signature provides reasons for the receiver to
believe that the message received, was really sent by the claimed sender which provides a way to detect forgery or tampering.
Here, a signer U1 has a private key and a public key. A user U2 wants to get a message m signed by Ul. So U1 generates the
signature S with an algorithm which takes input m and U1’s private key and sends S to U2. On the other end U2 can verify using a
verification algorithm which uses U1’s public key. There are many applications of Digital signatures in information security,
which includes authentication, data integrity, and non-repudiation [14]. Among others, one of the significant applications of
digital signatures is the certification of public keys in large networks. The first signature scheme was the RSA Signature scheme
which was proposed by Rivest, Shamir and Adleman. The security of the RSA signature scheme was based on the well-known
RSA assumption. The RSA scheme is subject to forgery and so it is not secured. In other words, it is easy to create a valid
message-signature pair without asking the signer directly. Moreover, it is seen that if the message is too long then the signature
takes a long time to be computed or the message does not remain in the domain of the signing function.

111. PROPOSED DIGITAL SIGNATURE SCHEME USING THE MASKING TECHNIQUE

The RSA Digital Signature Scheme generally shows us the basic architecture of how to use and implement a signature scheme. In
this paper we propose a new and secured technique for implementing the RSA Digital Signature Scheme using by masking the
signature for improving security of the scheme. The steps are as follows :

Step 1: Implement Diffie Hellman Key Exchange protocol and obtain a shared secret key K.
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Step 2: Implement RSA algorithm to generate the public key pair (n,e) and private key (p,q,d).
Step 3: Generate the signature S with the help of the RSA digital signature scheme

Step 4: Mask the signature S to to get S~and send it to the other user alongwith message X.
Step 5: Unmask the signature S~ to obtain S on the other end.

Step 6: Verify the Signature is valid or not.

Following is a mathematical example used to show the working of the proposed scheme :

User2 sends
U2=5to User1l

User 1 User 2
P=23, g=11 P=23, g=11
a=6 b=5
Ul =g¢g*mod p U2 = g*mod p
=11° mod 23 =11°mod 23
=9 =5

Userl sends U1=9
to User 2

User 1 User 2
K= U22 mod p K= U1’ mod p
=55 mod 23 =9°mod 23
=8 =8

Therefore, the shared secret key K=8

Now let us implement the RSA and then mask the Signature,
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Let the message be X=7

Choosep=3,g=11

S=5-7k Compute n = p*q
=24/8 .
Phi(n) = (p-1)*(a-1)
=3

Choose e =3
To verify the signature we compute S°

d=e'=7mod 20

(X,S™)
- - d
Now, since S= X“mod n < S =X9mod n
e— yde
Therefore, S®= X% mod n =7" mod 20
Se=X% mod 20 =3
= 77*3
773mod 20 S~=S*k
=7 =3*8

Now if S® = X, then we can conclude that the signature is valid.

IVV. CONCLUSION

The proposed model is likely to provide more security than the normal RSA Digital Signature Scheme the signature is masked
using the shared secret key obtained from Diffie Hellman Key Exchange protocol. Since the signature is masked, hence it
becomes more difficult for anyone to generate another copy of the genuine signaturewhich provides more security to the overall
cryptosystem.
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