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Abstract — In this paper, robust image watermarking technique
using cryptographic algorithm has been proposed. By using
Discrete Wavelet Transform (DWT) with SVD, a multi-bit
watermark is embedded into the low frequency sub-band of a
cover image by using variable scaling factor. The insertion and
extraction of the watermark is protected using cryptographic
algorithm. The experimental results indicate the effectiveness
of the proposed work on the basis of MATLAB simulation
work. Performance is evaluated on the basis of different fidelity
parameter like as peak signal to noise ratio (PSNR), normalized
correlation coefficient (NCC) etc.

Index Terms— Image watermarking, DWT, singular value
decomposition (SVD), cryptographic algorithm, PSNR, NCC.

1. INTRODUCTION

Due to rapid delivery of digital multimedia data over
internet, demand of hiding techniques to secure digital data is
required. Data hiding is a very active research areas. Digital
watermarking is a branch of Data hiding which is used to hide
proprietary information in digital media like photographs,
digital music, or digital video [1-2]. Watermarking is the
process of embedding the watermark into cover image with the
help of embedding algorithm for security and other purposes.
Later on, this embedded image can be extracted with the help
of extraction algorithm. Generally, the image watermarking can
be done in spatial domain or in transform domain [3].
Compared to spatial domain techniques frequency-domain
watermarking techniques proved to be more effective with
respect to achieving the imperceptibility and robustness
requirements of digital watermarking algorithms [4].
Commonly used frequency-domain transforms include the
Discrete Wavelet Transform (DWT), the Discrete Cosine
Transform (DCT) and Discrete Fourier Transform (DFT) etc.
However, DWT has been used in digital image watermarking
more frequently due to its excellent spatial localization and
multi-resolution characteristics, which are similar to the

theoretical models of the human visual system.

2. METHODOLOGY
A. Discrete Wavelet transforms (DWT)
Discrete Wavelet transform (DWT) is a mathematical tool

for hierarchically decomposing an image. It is a multi-

resolution technique that can analyze different frequencies by
different resolutions. For 2-D images, filters divide the input

image into four no overlapping multi-resolution sub-bands.
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Fig. 1. Decomposition Structure “Single level DWT

Fig. 1 illustrates the DWT decomposition structure for
Image, its produce the four different band of image suchas LL1,
HL1, LH1 and HH1 known as approximation information,
horizontal detail information, vertical detail information and
diagonal detail information; In wavelet analysis, maximum
energy of function or image is centered at LL band means as
approximation coefficient. Due to its excellent spatial-
frequency localization properties, the DWT is very suitable to
identify the areas in the host image where a watermark can be

embedded effectively [5].

B. Overview of singular value decomposition (SVD)
SVD is an effective numerical analysis tool from linear algebra
to decompose a rectangular matrix “A” into an orthogonal
matrix U, diagonal matrix S, and the transpose of an orthogonal
matrix VV . SVD decomposes a given image A of size MxN as
A=USVT Q)
U and V are orthogonal matrices of size MxM and NxN,
respectively. S is a diagonal matrix of size MxN having singular
values .The singular vectors of an image specify the image
“geometry” similarly left singular vectors represent horizontal
details and right singular vectors represent the vertical details
of an image, while the singular values specify the “luminance”
(energy) of the image. Slight variations in the singular values
do not affect the visual perception of the quality of the image
[8-9].
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C. Cryptographic algorithm

Here we used Arnold transform as cryptographic algorithm for
the encryption of an images.

¢ Arnold Transform
The Arnold transform was introduced by Arnold. For an image
C with N *N, the Arnold transform operation on the position (X,

y) pixel is given by

(;:) = (1 é) G;) mod N "

The Arnold transform, which changes the positions of the
pixels, can be repeated many times in order to obtain a
scrambled image. [6-7].
e Anti-Arnold Transform

Use of the Arnold transform periodicity on a scrambled image
to recover the original image could be achieved at the expense
of possibly a large computational complexity depending on
how many iterations have already been used to obtain the

scrambled image. The anti-Arnold transform is given by
= mod N
(y) (— 1 1/

If a scrambled image is obtained by using n iterations of the

®)

operation of the Arnold transform, it needs the same number of
iterations to recover the original image using the anti-Arnold

transform.

3. PROPOSED WORK
The proposed work is divided into two parts, watermark

embedding and watermark extraction.

A. Watermark Embedding

The watermark embedding process is described below:

Step.1: Load the cover image and watermark image.

Step.2: Decomposed both the image into four sub-bands
using DWT for cover and encrypted watermark images
respectively.

Step.3: after applying DWT, we decomposed both the
image using SVD.

Step.4: Compute new singular matrix using fusion of both
singular matrix.

S,m =S; +alpha=*S, 3)
where, Swm ,Si and Sw and denote the singular values of

watermarked, host and water mark image, respectively.

Step.5: Using new computed singular matrix Snew, New LL

band is computed with inverse SVD.

Step.6: Finally, watermarked image is obtained by merging

LLnew band and remaining sub band of cover image.

B. Watermark Extraction
The watermark embedding process is described below:

Step.1: Load the cover image, watermark image and
watermarked image.

Step.2: Decomposed the images into sub-bands using DWT
respectively.

Step.3: after applying DWT, we decomposed images using
SVD.

Step.4: The new extracted singular matrix can be calculated
by:

Sw_n: (Swm - Sc)/alpha

where, Sw_n denotes new singular value.

(4)

Step.5: Using new computed singular matrix, New LL band
is computed with inverse SVD.
Step.6: Finally, extracted watermark image obtained using

inverse DWT based on LLnew band and reaming sub band.

4. RESULTS AND DISCUSSION
In this section, performance analysis of proposed work has been

presented. The simulation work using MATLAB illustrate the
efficiency and performance of proposed work on the basis of

fidelity parameters.

A. Fidelity Parameters
The performance of watermarked images is determined by
using peak signal-to-noise ratio (PSNR) and Normalized
Correlation coefficient (NCC).
o Peak signal-to-noise ratio (PSNR) :-

For measurement of imperceptibility, PSNR in dB is given

by:

1y .
MSE:W;;(Q('*J)_fwm(I'J)) (5)
PSNR =10log,, f°M(Si;Ej) (6)

where, fc2 (i, j) indicates the peak brightness value of pixel
and fc, fwm represent the brightness of host and watermarked
images at different pixels values.
e Normalized Cross Co-Relation (NCC):-

To check the robustness and image quality, the value of
normalized cross co-relation (NCC) is measured by:

N M

229, (i i)*g, (i §)

i=1 j=1 (7)

3 S gz ) iig;u,j)

i—1 j—1 e

NCC =
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where, gw and gw’ are the brightness level of original and C. Visual Presentation of simulation results
extracted watermark at different value of pixel. Scaling Proposed work
. factor
B. Simulated Results
Watermarked Recovered
Simulated results on MATLAB platform using propose d ¢
. . . - image Watermark
watermarking technique in terms of fidelity parameters have
been presented by considering Lena and RJIT Logo as a host 001
and watermark image respectively [14].
e Sample images
0.02
0.03
Figure 2: Lena RJIT Logo
Fig. 2 shows the original image and Fig. 3(b) shows the
watermark image for embedding of watermark in the original
image 0.05
Scaling factor Proposed work
o MSE PSNR
0.01 4.6931 41.4502 dB
0.02 18.5150 35.4896 dB 01
0.03 41.2935 32.0060 dB
0.05 113.5479 29.7725 dB
0.1 433.2378 21.7975 dB
0.2 1.5661e+03 16.2167 dB 0.2
0.5 6.6703e+03 9.9233 dB
1.0 1.3523e+04 6.8539 dB
Table I: MSE, PSNR Value for different scaling factor. 05
Scaling factor a Recovered NCC
0.01 0.9915
0.02 0.9934
0.03 0996 | o 000
10 y:
0.05 0.9929 1 , &7
0.1 0.9795 L& f
0.2 0.9195 ( ﬁg ¢ .
| ! :
0.5 0.7614 i e
1.0 0.5316
Table 11: NCC Value for different scaling factor. Fig.3 shows the visual representation of watermarked and

recovered watermark image at different value of SF.
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5.ATTACKS
Resistance of the watermarked image under various attacks is
called robustness [10]. Robustness of presented work under
various attacks has been tested and presented with NCC values
in given below in fig4.
Attacks | Attacked

Watermarked image

Recovered

Watermark

Salt &
Pepper
Noise

NCC

Gaussian

Noise

NCC 0.9037

Speckle

Noise

NCC

Poisson

Noise

NCC

Resize
attack
50%

NCC

Median
Filter
[3*3]

NCC 0.3838

Fig.4 shows the visual representation of Attacked watermarked

and recovered watermark image under various attacks.

As seen in simulated results shown in tables, it has been
concluded that the value of scaling factor is varied from 0.01 to
1. As the value of scaling factor decreases, the value of PSNR
increases but the same time the value of NCC decreases. The
simulated experimental results also evaluated with visual
representation of watermarked and extracted watermark image
for human vision system (HVS).Hence it can be concluded that
the proposed work provides robustness and perception
transparency to the watermarked image and original image
against different kind of attacks like noises, filtering and

scaling.

6. CONCLUSION
In this paper, an analysis of image watermarking technique

using cryptographic algorithm has been implemented. This
technique can embed the watermark into salient features of the
image using different scaling factor. Experiment results shows
that the quality of the watermarked image and the recovered
watermark are dependent only on the scaling factors. Results
are clearly seen that the proposed methodology is robust against

various attacks.
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