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Abstract: The term social networks can be given as “a community of individuals who can share a common information by
connecting to each other via their social interest, and thus bonded together using social network sites”. Many of the sites are free
and allows individuals to submit their personal, professional and family interest which are reachable to all the citizens. Moreover,
individuals feel it as a status in having a social network admittance for themselves. Social network sites permit individuals to
create a friend’s group wherein the individual profile data are posted in public. In that case, an individual should be aware of the
privacy and security issues of social networks. The personal data of individuals could be misused by unauthorized users. In this
paper, some of the common privacy issues in social networks are explained on the perspective of right to privacy, the legal
protection on social networks in India.

Index Terms - Social networks, privacy, legal protection, Right to Privacy.

. INTRODUCTION

With the development of social network and the growing population of users of online communication using social media, more
sensitive and secret information about individuals are available online. The disclosure of publicly available secret data could lead to
the disclosure of their privacy. The individual privacy is at more risk when it is publicly available, traced and these activities could
be interconnected with the data mining and extracting secret information from it. Depending on situation, Privacy has various
synonyms in context of contents that are shared. If individuals keep their privacy setting on their social media like Facebook
account as public, the intruder can easily view all the information. Instead, if they set the customized privacy setting, then it could
be accessible only be their friends. There exist various threats especially relevant to social networks.

According to the Article 12 of Universal Declaration on Human Rights, “No one should be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the
protection of the law against such interference or attacks”. Thus, privacy rights are respected and is meant for community welfare.
Article 21 established in India says the right to privacy.

The right that someone violated has something to do with individual ownership of the computer and manipulated something
without the owner’s permission. The importance is that, the transmission mode means in which data are gained, shared but also the
nature of data is the pivotal factor to be considered. As per the policy rules of the social networks, the information’s are shared by
the individuals voluntarily, and hence cannot claim for privacy violation. But undoubtedly when the information is shared by other
individuals by way of hacking, fraud or any other method of cybercrime then one can claim that there exists privacy violation.

1. PRIVACY IN SOCIAL NETWORKS

The individual privacy is at more risk when it is publicly available, traced and these activities could be interconnected with the
data mining and extracting secret information from it. There are more than 3.8 billion users using social media or network
throughout the world which represent 49% of the total world population. Out of all social media, Facebook ruins the world’s utmost
extensively used social media platform. The total active individuals on various popular social media are presented in Table 1.

Table 1.1: Social media platforms now have 300 million or more Monthly Active Users (MAU)

Social media platforms | Monthly Active Users (MAU)
Facebook 2.45 billion
YouTube 2.00 billion
WhatsApp 1.60 billion
Facebook Messenger 1.30 billion
WeChat (Weixin) 1.15 billion
Instagram 1 billion
TikTok (Douyin) 800 million
QQ 731 million
QZone 517 million
Sina Weibo 497 million
Reddit 430 million
Snapchat’s 382 million
Twitter’ 340 million
Kuaishou 316 million
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Figure 1 illustrates the worlds most used social platforms.

THE WORLD’S MOST-USED SOCIAL PLATFORMS

| Hootsuite"

Source: https://datareportal.com/social-media-users

In 2018, 24 % of India's population was accessing social networks. Figure 2 illustrates prediction that by 2023, this diffusion of
social networks would be 31% of the country's population.
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Figure 2: Percentage of population using Social network in India from 2017 to 2023 (forecast)

Table 1.2: Percentage of population using Social network in India from 2017 to 2023 (forecast)

Year Share of Population (%)
2017 22
2018 24
2019 26
2020 27
2021 29
2022 30
2023 31
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With the ease of internet access, the number of social media users in India stood at 326.1 million in 2018. Number of social
network users in India from 2015 to 2018 with a forecast until 2023 (in millions).

Since the usage of social media are high, individuals could be exposed to privacy threats. The threats that are only related to
social networks are listed. According to the report the social networks are not in risk assessment scoring system but it is considering
as the top categories of platform for cybersecurity.

I11. PRIVACY THREATS ON SOCIAL NETWORKS

This section deals with the threads especially relevant to social networks. If individuals keep their privacy setting on their social
media like Facebook account as public, the intruder can easily view all the information. Instead, if they set the customized privacy
setting, then it could be accessible only be their friends. So upon accepting the friend request from some unknown, the intruder uses
this way to collect the individuals personal information from their peer group wherein the publicly available contents could be
hacked by the intruder by employing inference attack.

3.1 Clickjacking attack

Clickjacking attacks is a user interface redress attack. In this attack, an intruder can manipulate the social network individuals
into posting some spams and requests to unknown links. Here, an intruder can even try to monitor and record the activities of the
hardware components of a computer used by an individual.

3.2 De-anonymization attack

De-anonymization is an attack where unidentified information that are sent are cross-reference with public. We know that social
networks provide strong content or data sharing. In order to access these data without loss there are many deanonymization
strategies to reidentify an individual information.

3.3 Fake Profiles attack

In this attack an intruder generates an account with fake 1Ds on social network and sends messages to genuine individuals. The
aim of this attack is to collect the private information of individuals from the social networks which is available only to their
friends, and spreads it as spam. It misuses the information, which gives misleading information to others.

3.4 Inference attack

This attack is employed to predict the private and complex information of individual that is kept secure. It predicts the attributes

of an individual with other public attributes that exist online.
3.5 Cyberstalking

It is to harass an individual or group via internet or social networks. It is used for monitoring, identifying threats, gender etc.,
3.6 Surveillance

This a new type of monitoring called as social network surveillance. It monitors the different activities of their individuals in
various roles by hacking their profiles and relationships with another person. This surveillance is used to monitor the human
activities on social media which is of technology-based.

In general, the court of law and the violation of right to privacy are given as the solutions to solved any kind of problem. What
makes this more complex is the transmission medium like internet, on which the information has been violated.

The following are some of the laws available in India which deals with the violation of right to privacy on social networks via
internet.

e  Constitution of India
The Information Technology Act, 2000
The Right to Information Act, 2005
The Companies Act, 2013
Mutual Legal Assistant Treaty

At eras it is requirement to rethink about the tactics for defining the violation of privacy taking place via online mode and then
the protection route for securing right to privacy could be finalized.

The individual legally responsible for posting any convicting, illegal content via social media are made firmly to come under
The Information Technology Act, 2000. The IT Act under sections 72 and 72A provides the punishment for both confidentiality
breach and privacy violation. The cyberlaw of India is a legislation that covers multiple extents.

1VV. CONCLUSION

Social network or media have many rewards but rather than advantages, social networks have some issues related to privacy
rights. Unauthorized access to information raises privacy issues that could occur from social network. In this paper, various privacy
rights, threats and laws related to right to privacy were discussed. As right to privacy concept progress, the laws that assign liability
for invasion of privacy remains. The main purpose is to instruct social network individuals on protecting themselves from privacy
issues and also to make an individual aware of right to privacy.
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