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Abstract— With the rapid climb of cloud computing
technology, healthcare cloud system is turning into
progressively fashionably, that reduces the time of unwellness
diagnosing and brings nice convenience to people’s lives,
meantime the healthcare cloud system sometimes involves user’s
non-public information, and there is still a challenge the way to
make sure that the sensitive information of users is not
disclosed. Advanced encryption standard (AES) could be a
terribly helpful technique for the privacy protection of users
and is incredibly appropriate for anonymous authentication and
privacy access management.

I. INTRODUCTION

Recently, the event of cloud computing has brought new
breakthroughs in many fields, such as healthcare,
transportation, education, finance, and energy. however
ancient healthcare system cannot meet the industrial
healthcare services for its certain in efficiencies. With the
advantage of cloud computing, the patient centered medical
information system can realize the sharing of medical
resources. In such a system, healthcare services of various
medical institutions are deployed in healthcare cloud.

This arises the matter of data security. To unravel this
drawback a data is stored or transmitted in the encrypted
format. This encrypted data is illegible to the unauthorized
user. Cryptography could be a science of information
security that secures the data while the data is being
transmitted and stored.

Every encryption and decryption methods have 2 aspects:
The algorithm and the key use for the encryption and
decryption. However, it’s the key used for encryption and
decryption that creates the method of cryptography secure.
There are two types of cryptographic mechanisms:
symmetrical key cryptography within which the concept key
is used for encryption and decryption. just in case of uneven
key cryptography 2 different keys are used for encryption
and decryption. Symmetric key algorithm is a way quicker
and easier to implement and needed less process power as
compare to asymmetric key algorithm.

2. AES ALGORITHM SPECIFICATION

AES algorithm is of 3 types i.e. AES-128, AES-192 and
AES-256. This classification is completed on the bases of the
key used in the algorithm for encryption and decryption
process. The numbers represent the dimensions of key in
bits. This key size determines the protection level because
the size of key will increase the extent of security will
increases. The AES algorithm uses a spherical function that’s
composed of 4 different byte-oriented transformations. For
encryption purpose four rounds consist of:

* Substitute byte

* Shift row

* Mix columns

* Add round key

While the decryption process is the reverse process of the
encryption which consists of:

e Inverse shift row

« Inverse substitute byte
* Add round key

* Inverse mix columns

There is a variety of round present of key and block within
the algorithm. The quantity of rounds depends on the length
of key use for Encryption and Decryption.

Key Block Number
length(word/byte/bits) | length(word/byte/bits) | of
rounds
AE- | 4/16/128 4/16/128 10
128
AES- | 6/24/192 4/16/128 12
192
AES- | 8/32/256 4/16/128 14
256

AES algorithm uses a round function for each its Cipher and
Inverse Cipher. This function is composed of 4 different
byte-oriented transformations.
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2.1 ENCRYPTION METHOD
2.1.1 SUBSTITUTE BY TRANSFORMATION

The Substitute bytes transformation could be a non-
linear byte substitution that operates severally on every
byte of the State employing a substitution table S-box.
The operation of substitute byte is shown in figure 1.
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2.1.2 SHIFT ROW TRANSFORMATION

In the Shift Rows transformation, the bytes within the
last 3 rows of the State are cyclically shifted over totally
different numbers of bytes. The primary row, r =0, isn’t
shifted. This has the impact of moving bytes to “lower”
positions with in the row whereas the “lowest” bytes
wrap around into the “top” of the row.

I InvShiftRows () |

< N
Sro | 5ra |Sr2|5rs S, olS,1 15215, 3
5 5
So,0 | Soa | So,2 | o,z So,0 | So, So0.2 | So,3
e | 51 51 1.3 ﬂlj:-] F13 | Sro T | Sz
S20| S22 |5 = ""{:l:._-l S22 | 23 | 5200 | S22
Svo | Sas | Faa | Ses | OB [ s, | 5as | Sas | a0

2.1.3 MIX COLUMNS TRANSFORMATION

The Mix Columns transformation operates on the State

column-by-column, treating every column as a four-term
polynomial. The columns are considered as polynomials
over GF(28) and increased modulo x 4 + 1 with a fixed
polynomial a(x), given by a(x) = {03}x "3 + {01}x" 2 +

{01}x + {02} . The resultant columns are shown within
the figure below. This is often operation of mix

columns.
MixColumns ()
/ """'--....,‘Nh

50 o — i SO.c‘ !
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2.1.4 ADD ROUND KEY TRANSFORMATION

In the Add Round Key transformation, a Round Key is
superimposed to the State by a straight forward bitwise
XOR operation. The Round Key is derived from the Cipher
key by suggests that of key schedule method. The State and
Round Key are of the constant size and to get the
following State an XOR operation is completed per
element:

b@,j)=aj) @kj

I =round * Nb
So. — S0 f——
00 2503 ] o Soofl + b2l d0a
Wi+ ’

S1e e --"""--._‘ S1e
.5‘[: -""ST:-. 1 2 3'1
il " [ all B
's'l ! ﬂ, !
ST R B Sio|] € pa|Sas
Sio || 8y, 2[5 Si0(| 93¢ b2 | %

2.2.1 DECRYPTION METHOD
2.2.1.1 INVERSE SHIFT ROW TRANFORMATION

Inverse Shift Rows is the inverse of the Shift Rows
transformation. The bytes within the last 3 rows of the State
are cyclically shifted over totally different numbers of bytes.
The primary row, r = 0, isn’t shifted. The bottom 3 rows are
cyclically shifted by Nb-shift (r, Nb) bytes, wherever the
shift value shift(r,Nb) depends on the row number.

JETIR2006070

| Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org

| 478



http://www.jetir.org/

© 2020 JETIR June 2020, Volume 7, Issue 6

www.jetir.org (ISSN-2349-5162)

InvShiftRows ()
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2.2.1.2 INVERSE SUBSTITUTE BYTE
TRANSFORMATION

Inverse Substitute Bytes is that the inverse of the byte
substitution transformation, within which the inverse S-box
is applied to every byte of the State. It’s reverse method of
Substitute byte transform. This is often obtained by applying
the inverse of the affine transformation followed by taking
the opposite in GF (2"'8). There is an inverse s-box table for
substitute
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2.2.1.3 INVERSE MIX COLMN TRANFORMATION

Inverse Mix Columns is that the inverse of the Mix Columns
transformation. Inverse Mix Columns operates on the State
column-by-column, treating every column as a four-term
polynomial. The columns are considered as polynomials
over GF(278) and multiplied modulo x" 4 + 1 with a hard
and fast polynomial (x), given by

(a*-1)(x) = {Ob}x"3 + {0d}x" 2 + {09}x + {0e}

3.IMPLEMENTATION

3.1 ENCRYPTION ALGORITHM

Input image

k4

Encryption key *  Addroundkey )

L 4
Substitute byte

—
Shift rows
- — (n-1)

round
Y

| Mix columns )

Y
Add round key

round key ——=

h 4
Substitute byte )

= Final round

Final round key —#®  Add round key

v
Cipher text

The implementation of the AES-128 encryption and
decryption algorithm with the assistance of certain software
is completed. During which the input is an image and the key
in hexadecimal format and the output is the same as that of
input image. For encryption method first, dividing image and
creating it 4*4 byte state i.e. matrix format. Calculate the
number of rounds based on the key Size and expand the key
using our key schedule. And there are (n-1) rounds
performed which are substitute byte, shift rows, mix columns
and add round key. The final round “n” does not consist of
mix column in the iteration. Figure 6 shows the flow of
algorithm.

3.2 DECRYPTION ALGORITHM

The AES decryption method is that the lapel method that
of the encryption method. The above figure shows flow of
the AES decryption algorithm. That encompass of cipher text
as the input, the key is constant for decryption method which
for encryption. In case of decryption the inverse substitute
byte, inverse shift rows and therefor inverse mix columns are
to be enforced. Whereas the add round key remains similar
for Image Encryption and Decryption. The original pictures
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may also be fully reconstructed with no distortion. It’s shows
that the algorithms have very large security key space and
can withstand most typically attacks like the brute force
attack, cipher attacks and plaintext attacks

cipher text

¥

Final round key =  Add roundkey

Inv Shift rows ———————
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(n-1)

round
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round key — Add round key )
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4. SYSTEM ARCHITECTURE
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5. DATAFLOW DIAGRAM

1. The DFD is also referred to as bubble chart. It is an
easy graphical formalism that can be used to represent a
system in terms of input files to the system, varied
process distributed on this data, and therefore the output
data is generated by this system.

2.The data flow diagram (DFD) is one in all foremost
necessary modelling tools. It is used to model the system
components. These elements are the system method, the
data employed by the method, associate degree external

entity that interacts with the system and therefore the
information flows in the system.

3.DFD shows how the information moves through the
system and how the way it is changed by a series of
transformations. It is a graphical technique that depicts
data flow and therefore the transformations that are
applied as data moves from input to output.

4. DFD is additionally called as bubble chart. A DFD
may be used to represent a system at any level of
abstraction. DFD is also partitioned into levels that
represent increasing information flow and functional
detail.

LEVEL O:

Update Owner Account

— Update User Account

Admin Login

LEVEL 1:

Data Owner Login

_

View All File
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LEVEL 2:

View all User
History

Admin

No Result Not
Found
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- o o

Dowmnload File

6. CONCLUSION

In this paper, we proposed a lightweight and privacy-
preserving medical services access scheme based
Advanced Encryption Standard (AES) for healthcare
cloud, the security analysis shows that LPP-MSA meets
the requirements of unforgeability, anonymity and
collusion resistance. Furthermore, the performance
analysis of LPP-MSA and several existing schemes
shows that LPP-MSA has high computational efficiency.
Therefore, LPP-MSA is more suitable for large scale
remote medical services access in healthcare cloud
system. You can keep track of your health records.
Permission is given to only authorized users; they can
modify your data.
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