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Abstract— In the health care sector has resulted in price 

effective and convenient exchange of private Health 

Records (PHRs) among several collaborating entities of 

the e-Health systems. Therefore, we've a bent to tend to 

propose how cited as SeSPHR for secure sharing of the 

PHRs among the cloud. The SeSPHR theme ensures 

patient-centric management on the PHRs and preserves 

the confidentiality of the PHRs. The patients store the 

encrypted PHRs on the un-trusted cloud servers and 

selectively grant access to differing types of users on 

whole totally different components of the PHRs. A semi-

trusted proxy cited as Setup and Re-encryption Server 

(SRS) is introduced to line up the public/private key 

pairs and to supply the re-encryption keys. Moreover, 

the methodology is secure against executive threats and 

put together enforces a forward and backward access 

management. Moreover, we've a bent to tend to formally 

analyze and verify the operational of SeSPHR 

methodology through the High Level Petri Nets (HLPN). 

Performance analysis regarding time consumption 

indicates that the SeSPHR methodology has potential to 

use for firmly sharing the PHRs among the cloud. put 

together we've a bent to tend to Implement as a 

contribution throughout this paper time Server, Secure 

Auditing Storage, in Time Server PHR Owner add the 

start and Ending time attach to uploaded Encrypted 

files, and put together implement the TPA Module for 

verify the PHR Record its hack or corrupted for the 

other hacker and person if data hack from hacker side 

discover all system details of person like Macintosh 

Address and knowledge science Address its our 

contribution in our project. 
 

Keywords—  Access control, cloud computing, Personal 

Health Records, privacy, Time Server, Auditing, Proxy 

Server. 
 

I. INTRODUCTION   

 Cloud computing has emerged as a crucial computing 

paradigm to supply pervasive and on-demand convenience 

of various resources at intervals the sort of hardware, 

software, infrastructure, and storage[1][2]. Consequently, the 

cloud computing paradigm facilitates organizations by 

relieving them from the extended job of infrastructure 

development and has galvanized them to trust on the third-

party knowledge Technology (IT) services [3]. To boot, the 

cloud computing model has incontestable vital potential to 

extend coordination among several aid stakeholders and 

additionally to make positive continuous convenience of 

health knowledge, and amount ability[4]. what's additional, 

the cloud computing additionally integrates various vital 

entities of aid domains, like patients, hospital workers 

additionally because the doctors, nursing workers, 

pharmacies, and clinical laboratory personnel, insurance 

suppliers, and thus the service suppliers[5][6]. Therefore, the 

combination of mentioned entities finishes up within the 

evolution of a price effective and cooperative health system 

where the patients can merely manufacture and manage their 

Personal Health Records[7][8]. 
 

II. LITERATURE SURVEY 

 A General Framework for Secure Sharing of Personal 

Health Records in Cloud System, Man Ho Au, Tsz Hon 

Yuen, Joseph K. Liu, Willy Susilo, Xinyi Huang[1] 

 

Personal Health Record has been developed to permits 

patient-doctors interactions. Cloud technology has been seen 

because the prominent candidate to store the sensitive 

medical history in PHR, but so far, the safety protection 

provided is yet inadequate without impacting the practicality 

of the system. During this paper, we provide an affirmative 

answer to the present problem by proposing a general 

framework for secure sharing of PHRs. Here enables 

patients to securely store and share their PHR within the 

cloud server, and furthermore the treating doctors can refer 

the patients' medical history to specialists for research 

purposes, whenever they're required, while ensuring that the 

patients' information remain private. It supports cross 

domain operations (e.g., with different countries 

regulations). 

 

 Contributory Broadcast Encryption with Efficient 

Encryption  And Short Ciphertexts,  

 Kankanala Sampath Kumar, Subhani Shaik, T. Nagini[2] 

 

  Customary telecast encryption (TE) permit a owner to 

securely show to any subset of people yet require a trusted 

gathering to disseminate unscrambling keys. Bunch key 

understanding (BKU) conventions empower a gathering of 

people to rearrange a typical encryption key by means of 

open systems in order that lone the gathering individuals can 

decode the cipher texts encoded under the common 

encryption key, yet a sender can't reject a selected part from 

unscrambling the cipher texts. Here connect these two 

http://www.jetir.org/


© 2020 JETIR June 2020, Volume 7, Issue 6                                                         www.jetir.org (ISSN-2349-5162) 

JETIR2006138 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org 989 
 

thoughts with half primitive alluded to as contributory show 

encryption (ConBE). during this new primitive, a gathering 

of people arrange a typical open encryption key while every 

part holds an unscrambling key. A sender seeing people 

generally gathering encryption key can confine the 

unscrambling to a subset of people from his decision. Tailing 

this model, we propose a ConBE plan with short cipher 

texts. The plan is ended up being completely plot safe under 

the selection n-Bilinear Diffie-Hellman Exponentiation 

(BDHE) supposition within the standard model. Of 

autonomous interest, we introduce another BE plan that's 

aggregately. 

 

Duality in ABE: Converting Attribute Based Encryption for 

Dual Predicate and Dual Policy via Computational 

Encodings,  Nuttapong Attrapadung, Shota Yamada[3] 

 Here show attribute based encryption (ABE) scheme for 

arbitrary predicate into an ABE scheme for its dual 

predicate. especially , it can convert key-policy ABE (KP-

ABE) into ciphertext-policy ABE (CP-ABE), and the other 

way around , for dually related predicates. it's generic within 

the sense that it are often applied to arbitrary predicates. 

ABE provides a generic compiler that compiles an easy 

primitive called pair encodings into fully secure ABE. Inside 

this framework, Attrapadung proposed the primary generic 

dual conversion that works just for subclass of encodings, 

namely, perfectly secure encodings. However, there are 

many predicates that realizations of such encodings aren't 

known, and hence the issues of constructing fully secure 

ABE for his or her dual predicates were left unsolved.  

Attrapadung, and  surprisingly, the exact conversion indeed 

also works for broader classes of encodings, computationally 

secure encodings.   

Moreover, we offer a generic conversion that converts ABE 

into its dual-policy variant. Dual-policy ABE (DP-ABE) 

conjunctively combines both KP-ABE and CPABE into one 

primitive, and hence are often useful in general-purpose 

applications. As for instantiations, we obtain the primary 

realizations of fully secure DP-ABE for formulae, 

unbounded DP-ABE for formulae, and DP-ABE for normal 

languages. The latter two systems are the primary to 

understand such functionalities, including are fully secure. 

 

 Personal Health Records: Design considerations for the 

South African context,  

 A. Mxoli, N. Mostert-Phipps, M. Gerber[4] 

 

PHR typically contains the individual’s demographic 

information, medical aid providers’ details, health summary, 

case history , list of past and current illnesses, symptoms, 

allergies, medication then forth. A PHR introduces many 

advantages as far as improving the health status of 

individuals . These include better doctor-patient 

relationships, improved health knowledge, better monitoring 

of chronic illnesses and lots of others. The South African 

health system is in need of a more preventative approach to 

healthcare as against its current system that's considered as a 

highly curative. South Africa’s planned National insurance 

(NHI) aims at achieving this. The South African Department 

of Health also aims at improving access to quality health 

care, increasing patients’ participation and therefore the 

dignity afforded to them, reducing underlying causes of 

illnesses, injury, and disability, to say a couple of . A PHR 

can prove useful to realize these health goals and more in 

South Africa . There is, however, no PHR that's specifically 

aimed toward the South Africa n population and thus 

adoption rates in South Africa are typically low. there's also 

a scarcity of design guidelines for PHRs that are suitable for 

the requirements of South African consumers. 

 

Attribute Based Proxy Re-encryption with Delegating 

Capabilities, Xiaohui Liang, Zhenfu Cao, Huang Lin, Jun 

Shao[5] 

 Attribute based proxy re-encryption (ABPRE) extends 

proxy re-encryption to the attribute based, and thus empower 

users with delegating capability within the access control 

environment. Users attributes, could freely designate a proxy 

who can re-encrypt a ciphertext with a particular access 

policy a special to a different one with a different access 

policy. The proposed scheme is proved selective-structure 

chosen plaintext secure and passkey secure without random 

oracles. The key delegating capability  and also discuss some  

issues including a stronger security model and applications. 
 

III. PROPOSED SYSTEM 

 Securely PHR could also be confine cloud in Re-Encryption 

format. solely verified PHR could also be send to the user 

i.e. Doctors. PHR are getting to be verified by the TPA 

(Third Party Auditor).User will access that information for 

the particular period as a results of dynamic time server 

used. TPA will recover its information If information gets 

hacked. Suppose any patient must transfer his/her PHR onto 

the cloud. The patient shopper application generates random 

number(s) up to the PHR partitions placed within the distinct 

access level teams by the user. In our case, believe that 

everyone the four partitions delineated in area unit at 

completely different access levels. Here we've a bent to use 

proxy server that job kind of a proxy if any PHR hacked then 

Proxy send the cop of that PHR to cloud. 

 

 

Figure 1: System Architecture 

IV. ALGORITHM DETAILS 

 

  AES Algorithm  

  Derive the set of round keys from the cipher 

key. 

  Initialize the state array with the block data 

(plaintext). 

  Add the initial round key to the starting state 

array. 

  Perform nine rounds of state manipulation. 

  Perform the tenth and final round of state 

manipulation. 
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  Copy the final state array out as the encrypted 

data (ciphertext).  

 

 

V. MATHEMATICAL MODEL 

System Description: 

Let S be the system 

S={I, P, O, F, Sc} 

Where, 

 I=Input 

 P= Process 

 O=Output 

 F=Failure 

 Sc= Success 

 

I={U,F} 

 

U= No of users in the System 

U= {u1,u2,u3.....Un} 

 

F=No of PHR Reports 

F={f1,f2,f3....fn} 

 

P={UpPHR, ReEnc, ReKeySer, ReDec, TPA, CSP, Proxy, 

Reg, Verify} 

 UpPHR=Upload Personal Health Record by data 

owner using time server and user attribute. Here for 

encryption we  use AES algorithm Likewise we 

generate tag of report using MD5 algorithm. 

 ReEnc= Data Owners send  Re-Encrypted Key 

request to Re-encrypted server.  

 ReKeySer = Re-encrypted Key server generate keys 

for report re-encryption or r e-decryption and send 

to data owner and users. 

 ReDec= Users send Re-decrypted Key request to 

Re-encrypted server 

 TPA= Third Party Auditor which can be verify 

PHR Report that are hacked or not. if Report are 

damage then TPA can send regenerate request to 

proxy. 

 Reg= Regenerate PHR Report. 

 Proxy= proxy can generate PHR Reports requested 

by TPA. 

 Verify= Report verification by TPA 

 CSP= Cloud that store All details of users, and their 

PHR Reports. 

O={o1,o2,….on} 

O= Output, so user can do multiple task i.e PHR Report 

uploading, downloading, share with users, and also perform 

verification on PHR Reports. 

F= Failure of the system that means if our system crashed 

then that will be failure. 

Sc= Success that means our system working correctly in any 

condition. 

PHR Reports view to users only when it's in time limit set by 

owners. 

 

 

 

VI. RESULTS AND SCREENSHOTS 

  
 

 Encrypt Time Server Decrypt 

Upload File 1.8 1.9 1.7 

Verify File 1.8 2 1.7 

Download 

File 

1.8 1.8 1.7 
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CONCLUSION 

We projected a way to firmly store and transmission of the 

PHRs to the authorised entities inside the cloud. The 

methodology preserves the confidentiality of the PHRs and 

enforces a patient-centric access management to whole 

completely different components of the PHRs supported the 

access pro-vided by the patients. we tend to tend to enforce a 

fine-grained access management technique in such how that 

even the valid system users cannot access those components 

of the PHR that they're not authorised. The PHR Owner 

store the re-encrypted data on the cloud and authorized users 

enter valid re-encryption keys issued by a semi-trusted proxy 

unit ready to rewrite the PHRs. The role of the semi-trusted 

proxy is to induce and store the public/private key pairs for 

the users inside the system. else to protective the 

confidentiality and guaranteeing patient-centric access 

management over the PHRs, the methodology together 

administers the forward and backward access management 

for outgoing then the new association users, severally. 

Moreover, we tend to tend to formally analyzed and verified 

the operational of SeSPHR methodology through the HLPN, 

SMT-Lib, then the Z3 solver. The performance analysis was 

done on the on the concept of sometime consumed to induce 

keys, secret writing and secret writing operations, and 

turnaround. The experimental results exhibit the viability of 

the SeSPHR methodology to firmly share the PHRs inside 

the cloud setting. 
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