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User Verification by Keystroke Dynamics
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Abstract: In the age of massive information transfer, security and privacy are primary concerns. The most commonly used
security ensuring techniques are static passwords. The high vulnerability of these techniques have led to the development of
biometric techniques for user authentication. Keystroke dynamics is a part of behavioral biometrics which identifies and verifies a
user based on his/her typing patterns. The authentication by keystroke dynamics does not requires additional hardware for
authentication and cannot be imitated or copied easily. The aim of this paper is to demonstrate a user verification system by using
keystroke dynamics.

Index Terms — User Verification, Behavioral biometrics, Key stroke dynamics.

l. INTRODUCTION

In modern world security of personal data is very important. Many procedures have been designed to prevent the access of
illegitimate user. Fig 1.1 shows the increasing number of identity theft in social media. In this project we have designed software
which will do the same. In this project we have used a technique Known as keystroke dynamics. Keystroke dynamics is a process of
verification of user based on his/her typing rhythm on keyboard. A user interface is created on devices for human interaction and
based on his typing rhythm we verify if the user is legitimate or not.

This technique has added one step further in the field of user verification. The typing rhythm of every user is considered to be
different so it can be used as parameter for verification. Earlier many techniques were used for user verification as given:-.

1. Based on Knowledge[2]:- It represent to something a user knows (like PIN) so in this technique we use the knowledge of
the person to verify him/her. But as we know a user can forgot something so this process has disadvantage and it can be stolen as
normally a person keel his name or birthday etc. as a password so it can be guessed and may be used in wrong way.

2. Token:- :- Itis a kind of an object which a user carries physical with him/her for verification. ATM[3] is a very good example
of this technique. But as the user carries it always with (him when he needs to verify him ) then there is chance of theft so user may
find it difficult to keep it safe all the time. Authentication RFID cards[4] and One Time Passwords(OTP)[5] also fall under this
category.

3. Biometrics[4]:- It refers to some specific behavior or physiological characteristics that is uniquely associated to a person.
The physiological biometrics refers to person’s figure print[5], face[6], and iris[7]. These biometrics are very accurate in identifying
a person. But as these are very costly to so it cannot be used everywhere.

Behavioral biometrics[8] are the way people speak, write, type, walk. This type of biometrics can be used to identify the person even
without his knowledge or it can be used to identify even when a person is doing his work. As it is a behavior of a person so a person
need not to do some extra work for his verification.

The authentication technology for Keystroke dynamics[9] can be protected from multiple assaults by password. With their typing
pattern, this method is based on human behavior. Authentication is the method used to verify a user&#39;s identity as it generally
happens in the initialization of the scheme, known as original authentication. A user&#39;s authentication includes three basic pieces
of information about who you are, what you have and what you know If all this basic data becomes right and only users are admitted
to the scheme.

Identity Theft Victims (in millions)

[Statistics according to the Federal Trade Commission)
USA
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Fig 1.1 Increasing rate of identity theft[1]

Il. RESEARCH METHODOLOGY

The proposed research methodology can be categorized into three sub routines namely ; User Interfacing , Backend processing
and User Verification. The details of these subroutines are discussed below:

JETIR2006336 ] Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 2333


http://www.jetir.org/

© 2020 JETIR June 2020, Volume 7, Issue 6 www.jetir.org (ISSN-2349-5162)

1. User interfacing: In this subroutine the participants or the users who are authorized for the application are given training.
The above image shows the user interface which is used for training and data collection. In the interface user is given option to
enter his/her name (Textbox) and then he/she is asked to type a keyword “WORK HARD” in the subsequent text box. Then save
file button is pressed. Then the user interface will open again the user have option to type as many session as he/she want and
when he wants to see the results a option to close(Close Button) the file is given. And then file will be closed and another dialogue
box will open in which user will be verified.

2. Backend Processing:- When the user typed the given Keyword in first text box at the backend the dwell time and flight

time of every characters is extracted. And corresponding to each user we stored the dwell time and flight time in a excel file. Dwell

time and Flight time are the features of keystroke dynamics and are related to latency incurred in key press and release events.

Dwell time is defined as the duration for which a particular key is pressed by the user. Flight time is defined as the time from

releasing the previous key and reaching the next key.

The dwell time and flight time are unique for every user and forms a part of their behavioral biometrics. In our approach dwell
time and flight time between each character is extracted. Thus the user profile consists of 9 features of dwell time and 8 flight time.
This data is stored along with the user name.

3. User Verification: This is the testing phase of our proposed algorithm. The form shown in Fig 2.2 is used for user

verification. The user will type the same keyword WORK HARD and click on processing button and then click on output button

to see if the user is legitimate. A textbox has been used in which the name of the identified user will be printed.
When the user types the pre-defined string the subsequent features as mentioned in section 2.2 are extracted. These features are
compared with the features present in training database by Euclidian distance. A user is said to be identified if the Euclidian distance
between the test and train samples is less than twenty percent.

B MainWindow - [m} X

please enter the
username

please enter the
text shown below

work hard

close save and open file

Fig 2.1 :Form for user interfacing

B MainWindow - ] x

<€ Emmee] type the below given string
in this box

work hard
processing

output

Fig 2.2 Form for user verification

111. RESULT AND DISCUSSION
Based on the above training data we tested the software almost 20 times and in various session and we found legitimate user
up to 17 times . So we found the verification accuracy of the proposed system is 85%.

IV. CONCLUSION

User verification system using keystroke dynamics was successfully demonstrated. The features used in the keystroke
dynamics are dwell time and flight time. It can be concluded that the developed system shows good accuracy even with limited
datasets.The proposed approach is a effective and user convenient way of preventing security breaches.
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V. FUTURE SCOPE

In future more the amount of the participants and the number of features extracted can be increased to improve the efficiency

of the proposed algorithim. The efficiency can be further improved by integrating the proposed approach with machine learning
algorithims.
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