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Abstract — “Phishing is a fraudulent attempt, usually made
through email, to steal your personal information”.
Phishing is becoming more malicious day by day and
its detection is very important. It is one of the social
engineering methods that gathers personal information
through websites such as malicious websites and deceptive
e-mail to canvass personal information from a company
or an individual by prance as a trustworthy entity or
organization. Phishing often attacks email by using as a
vehicle and even sending messages by email to
users that represent a part of a company or an
institution who perform business such as financial
institution, banking etc. We reviewed various data mining
algorithms for evaluation of the features in order to get a
better understanding of the structure of URLSs that spread
phishing. The fine-tuned parameters are useful in selecting
the appropriate machine learning algorithm for separating
the Phishing sites from benign sites.

Keywords: - Mobile phones; phishing attack; security; anti-
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l. INTRODUCTION

What is Phishing?

First of all, the phisher has to create a phishing website to
lure the victim who seems as legitimate one [2]. Then, host
the site on the internet for use of victim secrete information.
If victim visit phishing website, it convinces the victim to
enter some confidential information. Phisher then acquire
some entered data and later it can be misuse by phisher.

Host based analysis

Host-based features explain “where” phishing sites are
hosted, “who” they are managed by, and “how” they are
administered. [14]We use these features because phishing
Web sites may be hosted in less reputable hosting centers, on
machines that are not usual Web hosts, or through not so
reputable registrars.

The block schematic for the host based analysis is shown in
following Figure.
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Figure: - Block diagram for host based analysis [14]

WHOIS

WHOIS Features: WHOIS [12] properties gives details about
the date of registration, update and expiry, who is the
registrar and the registrant. If phishing sites are taken down
frequently, the registration dates will be newer than for
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legitimate sites. A large number of phishing websites contain
IP address in their hostname [13]. So getting the details of
such hostnames will be helpful in efforts to point to phishing
sites, which can be obtained from the Whois features.

We aim to use Whols features of URL as the basis of
detecting phishing websites. We propose a novel solution,
Phishing Detection using Soft Computing and Machine
Learning, to efficiently detect phishing web pages using URL
and Whols features [13]. The convolution Neural Network is
used to train the network and finally detect the site is
Phishing or not. In a phishing attack, attackers can use social
engineering and other public information resources, including
social networks like LinkedIn, Facebook and Twitter, to
gather background information about the victim's personal
and work history, interests and activities [14]. With this pre-
discovery, attackers can identify potential victims' names, job
titles and email addresses, information about the names of
key employees in their colleagues and organizations.

Phishing is also used to learn someone's password or credit
card information [6, 9]. With the help of e-mail prepared as if
coming from a bank or official institution, computer users are
directed to fake sites.

The common information that is stolen by a phishing attack
is listed as follows:

+ User account number

* User passwords and user name

* Credit card information

* Internet banking information
AVOIDING PHISHING ATTACKS

A whitelist in the context of phishing detection is simply a
list of trusted websites. For CSS detection to work properly,
the list contains more than just the URL of the trusted
website. Each entry in the whitelist database contains six
strings: the URL of the trusted site, the domain of the site, the
title of the site, the CSS filename, the CSS domain, and the
CSS content of the file.

a. The URL of the trusted site:

The URL of the trusted site is used to periodically update the
CSsS information in the database. This is the URL of the
site such as “https:\\signin.ebay.com”.

b. The domain of the site:

The domain of the trusted site is the domain of the URL such
as “signin.ebay.com” and is used to determine whether the
current page displayed in the browser is on the whitelist or
not.

c. The CSS filename:

The CSS filename is the filename of the CSS file such as
“paypal.css” and can also be used during CSS content
detection to speed up detection by matching potential
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phishing site CSS filenames with filenames in the whitelist
database.

d. The CSS domain:

The CSS domain is the domain of the location of the CSS file
such as “secureinclude.ebaystatic.com”. Often the domain is
the same as the site domain, but in other cases such as eBay,
the CSS file is hosted on a different domain. Storing the CSS
domain is essential because if a match is found on a website
not in the whitelist, then it is most likely a phishing site
linking to the actual CSS file location of the legitimate site.

e. The CSS content of the file:

The CSS content is the actual text contained in the CSS file
that contains all of the style information. The CSS content is
used to compare with the CSS content of a possible phishing
site in order to determine if there is a match with a legitimate
site.

Il. LITERATURE REVIEW
A. Non-content based approaches

Now a days phishing detection schemes can be usually
divided into two categories:

Heuristics-based schemes:-

Heuristics-based schemes largely depend on features
extracted from URL and HTML source code, and then other
techniques such as machine learning are used to determine
the validity.

Blacklist based schemes:-

Blacklist-based schemes can only detect phishing sites that
are in the blacklist but cannot detect zero-day phishing
attacks that have appeared for days or even hours. It is
possible that new phishing sites may have already stolen user
credentials or even expired before being added into the
blacklist.

B. Detection  of Artificial
Neural Network

It is a method to classify the Uniform Resource Locator

phishing URL using

(URL) into Phishing URL or Non -phishing URL is
designed. To improve the performance of ANN, use of
particle swam optimization and classification training

should be done. A dynamic approach for detecting phishing
techniques is proposed which uses a single layer artificial
neural network. In this paper, In the First step of the
technique value of six heuristics are calculated using this
algorithm.

C. Anti-phishing single sign on model using QR Code:-

This technique addresses the problem of phishing on single
sign on authentication. Single sign on is an authentication
process that permits users single username and password to
access multiple applications or websites.

The technique uses QR codes since they do not need mobile
network data to read the data and it can store a large amount
of information. There are two phases in this approach;

e User Registration Phase: - In User Registration the user
receives a secret key which is later used in verification phase
to get access to the requested service.
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e User Verification Phase:-

In verification phase user requests service from the service
provider which sends the user identity to the identity
provider.

D. Earth’s Mover Distance (EMD)

EMD is a metric of the similarity between two probability
distributions over a region. The closer two images are, the
smaller the EMD value will be about using the hash value of
images in their work [19]. The authors have also calculated
pHash of a screenshot and evaluate the difference using
hamming distance between two hash values. They present
experimental results illustrating that adding a small change to
the original image will also lead a small increase in the
hamming distance.

E. RRPHISH

Because of maximum concurrent connections limitation to
the same domain for browsers, brand sites usually run
resource content on another domain, such as PayPal runs
CSS, JS and image files on paypalobjects.com.

RRPhish can automatically extend the blacklist which will
be an effective complement to the blacklisting method. For
different application scenarios, contain different algorithms
with different complexity, such as heuristic rules or machine
learning algorithms.

1. SYSTEM ARCHITECTURE

As we know, the attacker uses the number of methods to
obfuscate the URL. So, it is complex to detect all that attacks
but the ObURL detection algorithm can detect the maximum
number of URL obfuscation phishing attacks because
following test cases are perform for checking the phishing
site emails.
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Figure: - System Architecture
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1. Who is Domain

WHOIS is a question and reaction convention that is broadly
utilized for questioning databases that store the enlisted
clients or trustees of an Internet asset, for example, an area
name, an IP address square or a self-governing framework,
but on the other hand is utilized for a more extensive scope of
other data. The convention stores and conveys database
content in a comprehensible format. A WHOIS is a way for
you to search the public database for information about a
specific domain, such as the expiration date, current registrar,
registrant information, etc.

TABLE: - The following features are extracted from
Whois from URLSs

Features Significance

If IP address is used in domain
name, then website is phishing.

Having IP Addr

URL_Length Legitimate URLs have length of
nearly 75 characters, URL length

more than 75 is Phishing sites.

Shortening_Servi | Link sharpeners are used to fool

ce people.
Having_At Sym | Websites having an @ symbol are
bol Phishy in

Double_slash_re | If there is /1' then it can be
directing categorized as a Phishing Website.

Having Sub_Do | Legitimate Websites use only
main domain generally upto two level.
Websites having more than 3 dots
do it to include more domains
within a domain, are generally
Phishy.

URL_of Anchor | In legitimate websites the anchor
tag is connected to the same
domain as the source code, Phishy
websites have different domains.

Links_in_tags Links in tags lead to some
fraudulent websites.

Abnormal_URL | This feature is extracted from Who
is Database, Legitimate websites'
main identity is in the URL

Legitimate websites have an age of
six months; websites with more
than this age can be classified as
Phishing.

Age_of domain

Phishing websites will have low
page rank due to lack of links
pointing to them.

Page Rank

Links_Pointing_t | Phishing websites have links
0_page pointing to zip files that
- automatically get downloaded
containing malware.

Favicon Many existing user agents such as
graphical browsers and
newsreaders show favicon as a
visual reminder of the website
identity in the address bar websites.

DNS (Domain | If the DNS record is empty or not
Name  System) | found then the website is classified
Record as “Phishing”, otherwise it is
classified as “Legitimate.

Web traffic is the amount of data
sent and received by visitors to a
website. Phishing websites will
create huge web traffic.

Web Traffic

Website Traffic This  feature  measures  the

popularity of the website by
determining the number of visitors
and the number of pages they visit.

2. Built Detection Model using Convolution Neural
Network

The system can detect the phishing site using Convolution
Neural Network (CNN) technique. A CNN consists of an
input and an output layer, as well as multiple hidden layers.
The hidden layers of a CNN typically consist of
Convolutional layers, pooling layers, fully connected layers
and normalization layers. CNN will be used to train the data
analytics engine for recognizing the phishing site URL.

3. Avoiding phishing attacks:
A whitelist in the context of phishing detection is simply a
list of trusted websites.

1. The URL of the trusted site:

The URL of the trusted site is used to periodically update the
information in the database. This is the URL of the site such
as “https:\\signin.ebay.com”.

2. The domain of the site:

The domain of the trusted site is the domain of the URL such
as “signin.ebay.com” and is used to determine whether the
current page displayed in the browser is on the whitelist or
not.

3. The title of the site:

The title of the trusted site is the page title of the site such as
“Welcome to eBay” and can be used to speed up the
matching potential of phishing site titles with titles in the
whitelist Database.

4, Alexa Ranking

In case your site is ranked relative to other sites, changes in
traffic to other sites affect your site'srank. Every
day, Alexa estimates the average daily visitors and page
views to every site over the past 3 months. The site with the
highest combination of visitors and page views over the past
3 months is ranked #1. As phishing websites live for a short
period of time, they may not be recognized by the Alexa
database (Alexa the Web Information Company., 1996). if
the domain has no traffic or is not recognized by the Alexa
database, it is classified as “Phishing”. Otherwise, it is
classified as “Suspicious”.

V. ALGORITHMS USED

Convolutional Neural Network Algorithm

Convolution Neural Network Traditional feature learning
methods rely on semantic labels of images as supervision.
They usually assume that the tags are evenly exclusive and
thus do not pointing out towards the complication of labels.
The learned features endow explicit semantic relations with
words. We also develop a novel cross-modal feature that
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can both represent visual and textual contents. CNN is a
method of categorizing the images as a part of deep
learning. In which we apply a single neural network to the
full image. The steps in CNN are as follows: convolution,
subsampling, activation and full connectedness.

Feature maps

f.maps

f.maps

-
", Output
»

S C Fully

Convolutions

Figure: - CNN Algorithm

e Step 1: Convolution it is the primary layers that accept
an input signal are called convolution filters.
Convolution is a procedure where the network tries to
tag the input signal by referring to what it has learned in
the past.

e Step 2: Subsampling Inputs from the convolution layer
can be smoothened to decrease the sensitivity of the
filters to noise and variations. This smoothing procedure
is labeled as sub- sampling, and can be attained by
taking averages or considering the maximum over a
sample of the signal.

e Step 3: Activation the activation layer manages the
signal flows from one layer to the subsequent Output
signals which are strongly connected with past
references would activate more neurons, enabling signals
to be propagated more efficiently for identification.

e Step 4: Fully connected the final layers in the network
are fully connected, such that the neurons of preceding
layers are connected to every neuron in subsequent
layers. This imitates high Level reasoning where all
feasible path ways from the input to output are
measured.

V. EXPERIMENTAL RESULTS
There are following outcomes of our proposed system;

» Dataset
e Total No of Instances—> 11055
e  Phishing=> 6157
e Non phishing—> 4898

» Result and Analysis

We analyzed the prepared URL feature dataset using Naive
Bayes, Random Forest and SVM classifying algorithms in
WEKA.

The performance is then evaluated based on Confusion
matrix, Detection Accuracy, True Positive Rate and False
Positive Rate. The result is tabulated in TABLE 1. The
Support Vector Machine has the highest Success Rate
compared to other selected classifying algorithms in WEKA.

TABLE: - Classifier Performance - WEKA

Classifier | Confusion Accuracy | Error

Matrix (%) Rate
(%)

Naive

Bayes a b 66.133% 33.867%
3471 1427
2317 3840

SVM

a b 75.6038 24.3962%
4006 892 %

1805 4352
Random 76.3455 23.6545%
Forest a b %

3605 1293

1322 4835
CNN

a b 78.1818 21.8182%
3682 1216 %
1196 4961

80.00%
78.00%
76.00%
74.00%
72.00%
70.00%
68.00%
66.00%
64.00%
62.00%
60.00%

NaBayes SVM Random CNN
Forest

™ Success Rate (%)

Figure: - The Comparison of the classifiers

The above figure shows a comparison of confusion matrix,
Detection Accuracy and Error Rate of SVM, Naive Bayes,
Random Forest and CNN classifiers.

VII. CONCLUSION

Several features are compared using various data mining
algorithms. The results points to the efficiency that can be
achieved using the Who is features. To protect end users
from visiting these sites, we can try to identify phishing
URLs by analyzing their host-based features. A particular
challenge in this domain is that criminals are constantly
making new strategies to counter our defense measures. To
succeed in this contest, we need algorithms that continually
adapt to new examples and features of phishing URLSs.

The aim of the proposed system is to use Whols features of
URL as the basis of detecting phishing websites. We propose
a novel solution, Phishing Detection using Soft Computing
and Machine Learning, to efficiently detect phishing web
pages using URL and Whols features. The convolution
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Neural Network is used to train the network and finally
detect the site is Phishing or not.
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