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Abstract: There are countless choices for the way to store and access your data. There’s the disc drive on your portable computer,
the external disc drive you utilize for backing up and transferring information, network file shares, USB drives, and a lot of. With
numerous storage choices accessible, what makes cloud storage unique? what makes cloud storage more captivating is that files are
accessed and altered with ease. All you would require is a web affiliation and you'll access your files from any device, anywhere.
Most of the organizations are moving to cloud storage to acquire advantage of the larger information availability, vital value savings,
and information redundancy compared to conventional infrastructure. An important element of cloud data security is data integrity
— preventing unauthorized modification or deletion and guaranteeing that knowledge remains unchanged since originally uploaded.
This can be sometimes monitored by Third-party auditors appointed by the organizations. However, it can lead to high risks
associated related to knowledge integrity which incorporates human errors(procrastination), corporate executive threats (the
corruption of files), malicious intruders, compromised hardware, and configuration error, etc. Our resolution aims at resolving the
preceding issues. During this work, we tend to plan a unique integrity verification framework in a multi-cloud atmosphere for
securing cloud storage with the help of Ternary Hash Tree (THT) and Replica-based Ternary Hash Tree (R-THT). This helps to
perform continuous data auditing at fixed time intervals which will be set by the admin. Differing from existing work, the auditing
occurs at 3 levels-Block- level, File-level, and Replica-level with tree block ordering, storage block ordering for preserving data-
integrity and guaranteeing data availableness within the cloud. The auditing processes have a flow, initial the parent block checking.
If the parent block has any corrupted file, then the child node auditing happens. If the child nodes have any corrupted files, then the
File recovery process will be carried out by the checker automatically if the information gets corrupted while checking. Users will
cavil the cloud for file recovery. The outcomes depict that the planned secure cloud auditing framework is very secure and

economical in storage, communication, and computation prices.

Index Terms — Data-integrity, Automated auditing, Dynamic block split, File recovery, Block redistribution.

I. INTRODUCTION

Nowadays, it has become a common practice for education, healthcare, and other sectors to utilize the cloud environment for
storing and processing the business data, for acting as a backup repository to personal data such as photographs, mail archives,
contact details, and so on. Cloud services provide a massive amount of computing resources and storage space, which makes the
users eliminate the accountability of maintaining data at local machines. So, users completely depend on cloud services for their
data storage, availability, and integrity [30]. Even though cloud computing infrastructures and service providers are much reliable
and powerful, a wide range of threats to data integrity exists. Incidents of data loss and outages of significant cloud services appear
day to day. Contrarily, the Cloud Service Provider (CSP) may face Byzantine failure problems occasionally, may remove hardly
ever accessed files, and may decide not to showcase the data loss errors to DO for maintaining the reputation [1][2][3]. Unless the
third-party auditor (TPA) or the Data Owner (DO) checks the coherence of the stored data, the extent of data confidentiality of the
outsourced data is unknown. The major concern with the access of information in the cloud is to preserve data integrity at disloyal
cloud servers. Many researchers [5-23] have proposed various schemes to address data integrity verification problems in the cloud
data storage. In existing schemes, the role of verifiers falls either in private data auditing or in public data auditing. In private data
auditing, DO takes the responsibility to monitor the precision of files saved in CSP. In public data auditing, DO rely on trusted

third-party auditor for challenging CSP against integrity verification. Both types of auditing are performed without having
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knowledge of actual data files. The inconsistent data blocks are capable of being found through data auditing techniques, but the

methodology to localize the error blocks and correcting them across the replica blocks are left as an open issue.

Il. RELATED WORK
This work has its foundation from previous works where the data of the client has been stored in the cloud and accessed with

ease without the need to download the entire data in order to check the integrity of the data [1]. The system mentioned above relays
on a third- party auditor, who continuously checks the integrity of the data [2]. Auditing protocols put forward are reliable and
coherent, especially it curbs the charge of auditor. All the protocols used are privacy-preserving which doesn’t reveal the data to
the auditor [5]. It removes the burden of verification from the customer and eliminates the fear of data leakage [5]. It involves
dividing the data into blocks and storing it into multiple servers. Of all these advantages, the disadvantages including procrastination
of auditing by the auditor which may lead to data corruption and data loss. He may also get compromised by some other dealers
which may lead to the trade of our private data. It also involves higher costs for the dedicated protocols (security related) used in
the existing systems [1]. Moreover, the system does not immediately offer any guarantee on data integrity and availability and also

insufficient to detect data corruption [6] [10].

I1l. PROPOSED WORK
In our solution, the file which is uploaded by the user will get split into blocks. This is done by Dynamic Block Generation

algorithm. These blocks will be stored in multiple clouds in Ternary Hash Tree format. In this tree, the root hash value is used to
check data integrity of the data blocks. FAT (FILE ALLOCATION TABLE FILE SYSTEM) has all the metadata with proper
indexing for various chunks of stored file. Time interval will be fixed by the admin. The continuous auditing process will be carried
out based on the fixed time interval. This helps the verifier to perform Block and File level checking. If the attacker corrupts the
data, it will be notified in FAT file system as “File corrupted” and then the file will be recovered. The continuous auditing system
has a hierarchy. Firstly, parent block will be checked. If it has any corrupted file, then child node auditing will be done. If it also
has any corrupted file, then file recovery is done. If the corrupted block is not checked during the particular time interval, then user

can get their file recovered when they try to download it.

IV. MODULES
e Configuration of server

e Uploading data and Block Split
e File Integrity checking and update in FAT

e Automatic recovery of file
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VI. CONFIGURATION OF SERVER
Admin has the access to configure multi-cloud server. For each cloud, server IP address and Port number will be assigned by

the admin. Then a server architecture will be created after the number of servers selected by the admin. This setup can be re-

configured by the admin if he wishes to do so. FAT file will be modified accordingly once the server is re-configured. Time interval

for continuous auditing will be set by the admin. Based on the fixed time interval, data integrity checking process will take place.

VII. UPLOADING DATA AND BLOCK SPLIT
Initially, user need to register to use the web application. Personal details of the user are required to complete the registration

process. The server in turn stores all these details in the database. Once the registration is done, the user can login using the username
and password and can upload the files in the server. Once the file is uploaded by the user, it gets split into blocks using Dynamic
block generation algorithm. Before storing the data in FATFS, each block will be appended with a signature using MD5 algorithm.

After the data is stored in cloud, encoding is done by Base64 algorithm.

VIIl. UPLOADING DATA AND BLOCK SPLIT
Initially, user need to register to use the web application. Personal details of the user is required to complete the registration

process. The server in turn stores all these details in the database. Once the registration is done, the user can login using the username
and password and can upload the files in the server. Once the file is uploaded by the user, it gets split into blocks using Dynamic
block generation algorithm. Before storing the data in FATFS, each block will be appended with a signature using MD5 algorithm.

After the data is stored in cloud, encoding is done by Base64 algorithm.
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IX. FILE INTEGRITY CHECKING AND UPDATE IN FAT
For various chunks of data which is uploaded by the user, FATFS will have proper indexing and metadata. Remote Integrity

Checking for these data will be performed by the verifier. During this checking process, only random blocks will be checked instead
of checking the entire file. Since only random blocks are checked and not the entire file, it will protect the user privacy from third

party verifier. The data-integrity checking is done in two steps namely Block level and File level.
BLOCK LEVEL CHECKING

In block level integrity checking, totally three signatures have been created.

o Signature of the block retrieved from the FATFS.
e New signature is appended for the block which is to be checked.

e Signature which is already stored in the cloud is appended with the signature fetched from the block
For block level Integrity checking, all of these above three signatures have been reviewed.
FILE LEVEL CHECKING

All these block contents are joined so as to perform File level verifying process.

X. AUTOMATED FILE RECOVERY
If any one of the blocks in the cloud server is corrupted by the attacker, it can be found during data integrity checking which

is done by the verifier, Then the file recovery process is done automatically. If that particular corrupted block is not checked during
random block checking, it can be found and notified when the user tries to download the file and then file recovery takes place.
Every time when the user tries to access the file, it gets reallocated dynamically to ensure access confidentiality in the cloud and
FAT file will get updated accordingly. Auditor will perform continuous auditing based on the time interval and certificate will be
provided based on the cloud performance. When a new user wishes to register, they can view the certificate and then decide to

create an account in the cloud.

XI. ADVANTAGES

e Automatic file reclamation

e  Dynamic block split

e Preserving Access Confidentiality: Every time when the user accesses the file, the blocks will be reallocated dynamically.
e  Privacy protection.

XIl. EXPERIMENTAL RESULTS
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2. FILE UPLOAD PAGE
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5. FILE RECOVERY NOTIFICATION
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XI11.CONCLUSION
The continuous File level, Block level and replica level auditing are performed for ensuring data integrity of the files which

is uploaded. Since we are picking few random blocks to perform auditing, it helps in making sure the computational efficiency of
our system. Data consistency is preserved with the help of replica level auditing in the cloud. When the corrupted blocks are
localized during continuous auditing, it is corrected to fulfil the requirement of a real time application. Most importantly, privacy
of the user data is preserved, since we choose blocks for checking in a random order. So that the TPA cannot access the complete
data of the user. This helps our system to overcome the drawbacks of the existing work. Our future goal is to implement this
application for data sharing and therefore to ensure the integrity of the data which is shared and accessed by the group of users.
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