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Abstract: Increasing in Criminal activities adversely affects any country’s economic growth including quality of life of the peoples. There has
been enormous growth in crime rates in recent years. Recognizing the patterns of criminal activity of a place is paramount in order to prevent
it. Many governments are trying to use advanced techniques to tackle such issues.

The aim of the study is to identify the crime rate and solve crimes faster based on the data collected. The relationships exist among the various
crime types and crime Variables. Scrutinizing this data set can offer insight into criminal activities. Here we are using a random forest algorithm
to build a prediction model for identifying the various crimes. The comparison of various Supervised Learning Algorithm i. e Support Vector
Machine, KNN, Decision tree, and Naive Bayesian is done against Random forest.

Keywords: Crime Rate Analytics, Machine eLearning Approach, Crime Prevention, crime types, prediction model, Data Collection, Dependent
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l. INTRODUCTION

Past 1 year, crimes in India have seen a spike. Increase in the misdemeanor, like theft, murder, rapes, and kidnapping can affects
the peoples and life badly along with countries financial growth as additional police forces, courts are required for solving the crime
issues [1]. The rise in crimes, generate massive data every year by the law enforcement organizations [2]. So it becomes challenging
to analyze crime manually and implement decision for avoiding crimes in future. Today, criminals are becoming technologically
advanced, so there is a need to use advanced technologies to keep police ahead of them. Reducing the crime rates have turn out to
be a very important and yet challenging task. It is significant to recognize different features, existence relations of crimes and thus
determining enhanced technique to reduce crimes rates.

According to the research there are certain region where majority of the misdemeanor happens compared to others. Criminals are
mostly active and operate in their comfort zones [3]. There is certain relation between underlying pattern of crime and the region or
an area’s. Predicting such crime patterns is an important to develop more efficient strategies either to prevent crimes or to advance
the investigation efforts based on previous data availability like case description, location, date and time.

Here, we can extract valuable information from an unstructured data. By using random forest techniques prediction of the crime and
its types with crime locations is done. Such crime data analysts can benefits the Law enforcement officers to accelerate the crimes
solving procedure.

1. LITERATURE SURVEY

Papers used to study Data Mining Techniques for crime detection are explained below;

S. Sathyadevan and S. Gangadharan.“CRIME ANALYSIS AND PREDICTION USING DATA MINING”, 2014 IEEE
Conference
Method: - For identifying trends in crime place, clustering crime-prone areas, and visualizing patterns across maps, a number of
techniques are used.
Dataset: - The real-time data, which primarily consists of blogs and social media feedback, as well as posts, was stored in Mongo
DB.
Techniques used: - Three approaches are used in this crime detection and forecast approach:

o Naive Bayes Algorithm.

e Apriori Algorithm

e Decision Tree Approach.
Description: - The technique is proposed for forecasting or evaluating places with a high probability of violence.
This work also aids in the visualization of crime-prone areas as well as criminal profiling. The proposed framework was able to
forecast crime activity on a day-by-day basis as well as crime-prone regions/locations in India.
Accuracy: - Naive Bayes algorithm gives approximately 90% accuracy for their dataset.
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Advantage: - Visualization of crime-prone regions- The proposed work's primary asset is the ability to forecast the areas where
crime is most likely to occur today.
Disadvantage: - The data was manually gathered from the Libyan police force.

D. Z. Zubi And A. Mahmmud “CRIME DATA ANALYSIS USING DATA MINING TECHNIQUES TO IMPROVE CRIMES
PREVENTION” 1JCA.
Method: - Data mining algorithms
Dataset: - The dataset was taken manually from Libyan police department.
Techniques used: - DM (Data mining) algorithms used are;
e Association Rule Mining
e K-Means Clustering.
Description: - The Methodology is to extract crime patterns and clustering them to classify crime records. The Technique was able
to extract Relation between criminal age and no of crimes is high. For investigation, clusters are created based on location and crime
type.
Advantage: - is analyzing crime patterns become easy due to clusters.
Disadvantage: - is cannot predict for multi-modal data or high dimensional data.

Sunil Yadav, et.al. “Crime pattern detection, analysis and prediction” IEEE Conference 2017
Method: - Data mining algorithms and correlation and regression.
Dataset: - The data was obtained from India's online server (2001-2014).
Techniques used: - DM (Data mining) algorithms used are;
e  Apriori.
e K-Means Clustering.
e Naive Bayes.
o Correlation and Regression.
Description: - Creating clusters and mining regular results, grouping and identifying correlation, and regression from a dataset are
all part of the technique. Detect violence in numerous states. The methodology was able to establish a 0.98 association between state
and crime rate. Regression reveals that only three cases out of ten are found guilty of the charges.
Advantage: - Predictions of crime are made dependent on states and age ranges in comparison to dates.
Disadvantage: - It is impossible to estimate crime hotspots in terms of time because there is inadequate evidence.

And Machine Learning Techniques include same additional making use of images for crime detection and prediction are
as shown below.

“Prediction of Crime Occurrence from multi modal data using deep learning” Research Article, 2017.
Method: - Machine Learning Approaches
Dataset: - The dataset used was American Fact-Finder 2014, weather data, Google street view images.
Techniques used: - The Techniques used are;

e DNN

e Pearson Correlation -Coefficient Analysis

e SoftMax classifier
Description: - The technique consists of fusing multi-modal data and using police enforcement reports in specific locations to
forecast the likelihood of crimes. Multi-modal data fusion with DNN has an accuracy of 84.25, and it can also efficiently fuse multi-
modal data with environmental background information. The paper uses previous illegal activities to predict crime events.
Advantage: - It fits well for multi-model data and high-dimensional data.
Disadvantage: - Weakness is the DNN — The DNN-based crime incidence and forecast cannot be used on inadequate evidence,
which is a flaw.

Mahmud-Zinnah “CRIMECAST: A Crime Prediction and Strategy Direction Service” IEEE, 2016.

Dataset: - The dataset is prepared, probability of crime i in location s is calculated, hotspot detection is done, & using ANN crime-
cast is implemented.

Description: - Calculating each crime's risk factor based on its position. ANN is used to measure the risk factor of each crime for
each venue. The framework proposed CRIMECAST, a crime prediction model with mathematical and ANN implementation.
Advantage: - Strengths is the ANN implementation gives us more precise prediction than mathematical implementation

Text/ NLP-based methods

Ehab Hamdy, et.al, “Criminal Act Detection and Identification Model”, Proceedings of 7th International Conference on Advanced
Communication and Networking
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Dataset: - Sensor data, security camera records, social media updates, and messages are among the specifics found in the datasets.
Description: -

Input Used: - Crime records, age, previous convictions, countries visited, birthplace, average ATM use, types of crimes Entrance
based on the time of day, crime hotspots, and errors made by victims.

Pre Processing: - Organizing data in the form of some mentioned parameters like Time, Final Movement, Frequency Rate, Video,
Images, and Audio

Feature Extraction: - Sliding window resemblance matching for sensory representations semantics of text Lexical processing and
Natural Language Processing were used to interpret the text content (NLP).

Classification/ Clustering: - To predict the resemblance of a given input to a suspect object or position, a qualified classification
model is used.

Outcome: - Suspicious conduct is divided into three categories: "High," "Medium," and "Low." Advantages: - Take into account
location feeds and smartphone user data

Disadvantages: - Not providing a good picture of how criminal activity is processed and compared.

11, PROPOSED METHODOLOGY
A. Architecure

The proposed system helps to detect the criminal activity in a geographic area to understand the underlying pattern of the crime
the area suffers from. The module wise description of the proposed system is given below:

Machine Learning-Based Predictive Modeling Approach for Criminal
Activities
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Fig 1: System Architecture

1. Data Uploading and feature understanding: The data downloaded from kaggle is preprocessed first so that we can
extract important features that are quite natural for predicting the crime. Such as few streets or locations, date and time,
areas have a higher concentration of criminal activities compared to others.

This data is used as input to the system to predict and solve crimes at a much faster rate. The main features used for crime rate
detection are as follows:

a. Case_ Number

b. Crime occur_ Date

c. Primary_Type

d. Case_ Description

e. Location_ Description
f.  Arrest

g. Domestic

h. Ward

Different studies and researches have shown that significant concentration of crime happens at micro level of a region. Also, an
overall study of criminal activity in a geographic area helps to understand the underlying pattern of the crime the area suffers from.

2. Dependent Variable Analysis: Dependent variables or Predicted variables are the ones that help to get the factors that
mostly dependent on crime-related variables. For example, the Code for the type of crime (iucr) has nothing to do with
the crime rate prediction or it is least bother for the prediction. So here by using the dataset, we achieve the terms or the
factor that is mostly affecting to make crime prediction.

The analyzed data is visualized for the word to vector formation and on this fine-tuned data we can apply the algorithm to get the
final result.

JETIR2106016 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | allv


http://www.jetir.org/

© 2021 JETIR June 2021, Volume 8, Issue 6 www .jetir.org (ISSN-2349-5162)

3. Analytics: Exploratory Data Analysis is an initial process of analysis, in which you can summarize characteristics of data
to can predict numerous crimes and predicting the type of crime, probable location, which may happen in the future
depending upon various conditions.

4. Built Prediction Model: The system builds a prediction model by using a random forest technique. It is one of the
ensembles learning technique which consists of several decision trees rather than a single decision tree for classification.
While classifying all the trees in the random forest gives a class to an unknown example and the class having maximum
votes will be assigned to the unknown example.

The techniques perform dependent variable analysis and word-formation vector to Predict Important Aspects Of Crime detection
and prevention.

The data analysis helps to identify useful features for building a predictive model, Such as Predicting arrests for a given type of
crime in a given location and predicting the number of crimes in particular on a given day and time.

B. Algorithm
Random Forest Algorithm:

Random Forest algorithm is a supervised classification algorithm. The decision tree gives a tree like structure to show the possible
significances. The decision tree creates some set of rules using targets and features to give the prediction.

The technique mainly has two stages like random forest creation and prediction.

A Random Forest Creation:

1. Select “K” attributes from overall “m” where k << m, randomly.

2. Between the “K” features, estimate the node “d” using the finest split point

3. Divided the node into daughter nodes by the best splitting.

4. Repeat the 1 to 3 steps till “I” number of nodes has been reached.

5. Create forest by iterating steps 1 to 4 for “n” number times to create “n” number of trees.
B. Prediction Using Random Forest Classifier:

1. Consider the test features and use the rules for every randomly created decision tree to find the result and stores the predicted
outcome (target)

2. Analyze the votes for each expected target
3. Consider the high voted predicted target as the final prediction from the random forest algorithm.

V. RESULT AND DISCUSSION

The proposed system builds a prediction model for forecasting the arrests for a given crime. System accuracy is evaluated using the
classification report generated.

Here we have used a total of 100000 records for experimentation.
Total Records --> 100000

Training Records --> 75000

Testing Records --> 250001.

The classification report for the above-mentioned algorithm is given below, where,
Class a represents --> No Arrest
Class b represents --> (Yes) Arrest

TABLE I: Classification Report for Random Forest

a b
a | 21150 | 4059
b | 1089 | 23936
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TABLE II: Classification Report for SVM

a b
a | 19077 | 6132
b | 1975 | 23050

For above mentioned classes i.e. for class a & class b the accuracy and precision is calculated based on TP (True Positive), TN (True
Negative), FP (False Positive), and FN (False Negative).

TABLE I11: Confusion Matrix for Random Forest

TP TN FP FN
a_ | 21150 | 23936 | 1089 | 4059
b | 23936 | 21150 | 4059 | 1089

TABLE IV: Confusion Matrix for SVM

TP N FP_[FN
a_ | 19077 | 23050 | 1975 | 6132
b | 23050 | 19077 | 6132 | 1975

Depending on the above TP, TN, FP & FN values the Accuracy, Precision are Calculated by using the below formula:
Precision = TP / (TP+TN)

Accuracy = (TP+TN) / (TP+TN+FP+FN)

F-score = 2*TP/ (2*TP+FP+FN)

The algorithm comparison in terms of Accuracy, Precision is given below:

TABLE V: Algorithm Comparison

Algorithm Accuracy | Precision F1-
Score

SVM 73.86 65.68 71.48

Random Forest | 85.65.75 81.1 85.15

The graphical representation of the above table is given in figure below:

Accuracy Comparison

» SVM

» Random Forest

Accuracy Precision Fi-Score

Fig. 2 Graphical Representation of Algorithm Comparison
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Fig. 3 Time Series Prediction for Crime Data

The graph tell us that according to time featured there are more crime at midnight then it is decreased and it is again increased at
morning. The X coordinate denotes the time and Y coordinate denotes number of crime.

l. CONCLUSION

The proposed system helps the enforcement agencies to have a prior assumption of the type of the criminality and it would give
them strategic advantages to resolve cases faster. The system detect the crime rate and improves the investigation speed

depending on the collected data. Random forest algorithm is used to build a prediction model for recognizing the various crimes.
Dependent variable analysis and word-formation vector helps to detect important aspects of crime and prevention. As compared to
popular algorithm like Support Vector, Random forest is gives higher accuracy for crime prediction.

The proposed model helps us to analyze the time series crime data. Time Series Analysis helps in understanding the patterns in the
data. As the crime is also time dependent, Forecasting of future crime events can be performed on such data which is dependent on
Time. We can find the maximum crime has happened previously in certain time period, year-wise crime using the available crime
data. We are more likely to use ARIMA model for time series prediction of crime.
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