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Abstract :  The primary motive of this system is to protect USB drives. A USB drive is a drive that transfers data at fastest verbal 

exchange velocity. In maximum cases, it is possible to lose information, because of a person can delete the facts and once in a 

while the USB may be stolen. The facts can be private or legitimate. If the information is stolen, facts may be misused, which 

means random human beings will misuse the records. The nuclear password or navy password is also stored in USB, and while an 

authenticated man or woman connects the power, simplest statistics may be retrieved. Therefore, it's miles quality to construct a 

device that doesn't allow get right of entry to information until the person profits get admission to rights. This paper will attention 

on who can protect USB drives through hardware. The great part of the system is that we are able to stop the information being 

transmitted on request. If the consumer is authenticated, simplest he/she can retrieve the statistics. To this quit, we're creating a 

system that is completely hardware-based and might transfer transistors. But the USB force is still stolen, the proprietor sends a 

predefined command to the USB force, after which it'll show the contemporary location. 

 

IndexTerms - Flash drive, USB data blocking, By-directional SMS. 

I. INTRODUCTION 

 

USB (Universal Serial Bus) garage devices are one of the most appropriate and popular to shifting records between unique 
computers. USB can be visible because the renewal for ZIP- drives, Floppy disk and all that type of media. 

Miserably, there may be a possibility of information theft and records leakage. This can be minimized and overcome with 
cognizance, care and by the usage of correct gadgets or gear to comfy the facts.  

As we all recognize, there are numerous software to ensure the safety of Pen-Drives software. In many universities or 

organizations, there are problems with USB, this means that it cannot be linked/unrecognized. In reality, this isn't a USB trouble, it 
could guard the laptop from such drives. However the safety of USB is still a large difficulty. 

So far, all systems related to the implementation of USB safety are software-based totally. But this is a hardware-based system 

which can guard USB. 

 

 

II. PROPOSED SYSTEM 

A. Model Of The System 

 

Below figure shows the model of system. 
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Fig.1- Model of the system 

 

We are offering an embedded solution for USB security gadgets. In this solution, we have used the ATmega 328 
microcontroller for embedded C programming, for region detection, GPS is used and GSM for sending and receiving SMS. 

 Each time a consumer wants to access his USB, as long because it starts operating, there's want to send a particular command 

to the USB. Secondly, if a person discovers that his USB tool is stolen at that point, the user wishes to ship a particular command to 
the system and the inner user will get the area of the USB force. 

 

B. Block Diagram Of The System  

 

 
Fig.2- Block Diagram of the system 

 

In our proposed system, we used one chip i.e. Microcontroller ATmega328 which is a low power CMOS 8 bit Microcontroller.  

The figure 2 shows the USB driving force and control circuit, where GPS and GSM work one at a time. Each GPS and GSM 
send their readings to the controller SMD. Here, we're using the ATMEGA 328 controller, that is the centre of the system. 
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Whilst we connect Pen-Drive to the device, the controller will switch on. Now, we have to ship a predefined command 

including "ON", and then this message can be dispatched to the controller through GSM. The controller will take a look at the 

command with the assist of programming. If the command matches with the predefined command, most effective the information 
consumer can get entry to the facts. Otherwise, USB will no longer allow unauthorized employees to get right of entry to it. 

 

C. Progression Work Diagram  

 

Below diagram is for secure data transfer technique for USB drive. 

 

 
 

Fig.3- USB Security system 

 

USB control circuit is totally  transistor based circuit. With the help of transistor switching we will ON or OFF the Pen-
Drive at unique time. Information is transferred consistent with the speed of transistor switching. 

We've got visible a couple of instances, with the help of transistor switching LED receives ON or OFF as well as buzzer 

gets ON or OFF however we've got in no way seen that transistor can prevent the statistics. 

While the base is active, emitter shots with collector i.e. data came via collector and is passes through emitter means if it go 
to the depletion layer then there may be a probabilities of deleting the records or records hacking. 

 

 

III. ADVANTAGES OF THE SYSTEM 

 Stop data access by unauthorized person 

 Block pen drives anytime, anywhere 

 A self-powered system, even if an unauthorized person is not using it, also be used to detect the location of the pen 

drive. 

 Embedded integrated system will respond to user’s praise for using SMS 

 Make the device compact and light, use it as an extension of a normal pen drive without increasing its size 

 If someone uses the pen drive without authorization, it will track its location. 

 

IV. APPLICATIONS OF THE SYSTEM 

 This project will help to secure USB drive from unauthorized data collectors 

 This system will help to find lost drives 

 

 

 

V. RESULT 

At the beginning, our system isn't in operating mode i.e. it is in off state. Whilst we connect Pen-Drive to system, controller will 

ON automatically. After that we ought to ship a selected command like “ON”, then this message is going to a controller through 

GSM. Controller will test the command/message with predefined command. If the command suits with the predefined command, 

most effective the information user can get right of entry to the information. Otherwise, USB will no longer allow unauthorized 
personnel to get admission to it. 

If the USB is stolen then we need to enter command like “FIND”, then with the assist of GPS we are able to tune/track the 

place. 
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VI. CONCLUSION 

In this article, an idea of finding a Pen-Drive is proposed and designed with the help of a circuit, and the belief of the circuit is 

proven in the MATLAB Simulink model. The version offers the result and adds it to the GPS. The barcode feature makes it easy to 
locate any object. With the assist of this device, we will prevent statistics/Pen-Drives from being stolen or misused. 
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