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Abstract: Cloud computing is more and more
well-liked nowadays. Cloud services like data-
outsourcing services offer a growing sort of
user’s access to cloud storage for large quantities
of data, and enterprise square measure turning to
cloud storage for cost-efficient remote backup. In
2011, DEPSKY (Dependable and Secure Storage
in Cloud of Clouds) overcomes the restrictions
that under the effectiveness of cloud storage: loss
of convenience, loss, and corruption of data, loss
of privacy, and marketer lock-in. DEPSKY lacks
an error detection mechanism and comes with
significant computing prices. Therefore, we have
got a bent to propose a replacement data-
outsourcing theme overcoming not only the four
limitations, however conjointly the shortcomings
of DEPSKY. We have got a bent to use time
server for memory management on cloud, once
point in time crossed for the file that files
mechanically destroy from the cloud. During this
manuscript, we have got a bent to switch
Nyberg’s accumulator and apply it to our three
projected error-detection strategies. Moreover, we
have got a bent to specially style a fast recovery
methodology that's quicker than DEPSKY and
various strategies [8] [9] [14].
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INTRODUCTION

Compared with the traditional method of

exploitation of code, SaaS (Software as a service)
may be a lot of convenient and versatile for the

users. In recent years, many SaaS merchandise is
introduced, like Amazon S3, Amazon EC2,
Microsoft Azure Blob Storage, Drop box, and
Google Drive. These on-line services give sample
space for storing, historic knowledge back-up and
transmission synchronization between multiple
devices, with knowledge files protected by cloud
services for handiness and
dependability[6][7][10].

Furthermore, cloud-storage services have
becomes increasingly prevalent in lifestyle,
enabling users to share data, backup documents,
and even develop special systems under SaaS.
The unavailability of cloud service may be a
common phenomenon on the web. Cloud-service
providers could also be trustworthy, but
malicious outsiders and insiders are a significant
problem. This is often a critical concern when the
info in question contains private information like
health records, billing records, and Master card
information. A vendor lock-in issue refers to a
little  number of cloud-service providers
dominating the market. Users are going to be
affected when the cloud-service provider adjusts
the policies of the service. Some cloud-service
providers might suddenly terminate the service or
limit the transmission flow. To the simplest of
our knowledge, we are the primary ones to use
the (t; L; n) ramp secret sharing scheme to the
cloud-of-clouds approach to putting together a
data-outsourcing scheme. Furthermore, we also
modify Nyberg’s fast accumulator to be our error
detection fundamental. Moreover, we construct
three different error detection methods for various
situations. Finally, design a fast-recovery method
to repair any errors that can't be recovered by the
cloud service provider. Our fast-recovery method
also preserves the privacy of cloud-service user's
[11] [212] [13].
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LITERATURE SURVEY

DEPSKY (Dependable and Secure Storage in
Cloud of Clouds)

Chun-I. Fan et.al.,  have proposed the technique
of literature survey. In this paper DEPSKY shows
and overcomes four limitations that under the
effectiveness of cloud storage: loss of
availableness, loss, and corruption of information,
loss of privacy, and vendor lock-in. a replacement
data-outsourcing theme overcoming not only the
four limitations, however additionally the
shortcomings of DEPSKY. During this
manuscript, modify Nyberg’s accumulator and
apply it to a few projected error-detection
strategies [1].

Collaborative Web based Cloud Services for
E-Learning and Educational ERP

A.R.Khan et.al., have proposed the technique
collaborative web service ERP today is extremely
expensive and it isn't easy to acquire it because
educational institutions have limited budgets. So
in this paper designed a modular system which
may provide the tutorial systems more facilities
with less budget also the system is going to be
web-based and it will have a pay as you go model
which may be achieved using the cloud-based
Educational ERP. E-Learning tool provides
sharing of contents and knowledge with the
scholars, which is restricted to the users. This tool
has the Pay As You Go (PAYG) model due to
which today's expenditure of the organization
will reduce [2].

Scalable Distributed Service Integrity
Attestation for Software-as-a-Service Clouds

Juan Du, et.al., have proposed the technique
of literature survey. In this paper Software-as-a-
service  (SaaS) cloud-enabled  application
providers to deliver their applications via massive
cloud computing infrastructures. SaaS clouds are
susceptible to malicious attacks. During this
paper, present IntTest, a scalable and effective
service integrity attestation framework for SaaS
clouds. Moreover, IntTest can upgrade result
quality by replacing bad results produced by

malicious users with good results produced by
benign service providers. Here implemented the
IntTest and tested it on a production cloud
computing infrastructure using IBM System S
stream processing applications.  Experimental
results show that IntTest is able to do higher
attacker pinpointing accuracy than existing
approaches [3].

Adaptive Media Coding and Distribution
based on Clouds

M.H. Jeon, et.al., have proposed technique
of literature survey N-Screen. N-screen service
has been drawing attention due to the widespread
use of varied smart devices. An N-screen service
may be a service which will use equivalent media
content regardless of the sort of connected device.
Thus, during this paper, propose a framework that
creates it possible to flexibly create media
contents by employing a cloud computing
environment. especially, one among the most
characteristics of the proposed framework is to
define the encoding process of media contents as
a service concept and to supply a low-cost high-
efficiency media contents encoding environment
supported SaaS (Software as a Service), a service
model of cloud computing[4].

Towards Secure and Dependable storage
Services in Cloud Computing

C. Wang et.al., have proposed technique
of literature survey investigates the matter of
knowledge security in cloud data storage .The
proposed system investigates the matter of
knowledge security in cloud data storage. To
realize the supply and quality of cloud data
storage service for users, the proposed system
designs a distributed scheme with explicit
dynamic data support that has block update,
delete, and append. It also relies on erasure-
correcting code within the file distribution
preparation to supply redundancy parity vectors
and guarantee the info dependability. The homo-
morphic token with distributed verification of
ensures coded data, which achieves the mixing of
storage. The system ensures the safety and
dependability of cloud data storage under the
aforementioned adversary model [5].
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e COMPARISION TABLE OF LITRATUTR SURVEY

Table 1: Comparision Table

Sr.No Title Description Technology
1 Dependable Data Outsourcing | Replacement of data outsourcing | DEPSKY (Dependable secure
Scheme Based on Cloud-of- not only overcome limitations storage of cloud of clouds)
Clouds Approach with Fast but also additionally the
Recovery[2018] shortcoming of DEPSKY and
modify Nyberg’s accumulator.
2 Collaborative web based cloud | Collaborative web based cloud Collaborative web services for
services for e-learning and services for e-learning and e-learning tool
educational erp[2014] educational ERP.
3 Scalable distributed service Int-test a scalable and effective Int-Test
integrity attestation for service integrity attestation
software-as-a-service framework for software -as —a-
clouds[2014] service cloud.
4 Toward secure and dependable | System design a distributed Secure and dependable storage
storage services in cloud scheme with explicit dynamic services
computing[2014] data support that has block
5 Adaptive media coding and N-Screen service framework that | N-Screen
distribution based on create media content by
clouds[2014] employing a cloud computing
environment

I11.  PROPOSED SYSTEM

Figure 1 shows the system Architecture of
develop a scheme. In the system
architecture  user firstly login into both
primary as well as secondary cloud then user
can upload data file with time server and
token  when user upload data file on
primary as well as secondary cloud then this
data file can divided into parity shadows.
Users verify file by using Batch, Ring and
single detection technique. If any shadow
hacks then the user sends a regeneration
request to the secondary cloud and it will be
regenerated .when other users wants to
download data files user can send request
to cloud service provider and get response
from cloud service provider that you can
download data file .Users can download
data file with time server and token. In the
proposed system  one another concept is
used i.e. Collaborative filtering in this user
recommended that files mostly
downloaded.
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e SYSTEM ARCHITECTURE
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Figurel: System Architecture

IV. ALGORITHM OF PROPOSED
SYSTEM

e AES Algorithm
Stepl: Derive the set of round keys from the

Cipher key.

Step2: Initialize the state array with the block
Data (plaintext).

Step3: Add the initial round key to the starting
State array.

Step4: Perform nine rounds of state
manipulation.

Step5: Perform the tenth and final round of

state manipulation

Step6: Copy the final state array out as the
encrypted data (cipher text) [15]

A. Encryption:

The encryption function is Encrypt (MSG,
X). Sender decides about the access tree X.LSSS
matrix R. Sender encrypts message MSG as
follows:

1. Choose a random seed s € Zq and a random
vector ve , with s as its first entry; h is the
number of leaves in the access tree (equal to the
number of rows in the corresponding matrix R).

2. Calculate 2A,- R, .v, where R, isarow of
R.

z"
3. Choose a random vector ® € q with 0 as
the first entry.

For each row Rx of R, choose a random px € Zq
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The following parameters are calculated:

Where,JI(x) is mapping from Rx to the attribute i
that is located at the corresponding leaf of the
access tree. The cipher text C is sent by the
sender (it also includes the access tree via R
matrix):

C=(Rm,Coy {C1x Cyyx C3x VX})

B. Decryption
Decryption proceeds as follows:
Cq1, x°(H(UW),C3 4

1.For each x € X dec()= :
e(Skrt(x),‘u'CZ,x)

2. Uy Compute MSG = Cy /1T

ex' dec(x).

C. OUTPUT
Getting the appropriate file in Encryption

Format and Decryption Format [15]

V. RESULTS

e MD5:Message Digest Algorithm
Step 1:  Append Padding Bits.  The
message is "padded" (extended) so that its length
(in bits) is congruent to 448, modulo 512.

Step 2: Append Length. ...

Step 3: Initialize MD Buffer. ...

Step 4: Process Message in 16-Word Blocks. ...
Step 5: Output [15]

ADVANTAGES

Provide more security.

Users store their data on different
Servers.

Detect hacked files of Users.

More efficient.

Table 2.Result Graph Table

Operations on File Encryption Decryption

Upload File 1.8 sec 1.7 sec
Split File 1.6 sec 1.6 sec
Verify File 2.4 sec 2.3 sec
Download File 1.7 sec 1.6 sec

Table 1 shows the result of graph. In graph table
the first operation perform on file is upload file
and its encryption time is 1.8s and decryption
time is 1.7s. Second operation perform on file is
split file and its encryption time is 1.6s and
decryption time is also 1.6s.Third operation

perform on the file is verify file and its
encryption time is 2.4s and decryption time is

2.3s.

Fourth operation perform on file is

Download file and encryption time of file is 1.7s
and decryption time is 1.6s.
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Figure 2: Result Graph

Figure 2 shows the Resulted Graph. In time in seconds. In graph shows blue color for
this shows time required for encryption and encryption operation and red color shows
decryption of data is given. The Horizontal X- decryption operation. Operation perform on data
axis represents the operations on data file and file is upload file, split file, verify file and
vertical Y-axis represents the required execution download file.

Recovery based Data Sharing in cloud Recommend by Collaborative Flltenng
based on Dependable Outsourcing Scheme

WELCOME USER

Figure 3: Screen shot of Proposed System
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V1. CONCLUSION

Nowadays, accompany an increasing sort of
users each people and enterprises utilize  cloud
services in their everyday lives. Hence, the
cloud-storage service might be a significantly
fashionable service. Cloud computing offers a
serious quantity of space for storing, historic
knowledge makes a replica and transmission
synchronization between multiple devices. Our

REFERENCES

[1] Chun-I Fan, Jheng-Jia Huang, Shang-Wei Tseng,
and I-Te Chen, ‘“Dependable Data Outsourcing
Scheme Based on Cloud-of-Clouds Approach with
Fast Recovery”, IEEE Transactions on Cloud
Computing, 2018, pp. 57-70

[2] A. R. Khan, A. Ahmed, and S. Ahmed,
“Collaborative web based cloud services for e-
learning and educational erp,” in 2014 Recent
Advances in Engineering and Computational
Sciences (RAECS), 2014, pp. 1-4.

[3] D. Juan, D. J. Dean, T. Yongmin, G. Xiaohui, and
Y. Ting, “Scalable distributed service integrity

[6] A. Polyviou, N. Pouloudi, and S. Rizou, “Which
factors affect softwareas-a-service selection the most
a study from the customer’s and the vendor’s
perspective,” in 2014 47th Hawaii International
Conference on System Sciences (HICSS), 2014, pp.
5059-5068.

[7] N. S. Sudharsan and K. Latha, “Improvising
seeker satisfaction in cloud community portal:
Dropbox,” in 2013 International Conference on
Communications and Signal Processing (ICCSP),
2013, pp. 321-325.

[8] Z. Yingwu and J. Masui, “Backing up your data
to the cloud: Want to pay less?” in 2013 42nd
International Conference on Parallel Processing
(ICPP), 2013, pp. 409-418.

[9] A. Bessani, M. Correia, B. Quaresma, F. Andr’e,
and P. Sousa, “Depsky: Dependable and secure
storage in a cloud-of-clouds,” in Proceedings of the
Sixth Conference on Computer Systems, 2011, pp.
31-46.

[10] K. D. Bowers, A. Juels, and A. Oprea, “Hail: A
high-availability and integrity layer for cloud
storage,” in Proceedings of the 16th ACM

theme not only overcomes the four limitations to
cloud storage however conjointly provides 3
special detection algorithms for various things
alongside a feature for decisive whether or not
an error exists then, if one will, localizing it. We
have got a bent to believe that our data-
outsourcing theme supported the cloud approach
is dependable and might facilitate users to need
the advantage of cloud-storage services.

attestation for software-as-a-service clouds,” IEEE
Transactions on Parallel and Distributed Systems,
vol. 25, no. 3, pp. 730-739, 2014.

[4] M.-H. Jeon, B.-D. Lee and N.-G, Kim, “Adaptive
media coding and distribution based on clouds,” in
2014 IEEE 3rd Symposium on Network Cloud
Computing and Applications (NCCA), 2014, pp.
101-104.

[5] C. Wang, Q. Wang, K. Ren, N. Cao, and W. Lou,
“Toward secure and dependable storage services in
cloud computing,” IEEE Transactions on Services
Computing, vol. 5, no. 2, pp. 220-232, 2014.

Conference on Computer and Communications
Security, 2009, pp. 187-198.

[11] H. Krawczyk, “Secret sharing made short,” in
Proceedings of the 13th Annual International
Cryptology Conference on Advances in Cryptology,
1994, pp. 136-146.

[12] G. R. Blakley and C. Meadows, “Security of
ramp schemes,” in Proceedings of CRYPTO 84 on
Advances in Cryptology, 1985, pp. 242—-268.

[13] Y. Kawamoto and H. Yamamoto, “(k, I, n) ramp
secret sharing systems for functions,” IEIC, vol. J68-
A, no. 9, pp. 945-952, 1985.

[14] K. Nyberg, “Fast accumulated hashing,” in
Proceedings of the Third International Workshop on
Fast Software Encryption, 1996.

[15]Shady Mohamed Soliman, Baher Magdy and
Mohamed A. z El Ghany” Efficient Implementation
of the AES Algorithm for security Applications” 978-
1-5090-1367-8/16/$31.00 ©2016 |IEEE.

JETIR2106504

Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org d698


http://www.jetir.org/

