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ABSTRACT 

 

Cloud computing is a promising technique for organizing a vast number of IT resources in a cost-effective and 

flexible manner. Increasingly many companies are planning to shift their local data management systems to 

the cloud and uses cloud servers to store and mange product information. A concomitant challenge is 

determining how to secure the privacy of commercially confidential data while retaining the capacity to search 

the data. In this paper we propose a privacy-preserving data search scheme for secure and efficient 

outsourcing and retrieval of product information in cloud computing. We design the proposed scheme and its 

implementation and analysis results demonstrate the effectiveness of proposed system in terms of security and 

efficiency in retrieval of product information. 
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I. INTRODUCTION 

 

The ever-increasing number of cyber-transactions has given rise to e-commerce big data. As more data files 

are kept locally in companies, the strain on local data storage systems grows significantly. Local hardware 

failures cause significant data destruction or loss, which has a significant impact on the enterprise's day-to-day 

operations. Fortunately, cloud storage systems arose as a result of such conditions. Cloud computing may 

collect and arrange a wide range of storage devices using a variety of services such as cluster applications, 

network technology and distributed file systems[1]. There are already a number of common cloud service 

products such as Amazon Web Services (AWS), Microsoft Azure (MA), iCloud and App Engine available at 

home and abroad[2-5]. As huge amounts of data are outsourced to cloud storage servers, traditional plain text-

based data search methods are no longer acceptable due to the requirement for data owners to encrypt the 

aforementioned second and third types of sensitive data. Furthermore, due to network traffic and local storage 

space limits, users are unable to re-download all of the data to a local disk and later decrypt them for usage. 

Based on the aforementioned issues [7], privacy-preserving data search algorithms were developed [8-9], with 

the goal of ensuring that only legitimate users based on identifiers or keywords have access to the data [10-

11]. These techniques protect the users' personal information while allowing the server to return to the target 

ciphertext file based on the query request. As a result, we can ensure the confidentiality and privacy of user 

data while without adversely affecting query efficiency. We focus on the second and third types of data and 

design a secure and efficient project data search scheme. The design of encrypted product information 

outsourcing and retrieval system will be carried out. Further the execution of designed system is performed to 

illustrate the security and search efficiency of proposed scheme.  

The rest of this paper is organized as follows. We first present the proposed retrieval of product information 

system and algorithm in section 2. Next, the encrypted retrieval of product information scheme is presented in 

Section 3. Section 4 presents the details of implementation results and discussions. Finally, the conclusion and 

future work is presented Section 5. 
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II. PROPOSED RETRIEVAL SYSTEM & ALGORITHM  

 

a) Product Information Retrieval System Model  

 

The design of product information retrieval (outsourcing and searching) system model includes three modules: 

the data owner, data user and cloud server [12]. The data owner (manager), cloud server and data user’s 

modules are designed using Coding Language: ASP.NET, C#.NET. Figure 1 shows the flow chart for design 

of every function of modules. 
 

            
Figure 1: The flow chart for design of proposed system model 

      

Data Manger Module: The function of this module is to manage and collect product information. Also, to 

improve security it performs encryption of product information file with the use of single secret key before 

outsourcing the data to the cloud server. Furthermore to improve the search efficiency this module will 

construct an index structure for the outsourced data. First, an identifying index structure is built using the hash 

function and a height-balanced binary search tree. The secure kNN algorithm is then used to create a feature 

vector tree for all of the product's feature vectors. 

Data User module:  The function of this module is first it creates trapdoor of interest and then it start search 

for a certain set of products. The trapdoor can be of two types one is the set of hash values and for this type a 

set encrypted files with the same hash identifiers are returned[13].  Another type of trapdoor is a set of feature 

vectors and for this the most relevant encrypted files are returned. To obtain the plaintext files the data user 

has to decrypt the returned files using symmetric secret keys that are provided by the data manager.  

Cloud Server Module: This module will be used by data manager to store all data. When data user wants to 

search some data in the cloud server first a trapdoor has to be generated. This trapdoor must be sent to cloud 

server. The cloud server will employ a search engine to link data users and encrypted data.   

 

b) Index Structure and Secure kNN Algorithm 

Construction of two index structures ID-AVL Tree and Product Retrieval Tree which supports for efficient 

product retrieval and related search algorithms are proposed to design and implement. A secure kNN 

algorithm [14] is incorporated in our proposed scheme to provide guaranteed security to outsource data while 

retaining its search ability. 

 

III. ENCRYPTED PRODUCT INFORMATION RETRIEVAL SCHEME 

a) Product Retrieval Tree Construction  

To carry out the process of encryption we need to construct product retrieval feature (PRF) tree. This has main 

parameters: branching factors and threshold and the data owner will preset this parameters.  The PRF tree is 

built incrementally and method of inserting a product vector into the PRF tree is identifying and modifying 

the appropriate leaf node and then modifying the path from the root node to the leaf node. 
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b) Retrieval Process of the Interested Products:  

In the retrieval process the interested products can be retrieved by data users using identifiers and the 

identifier is encrypted based on hash function. Then the hash value is sent to cloud server and this value is 

searched in the ID-AVL tree. If the value is found then the cloud server will send the encrypted product 

information to data user. Finally the product information is decrypted by user using secret keys and the data 

retrieval process will be completed.  Moreover, the data user interested to search product information using 

features.  First the product feature vector need to be constructed and then a depth first search algorithm for 

PRF tree and algorithm is to designed 

 

c) Encryption of the Product Retrieval Tree 

The two kinds of information are extracted for each product with identifier and product vector and the 

identifier is encrypted with hash (). The 𝐼𝐷−𝐴𝑉𝐿 tree construction process is follows. The constructed ID-

AVL tree can be easily outsourced to the cloud server because it contains simply a collection of hash values 

rather than the plaintext identifier. The PRF is constructed on the bases of product vectors and unlike the ID-

AVL the PRF tree must be encrypted before being outsourced. 

 

 

 

 

 

IV. IMPLEMENATAION RESULTS AND DISCUSSIONS 
The system modules and algorithms are implemented using tool: MS visual studio 2008 and database: MS 

SQL SERVER 2005 and results of executions are presented as screenshots. 

a) Cloud Server implementation: 

The cloud server has been implemented to show the authentication of data manager and data user in cloud. 

Also it shows the product maintenance in the cloud. The implementation results of these are shown in Figure 

2 to Figure 7. 

         

Figure 2 :  Login of cloud server          Figure 3 : Authentication of data manager in Cloud             

 After successfully authenticatiation by cloud server it sends the alert message for data manager Approval 
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Figure 4: Authentication of data user in Cloud       Figure 5: Product mentainence in Cloud                                                

 After successfully authenticatiation by cloud server it sends the alert message for data user Approval. 

         

 

            Figure 6: Verifying Product                        Figure 7: User request for Product in Cloud         

The cloud server will do product verification and view the user request and sends access key to data user.     
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b) Data manager implementation: 

The various steps carried out by data manager to upload the product into cloud server are shown in Figure 8 to 

Figure 11. 

           

        Figure 8: Data Manager Registration                            Figure 9: Data Manager Login 

First the data manager will do registration as shown in Figure 8 and after successful registration of data 

manager alert message is sent by cloud about registration success.  

Then data user will login to the cloud sever using user name and passed and shown in figure 9. 

            

        Figure 10: Upload Product:                                   Figure 11: View all the Products:             

After successful login the data manager will upload product as shown in Figure 10. Finally the data manger 

will view all the products as shown in Figure 11.  An alert message about Product information encrypted and 

uploaded to cloud is received to data manager. 

 

 

 

 

http://www.jetir.org/


© 2021 JETIR June 2021, Volume 8, Issue 6                                                              www.jetir.org (ISSN-2349-5162) 

JETIR2106766 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org f465 
 

c) Data User implementation: 

The various steps carried out by data user are shown form Figure 12 to Figure 17. First step is registration 

process as shown in Figure 12. Then next step is login process using username and password as shown in 

Figure 13. 

       

    Figure 12: Data User Registration                                Figure 13: Data user login                            

Then data user will start searching the product by sending the request to cloud and this is shown in Figure 14. 

Alert message for sending request to cloud is received to user. After this cloud sends the response and details 

are shown in Figure 15.                         

          

     Figure 14: User searching for product                                 Figure 15: cloud response                                                             
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Figure 16: Viewing product information               Figure 17: Downloded decrypted file 

 Then the user will view the cloud server response and  user will decrypt the product and then downloads the 

file  as shown in Figure 16 and Figure 17. All above implementation and analysis results have been 

demonstrated the effectiveness of proposed system in terms of security and efficiency in retrieval of product 

information. 

 

V. CONCLUSION AND FUTURE WORK 

Conclusion  

We have successfully designed and implemented the secure and efficient product information retrieval model 

and scheme in cloud computing. Also, we have constructed a hash value AVL tree and a product vector 

retrieval tree and two search algorithms are designed. The product information and vectors are encrypted 

based on set of independent secret keys and secure kNN algorithm. The execution results and analysis have 

shown the improved security and efficiency of proposed designed model and scheme.   

Future work  

In the future, there is scope to suggest standards for overcoming future issues in Cloud security such as 

physical security, espionage, transparency, data ownership, hypervisor viruses, and malevolent insiders. 
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