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Abstract:-

Terrorism has grown its roots quite deep in certain
parts of the world. With increasing terrorist
activities it has become important to curb terrorism
and stop.its spread before a certain time.So as
identified internet is a major source of spreading
terrorism through speeches and videos.Terrorist
organizations use internet to Dbrain wash
individuals and also promote terorist activities
through provocative web pages that inspire
helpless people to join terrorist organizations.So
here we propose an efficient web data mining
system to detect such web.properties and flag them
automatically for human review.Data mining is a
technique used to mine out patterns of useful data
from large data sets and make the most use of
obtained results.
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Introduction: -

Terrorist organizations are using the internet to
spread their propaganda and radicalize youth
online and encourage them to commit terrorist
activities.In order to minimize the online presence
of such harmful websites we need to devise a
system which detects specific keywords in a
particular website.The website should be flagged
inappropriate if the keywords are found for
efficient system development.Data mining
consists of text mining methods that help us to
scan and extract useful content from unstructured
data.Text mining helps us to detect keywords,
patterns and important information from
unstructured texts.
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Literature Survey: -

Applied various machine learning algorithms in
“Detect Online Spread of Terrorism Using Data
Mining” to mine textual information on web pages
and detect their relevancy to terrorism.Used the
features of sentiment analysis to segregate the
words of a web page, classify them and assert a
score to each word in "Sentiment Analysis in
Multiple Languages: Feature Selection for
Opinion Classification in Web Forums."Studied
various methods by which graphical data can be
fetched and scanned and executed them to counter
Terrorism on Online Social Networks using web
mining techniques.classified the web pages into
various categories and sorted them appropriately.

Algorithms:-

We use web mining algorithms to mine textual
information on web pages and detect their
relevancy to terrorism. Websites created in
different platform can be tracked using this
application. This system will check web pages
whether a webpage is promoting terrorism. This
system will classify the web pages into various
categories and sort them appropriately. There are
two features used in this system that is data mining
and web mining. Data mining is a technique used
to mine out patterns of useful data from large data
sets and make the most use of obtained results.
Web mining also consists of text mining
methodologies that allow us to scan and extract
useful content from unstructured data. This
System are used only by the government officials
who work for country security. System will help
the cops to easily track the susceptible community
who are held in terrorism. Website will have
following characteristics:

Load Balancing: Since the system will be available
only the admin logs in the amount of load on server
will be limited to time period of admin access.

Easy Accessibility: Records can be easily
accessed and store and other information
respectively.

User Friendly: The Website will be giving a very
user-friendly approach for all user.

Efficient and reliable: Maintaining the all secured
and database on the server which will be accessible
according the user requirement without any
maintenance cost will be a very efficient as
compared to storing all the customer data on the
spreadsheet or in physically in the record books.

Easy maintenance: Web Data Mining for
Terrorism Analysis website is design as easy way.
So maintenance is also easy.

e DATA CHAINING ALGORITHM
Input: Log Table (LT)
Output: Summarized Log Table (SLT)
*’ = access pages consist of embedded
objects
(i.e. .jpg, .gif, etc)
“*’ =successful status codes and
requested methods (i.e. 200, GET etc)
Begin
Step 1: Read records in LT
Step 2: For each record in LT
Step 3: Read fields (Status code, method)
Step 4: If Status code="**’and method=
o
Then,
Step 5: Get IP address and URL link
Step 6: If suffix. URL Link=
{*.gif,*.jpg,*.css}
Then
Step 7: Remove suffix. URL link
Step 8: Save and URL Link
End if
Else
Step 9: Next record
End if
End
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CNN Architecture (5 Layers)

The CNN architecture consists of several kinds of
layers; Convolutional layer, pooling layer, fully
connected input layer, fully connected layer and
fully connected output layer.

Convolutional layer: Convolutional layer is the
backbone of any CNN working model. This layer
is the one where pixel by pixel scanning takes
place of the images and creates a feature map to
define future classifications.

Pooling layer: Pooling is also known as the down-
sampling of the data by bringing the overall
dimensions of the images. The information of each
feature from each convolutional layer is limited
down to only containing the most necessary data.
The process of creating convolutional layers and
applying pooling is continuous, may take several
times.

Fully connected input layer: This is also known as
the flattening of the images. The outputs gained
from the last layer are flattened into a single vector
so that it can be used as the input data from the
upcoming layer.

Fully connected layer: After the feature analysis
has been done and it’s time for computation, this
layer assigns random weights to the inputs and
predicts a suitable label.

Fully connected Output layer: This is the final
layer of the CNN model which contains the results
of the labels determined for the classification and
assigns a class to the images.

Data Flow Diagram Level-0
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System will track web pages that are more
susceptible to terrorism and will report IP Address
to the user who is using the system.
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Data Flow Diagram Level-2
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Advantages:-

e Very High accuracy in image recognition
problems.

« Automatically detects the important features
without any human supervision.

« Weight sharing.

Disadvantages:-

e CNN do not encode the position and
orientation of object.

o Lack of ability to be spatially invariant to the
input data.

e Lots of training data is required.

Conclusion:-

To curb the menace of terrorism and to destroy the
online  presence of dangerous terrorist
organizations like ISIS and other radicalization
websites. We need a proper system to detect and
terminate websites which are spreading harmful
content used to radicalizing youth and helpless
people. We analysed the usage of Online Social
Networks (OSNs) in the event of a terrorist attack.
We used different metrics like number of tweets,
whether users in developing countries tended to
tweet, re-tweet or reply, demographics, geo-
location and we defined new metrics (reach and
impression of the tweet) and presented their
models. While the developing countries are faced
by many limitations in using OSNs such as
unreliable power and poor Internet connection,
still the study finding challenges the traditional
media of reporting during disasters like terrorist’s
attacks. We recommend centres globally to make
full use of the OSNs for crisis communication in
order to save more lives during such.
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